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Data breaches can have a huge financial impact on 
multiemployer plans, and cyberliability insurance is 

an increasingly important coverage to consider.
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B arely a week passes without 
news of yet another major 
data breach by a large organi-
zation. Lost data can be used 

to perpetuate identity theft schemes or 
other crimes. Moreover, the conver-
gence of increasingly powerful, faster 
and portable computing devices with 
more and more data—especially per-
sonally identifiable information and 
protected health information—pres-
ents a number of problems for multi-
employer plan sponsors. Issues include:

•	 An expanding number of secu-
rity laws, which include detailed 
and potentially expensive data 
breach notification requirements

•	 The increasing enforcement of 
these laws

•	 The complexity and cost of com-
pliance.

These factors make cyberliability 
insurance increasingly important for 
all multiemployer plans—including 
health and retirement. (See the sidebar, 
“Why Cyberliability Insurance Is More 
Essential Than Ever.”) This article out-
lines how cyberliability insurance can 
protect the plan and its trustees from 

the high costs associated with a cyber-
breach and any subsequent lawsuits.

What Causes data Breaches?
Improper disclosure of plan partici-

pants’ private information, commonly 
known as data breaches, can be caused 
by:

•	 Computer system failures (e.g., a 
malfunction that accidentally 
posts data on a public-facing net-
work)

•	 Employee mistakes or negligence 
(e.g., a lost laptop or a misdi-
rected e-mail)

•	 Malicious acts by employees or 
third parties (e.g., deliberately re-
leasing private information or 
hacking).

What Are the Consequences  
of a data Breach?

The federal government and most 
states have privacy and security laws 
that may apply to multiemployer plans. 
Many laws and their related regulations 
require plans to notify and protect indi-
viduals when the security of private in-
formation is breached.1 These laws typ-

ically address what constitutes personal 
information (e.g., name combined with 
Social Security number or account 
numbers), when there is a breach of 
such information and what type of no-
tice is required (e.g., timing, method of 
delivery, extent of notification). Health 
plans in particular are subject to the 
privacy and security regulations of 
the Health Insurance Portability and 
Accountability Act (HIPAA) and the 
Health Information Technology for 
Economic and Clinical Health Act (HI-
TECH), which have extensive require-
ments for data protection, risk assess-
ment and security of electronic media. 
Retirement plans may be subject to 
other federal or state data security laws. 
Plans can be subject to fines, penalties 
and stringent self-audit requirements. 
Additionally, state attorneys general 
now have the authority under HIPAA 
to pursue certain civil actions on behalf 
of state residents who are adversely af-
fected by violations.

Plans could face significant remedi-
ation-related expenses, including mail-
ings to inform participants of a breach, 
free credit monitoring for each affected 
participant and identity-protection 
services. Plans may also have to pay for 
investigations into how the breach oc-
curred and what information was tak-
en. In addition, there may be charges 
for audit and consulting services, legal 
services related to compliance and pub-
lic relations/communications services.

What Protection Can Cyber-
liability Insurance Provide?2

Cyberliability insurance can help 
mitigate the administrative, techno-
logical and legal costs associated with 
a data breach. Policies cover a plan’s 
immediate3 breach costs, which could 

learn more >>
Education
Trustees and Administrators Institutes
June 15-17, San Francisco, California
Visit www.ifebp.org/trusteesadministrators for more information.
61st Annual Employee Benefits Conference
November 8-11, Honolulu, oahu, Hawaii
Visit www.ifebp.org/usannual for more information.

From the Bookstore
HIPAA Privacy for Health Plans After HITECH, Second Edition
Reinhart Boerner Van Deuren. 2013.
Visit www.ifebp.org/books.asp?8950 for more details.
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Why Cyberliability Insurance Is More Essential Than Ever
Industry experts Katherine M. Keefe, head of Beazley Breach Response Services, and John F. Mullen, chair of the Data Privacy 
and Network Security Practice at the law firm Lewis Brisbois, recently spoke with Segal Select about the following issues:

•   Enforcement has increased. While a data breach—
such as a lost laptop that was quickly recovered—might 
have been handled relatively simply a few years ago, 
such losses have become more complex. Enforcement 
and penalties have increased. In addition to the regula-
tory agencies—including the Office for Civil Rights, 
which enforces the Health Insurance Portability and Ac-
countability Act (HIPAA)—state attorneys general, who 
enforce the consumer protection laws and who also now 
have HIPAA enforcement authority, have become much 
more aggressive.

•   Costs are climbing. A plan sponsor that experiences a 
breach may have to retain legal counsel and a forensics 
firm to establish credibility in an investigation. Hiring a 
breach notification service to contact affected consumers 
and/or offering credit and identity monitoring (if neces-
sary) can generate six-figure expenditures or more.

•   Plans can outsource almost everything except 
responsibility for private information. While HIPAA 
has elevated certain service providers to business associ-
ates (now regulated directly under HIPAA), as the entity 
originally trusted with the data, the plan sponsor generally 
is considered the data owner. Even plan sponsors that del-
egate every function they can to outside service providers 
may still be responsible for the plan’s private information 
and any notification obligations following a data security 
incident. Plan sponsors cannot rely on the indemnity of 
their service providers. Even if a service provider is respon-
sible for the breach, it may not act quickly enough and/or 
appropriately to satisfy an investigating regulatory body.

•   Size does not matter. Breaches can affect even the 
smallest plans. They can be caused by employee or 
service provider mistakes. Or hackers may target users 
of XYZ software because it has a defect that allows 
them to access key data. In other instances, thieves with 
no interest in the content may steal computers to make 
quick money.

•   The Employee Retirement Income Security Act 
(ERISA) probably will not preempt state data 
breach notice laws. ERISA does not address data 

protection. Consequently, ERISA’s preemption provision  
may not preempt state data breach notice laws. Many 
experts, including the Department of Labor ERISA Advi-
sory Committee,1 have stated that ERISA may not be able 
to protect plan sponsors from having to comply with state 
breach notice laws.

•   Class action suits are prevalent and expensive. 
Class actions have involved as few as 80 participants. 
Class action settlements can be large, even if the case 
does not ultimately result in a judgment.

•   The medium does not matter. Although some state 
laws may not be triggered by a paper breach, HIPAA does 
not care about the format—A plan still has to comply 
with all the privacy rules, even for paper and verbal 
breaches of protected health information.

•   Risk assessments are vital. HIPAA requires covered 
entities to conduct and document periodic security 
assessments, and many states are adopting HIPAA 
standards outside of health plans. Not having a recent 
risk assessment can lead to harsher penalties if a breach 
occurs.

•   Service provider contracts are very important. Plan 
sponsors need to ensure their contracts with advisors 
and service providers measure up from the perspec-
tive of HIPAA requirements, including data security and 
data breach notification. It is important to know who is 
responsible for what, how quickly the service provider 
must notify the plan sponsor in the event of a suspected 
breach, and who will provide what type of indemnity.

•   The plan’s data retention and destruction programs 
are also very important. Many plans and their service 
providers maintain data long after they are legally 
required to. Breaches involving data that is many years 
old can cause the same problems as breaches involving 
current data—for no reason. This can be avoided with 
proper maintenance of aging electronic media.

•   Consumer perception about the importance of data 
has changed. Breaches generate outrage. People expect 
organizations to maintain security to protect their data.

Endnote

1.   Visit www.dol.gov/ebsa/publications/2011ACreport2.html for more information. 
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takeaways >>
•  The number of security laws—and enforcement of these laws—is increasing, leading  

to complex and costly compliance measures.

•  Under HIPAA, state attorneys general can pursue certain civil actions on behalf of state 
residents adversely affected by data breaches.

•  Remediation of breaches, such as mailings to participants and free credit monitoring and 
identity-protection services to participants, can be costly, as can investigations of the 
breach itself and consultant fees.

•  Cyberliability insurance usually provides an expert team immediately to help resolve the 
breach event and pays administrative, technological and legal costs of a breach as well 
as third-party liabilities; some insurance can be extended to cover fines and penalties 
resulting from a breach.

•  Policies now offer broader coverage at a lower cost than in the past.

•  Plans should consider buying cyberliability insurance even if their service providers  
have it.

include credit monitoring, forensic in-
vestigations and legally required notifi-
cation expenses. Most policies will pro-
vide the insured plan with experienced 
attorneys, forensic experts and public 
relations professionals. Moreover, they 
will provide this team of experts in real 
time as soon as a data breach is iden-
tified and the carrier is notified, rather 
than simply reimbursing incurred costs 
after the event takes place. This combi-
nation of providing an expert team to 
help during the resolution of the breach 
event and paying these costs is one of 
the major values of cyberliability insur-
ance.

Cyberliability insurance also can 
provide protection from third-party li-
abilities that may result from a breach 
event, including monetary judgments 
or settlements. Some policies include 
limited regulatory proceeding coverage 
(for lawsuits or investigations by feder-
al, state or municipal regulators relating 
to privacy laws) and extend the policy 
to cover certain fines and penalties that 
may also be assessed.

Isn’t Cyberliability Insurance 
Expensive?

While the cost of cyberliability in-
surance is based on a plan sponsor’s 
facts and circumstances, policies now 
offer broader coverage and lower pre-
miums than they did just a few years 
ago. Historically, many of these poli-
cies cost tens of thousands of dollars 
or more annually and had five-figure 
deductibles. Today, for many benefit 
plans, especially those with fewer than 
50,000 records,4 the premiums may be 
a few thousand dollars and deduct-
ibles are much more reasonable.

How Should Trustees Choose 
Cyberliability Insurance?

Trustees are advised to consult with 
their legal counsel and insurance bro-
ker to find the right cyberliability in-
surance policy. In addition to a careful 
review of the coverage available, trust-
ees should be prepared to answer the 
following questions from potential pro-
viders. The four most important ques-
tions are:

 1. How many records does the plan 
have?

 2. Does the plan sponsor have an in-
formation security policy that re-
quires the protection of sensitive 
information whether in written 
or electronic form?

 3. Does the plan sponsor have an 
incident-response plan?

 4. Does the plan sponsor utilize en-
cryption for all hardware and 
mobile devices (e.g., laptops, 
smartphones and flash drives)?

Additional questions include the 
following:

•	 For health plans, has the plan 
sponsor conducted a HIPAA risk 
assessment, and is it updated pe-
riodically and when new elec-
tronic media are adopted?

•	 Does the plan sponsor imple-
ment start-up password protec-
tion for desktop and laptop com-
puters?

•	 Does the plan sponsor’s web 
server store or have direct access 
to sensitive information?

•	 Does the plan sponsor require 
use of antivirus programs on 
desktops and laptops?

•	 Does the plan sponsor use third 
parties to process or store sensi-
tive information?

•	 Has the plan experienced a 
breach incident in the past two 
years?

The answers to these questions will 
largely determine the coverage terms, 
conditions and cost.

does a Plan Need to Buy  
Cyberliability Insurance if Its 
Service Providers Buy It?

The authors think the answer is 
yes for several reasons. Even if the 
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plan is named as an additional named insured on the ser-
vice provider’s policy, which is recommended, the policy 
may need to cover all the service provider’s clients. For 
many service providers, this means it may be impossible 
for them to buy sufficient limits of liability. In the event of 
a breach, unless the plan is an additional named insured, 
the carrier will respond to the legal needs of the service 
provider.

The authors have seen cases in which the plan is notified 
of the service provider’s breach event only after the service 
provider has already issued its notification disclosure let-
ters to the plan’s affected participants. The plan’s best overall 
protection is an individual policy combined with an engage-
ment agreement that requires the service provider to notify 
the plan as soon as possible after a breach event and before 
any notification disclosure letters are issued.

Conclusion
Given the continuing evolution of technology, the risk of 

inadvertent disclosure of personal information is escalating. 
Cyberliability insurance is a valuable tool that helps cover 
immediate costs and damages from some of the consequenc-
es of a breach of personal information. With the rising in-
cidence of cyberbreaches, increased regulatory enforcement 
and the costs associated with both, trustees should investi-
gate this insurance and consider whether it makes sense to 
purchase this protection. 

Endnotes

 1. According to the National Conference of State Legislatures (NCSL), 
as of September 2014, 47 states, the District of Columbia, Guam, Puerto 
Rico and the Virgin Islands have enacted legislation requiring private or 
government entities to notify individuals of security breaches of informa-
tion involving personally identifiable information. Visit www.ncsl.org for 
more information. 
 2. This section addresses broad coverage concepts. Each insurer’s policy 
may differ and each insurer may selectively offer or refuse to offer specific 
coverage provisions. Every policy must be carefully negotiated and re-
viewed. Best practice dictates consulting with legal counsel and an insurance 
broker with this expertise.
 3. The technical insurance term for “immediate” is first-party.
 4. Records generally are individual files, and could include medical and 
billing records about individuals; enrollment, payment, claims adjudication, 
and case or medical management record systems; or retirement data and 
benefit statements.
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