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Final rules issued this spring modify the Health Insurance Portability and Affordability Act 
(HIPAA), and plan sponsors have only a short time to make sure they are in compliance 
with a number of changes.

Loose Lips Sink Ships— 
The 2013 HIPAA Changes

by  |  Rachel R. Parisi, CEBS

I
n the midst of the steady flow of regulations and guidance relating to the Patient Protection and 
Affordable Care Act, the benefits community was treated to a “spring surprise” early this year—
issuance of the modifications to the HIPAA Privacy, Security, Enforcement, and Breach 
Notification Rules Under the Health Information Technology for Economic and Clini-
cal Health Act and the Genetic Information Nondiscrimination Act, Other Modifica-

tions to the HIPAA Rules or, as we have been calling them around the office, “the HIPAA 
changes.”1

Long-awaited and much anticipated, the final rule finished up some of the work 
started by the Health Information Technology for Economic and Clinical Health Act 
(HITECH) and brings with it a number of compliance tasks with very short-term 
deadlines.

It can be a challenge to come up with an interesting title for an article about the 
Health Insurance Portability and Accountability Act (HIPAA), but my nine-year-
old son actually helped with this one. Seeing that I was working through a stack 
of materials, he asked what I was reading about. In an effort to provide a little 
excitement to the explanation, I ended my extremely distilled description of 
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HIPAA with an analogy to the World 
War II-era slogan, “loose lips sink 
ships.” While even that little nugget 
didn’t particularly interest him, it did 
inspire me to come up with familiar 
phrases to guide the reader through 
this basic primer on the HIPAA 
changes.2

A New Standard for Breach  
(No Harm, No Foul?  
Not Anymore . . .)

HITECH adopted a new standard 
for a breach of protected health infor-
mation (PHI). The former standard 
stated that a breach was an impermissi-
ble use or disclosure that compromised 
the security or privacy of PHI such that 
the use or disclosure posed a significant 
risk of financial, reputational or other 
harm to the affected individual. The fo-
cus under the former standard was very 
much harm-based. If the significant 
risk of financial, reputational or other 
harm was not present, there simply was 
no breach (nor the attendant notifica-
tion requirements). The new standard 
under the final rule presents a substan-
tially lower standard in determining 
that a breach has occurred.

The new standard provides that 
an impermissible use or disclosure is 
now presumed to be a breach unless 

the covered entity (or business asso-
ciate, as applicable) determines that 
there is a low probability that PHI has 
been compromised.3 A fundamental 
shift in focus is evident in the new 
standard in that it is now presumed 
that a breach has occurred. In other 
words, the burden is on the covered 
entity to demonstrate that a breach 
has not occurred.

How is that burden met? While the 
regulation does not define low probabil-
ity, it does offer (and in fact requires) 
a multistep risk assessment to assist 
in determining whether there is a low 
probability of compromise of PHI. The 
minimum steps include an examina-
tion of (1) the nature and extent of the 
PHI involved, (2) who received or used 
the PHI, (3) whether the PHI was ac-
tually acquired or viewed and (4) the 
extent to which the risk to the PHI has 
been mitigated. Other factors may be 
considered in the analysis in addition 
to the minimum steps. Regardless of 
whether additional factors are consid-
ered, the entire risk assessment process 
must be carefully and thoroughly docu-
mented.

While the new standard is still fair-
ly subjective, it nonetheless represents 
a much lower threshold for a breach. 
It is certainly important to ensure that 

a plan’s risk assessment process oper-
ates under the correct standard. How-
ever, avoiding a breach in the first 
place is always the best option and can 
be best achieved through training and 
awareness.

Action items: Plan sponsors 
should become familiar with the new 
standard for breach and make sure 
that advisors and staff are trained as 
well. Update any policies or risk as-
sessment protocols that use the former 
standard.

Who Is a Business Associate 
Now? (Casting a Wider Net)

Group health plans are covered en-
tities under HIPAA and, of course, are 
bound by the HIPAA Privacy and Se-
curity Rules. Covered entities in turn 
rely on business associates to conduct 
covered functions. The HIPAA chang-
es expand the scope of entities or in-
dividuals that will be considered busi-
ness associates. Business associates are 
persons that create, receive, maintain 
or transmit PHI on behalf of a covered 
entity.4

Sharp-eyed HIPAA fans will rec-
ognize quickly the newly added 
function to the list: maintaining 
PHI. This change means that entities 
that store PHI are now business as-
sociates. Such entities would include 
data storage companies, document 
storage companies and cloud ven-
dors. Importantly, it does not matter 
if the entity actually accesses PHI on 
a routine basis—The act of maintain-
ing (storing) PHI creates a business 
associate relationship. The HIPAA 
changes further added several enu-
merated examples of entities that 
will be considered business associ-
ates, namely:
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takeaways >>
•   The standard for determining whether PHI has been breached is tougher. Entities covered 

by HIPAA HITECH have the burden of demonstrating no breach has occurred; a breach is 
presumed when PHI is used or disclosed impermissibly.

•   The HIPAA changes expand what entities or individuals are considered business  
associates, which now are directly liable for compliance with security and privacy rules.

•   Individuals’ requests for their PHI in electronic form now must be honored. 

•   Plan sponsors must revise their notices of privacy practices.

•   HIPAA violations can result in fines far higher than $1.5 million.
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•	 Health information organizations
•	 E-prescribing gateways
•	 Other persons who provide data transmission services 

with respect to PHI to a covered entity and require ac-
cess to that PHI on a routine basis

•	 A person who offers a personal health record to one or 
more individuals on behalf of a covered entity

•	 Subcontractors that create, receive, maintain or trans-
mit PHI on behalf of the business associate.5

The inclusion of subcontractors represents a key shift in 
the business associate analysis. Simply put, all subcontrac-
tors that perform a business associate function (creating, 
receiving, maintaining or transmitting PHI on behalf of a 
business associate) are now also business associates in their 
own right.6

The focus on function rather than contractual relation-
ship means that it does not matter how far downstream (con-
tractually) a subcontractor is from the covered entity. If one 
or more of the requisite functions is present, the subcontrac-
tor will be deemed a business associate.

The HIPAA changes also list specific entities that will not 
be considered business associates.7 In addition, the final rule 
clarifies the mere conduit rule.8 A true conduit of PHI, that 
is, to say, an entity that does not access PHI but serves as a 
“mere conduit,” will not be a business associate. The former 
position on mere conduits excepted a far larger class of enti-
ties from being deemed a business associate because some 
access could be allowed so long as it was solely on a random 
basis. Under the final rule, however, the conduit exception 
is intended to be narrow and includes only transmission or-
ganizations, such as the U.S. Postal Service, Internet service 
providers and United Parcel Service.

Action item: Plan sponsors and their advisors should re-
view the new definition of a business associate and undertake 
a thorough review of current business associates and other 
vendors that previously were not considered business associ-
ates. In other words, it is time to reevaluate who you “think” 
your business associates are.

Direct Liability of Business Associates  
(In for a Penny . . .)

Determination of the business associate relationship is 
critical because business associates are now directly liable for 
compliance with all of HIPAA’s Security Rule and parts of 
HIPAA’s Privacy Rule.9 Subcontractors are also directly liable 

for compliance with all of HIPAA’s Security Rule and parts of 
HIPAA’s Privacy Rule.

Despite the Department of Health and Human Services 
(HHS) having direct enforcement authority over business as-
sociates and subcontractors, business associate agreements 
(BAAs) are still needed. Under the final rule, business associ-
ates are required to enter into BAAs with their subcontrac-
tors; first-level subcontractors are likewise required to enter 
into BAAs with their own subcontractors; and so on down 
the line. It is important to note, however, that covered enti-
ties are not required to enter into BAAs with their own busi-
ness associate’s subcontractor(s).

The final rule changed some of the required content of 
BAAs. As a result, revised BAAs should be prepared. HHS 
has published sample language online to assist in drafting 
the revised BAAs.10 Given the significant changes, including 
those regarding liability, it is advisable to enlist plan profes-
sionals in drafting the BAA (don’t rely on a generic template 
from the Internet!).

Action items: Plan sponsors and their advisors will first 
want to review and revise existing BAAs to ensure that all re-
quired elements are included and that the HIPAA changes are 
reflected as appropriate. Next, the BAAs must be provided to 
all business associates for review and execution. BAAs that al-
ready were compliant with the previous rules prior to January 
25, 2013 and not renewed or modified from March 26, 2013 
until September 23, 2013 will be deemed compliant until the 
date that they are renewed/modified on or after September 
23, 2013 or September 22, 2014, whichever comes first.11 For 
BAAs that were in place prior to January 25, 2013 and that 
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learn more >>
Education
Just Released: Final HiPAA Privacy  
and Security Regulations
John L. Barlament. February 2013 webcast.
For information and to download,  
visit www.ifebp.org/books.asp?DL1072.
HiPAA Privacy
For information, visit www.ifebp.org/elearning.

From the Bookstore
HiPAA Privacy for Health Plans,  
Second Edition
Reinhart Boerner Van Dueren. 2013.
For more details, visit www.ifebp.org/books.asp?8950.
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are not compliant with the prior rules, the deadline for com-
pliance is September 23, 2013. Even if your plan’s BAAs fall 
within the transition period, it may nonetheless be advisable 
to proceed with obtaining revised BAAs immediately.

Individual Rights (We the People . . .)
The HIPAA changes include expanded rights for indi-

viduals to receive copies of their own PHI.12 Specifically, re-
quests for PHI in electronic form must be honored. If the re-
quested material is “readily producible,” it must be provided 
in the form and format requested by the individual within 
30 days. If not readily producible, plans are required to pro-
vide the material in a readable electronic format to which 
the individual has agreed. The 30-day window begins with 
the individual’s request, so plans would be well-advised to 
ensure they have processes in place to meet the required  
response times.

Under the final rule, a covered entity may disclose a  
deceased person’s PHI to family members and others if it 
reasonably believed that the individual requesting the infor-
mation was involved with the decedent’s health care and/or 
payment of health care. An exception to the rule provides 
that access to the decedent’s PHI may not be allowed where 
doing so would be inconsistent with the decedent’s prior  
express preference where that preference is known to the 
covered entity.

The final rule also addresses how long a decedent’s PHI 
remains PHI and establishes the cutoff at 50 years from the 
date of death.13 At the 50-year point, the subject information 
will no longer be classified as PHI. Plan sponsors will be re-
lieved to know, however, that the 50-year rule is not a record 
retention rule and does not replace existing document reten-
tion standards.

Action items: Train staff on the new requirements. Evalu-
ate your plan’s process for disseminating electronic infor-

mation and ensure it can be executed in a timely manner to 
comply with the final rule.

Revised Notice of Privacy Practices Is Required 
(Information Is Everything)

The changes under the final rule were significant enough 
to require that revised notices of privacy practices (NPPs) 
be distributed. New notices must inform participants about 
their right to receive notice when their unsecured PHI is 
breached, that the plan cannot use their genetic information 
for underwriting and that their authorization is needed for 
numerous actions relating to the use of their PHI. Specifi-
cally, authorization is required from the participant to (1) 
use or disclose psychotherapy notes, (2) sell PHI, (3) use 
PHI for marketing purposes or (4) use PHI for a purpose 
other than that detailed in the notice. Further, the NPP must 
advise participants as to how to revoke a previously granted 
authorization.

The compliance deadline for distribution of the revised 
NPP is linked to how the NPP is provided. If a benefits 
website is maintained, the revised NPP must be posted to 
the website no later than September 23, 2013 and the NPP 
must be distributed in hard copy in the next annual mail-
ing. For plans that do not maintain a benefits website, the 
revised NPP must be distributed no later than November 
22, 2013.

Action items: Consult with your plan advisors to obtain a 
revised NPP. Ensure it is timely issued.

Penalties 
(Hit ’em Where It Hurts)

The HIPAA changes retained HITECH’s tiered penalty 
scheme. Moving away from a system focused on voluntary 
compliance, the premise of the penalty-based framework is 
to encourage compliance. Under this scheme, the level of fine 
is related to the level of culpability. Notably, the changes al-
low HHS to impose a civil penalty without first exhausting 
informal resolution options.

To make determinations of a penalty amount within the 
prescribed penalty ranges, HHS may consider numerous fac-
tors such as the nature and extent of the violation, the nature 
and extent of the harm resulting from the violation and the 
covered entity/business associate’s prior compliance history.

While the $1.5 million cap rule remains in place, the regu-
lations provide specific rules on how HHS “counts” HIPAA 
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TABLE
HiTECH’s Tiered Penalty Scheme
Level of Culpability Amount of Fine

Did not know $100-$50,000 per violation

Reasonable cause $1,000-$50,000 per violation

Willful neglect (corrected) $10,000-$50,000 per violation

Willful neglect (uncorrected) $50,000 per violation
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violations. Under the rules, the $1.5 million cap is “per viola-
tion”; however, there could be a determination of separate 
violations for each person affected or each day of violation, 
resulting in fines far in excess of $1.5 million.

A brief word about penalties imposed upon a covered en-
tity for its business associate’s violations: HHS can impose a 
penalty in such a case if the business associate is determined 
to be the covered entity’s agent.14 In turn, the agency deter-
mination is made using the federal common law of agency. 
According to the regulation’s commentary, the right to con-
trol the business associate’s conduct is the essential factor in 
determining whether an agency relationship exists.

Action items: Consult with plan advisors to discuss in-
cluding provisions in the revised BAAs to limit instances 
of finding an agency relationship. Remember, the best ac-
tion to take with respect to the penalties is to avoid them 
altogether! 

Takeaways  
(The Nitty-Gritty)

•	 Effective date for the changes is generally September 
23, 2013.

•	 Begin operating under the new breach standard now.
•	 Review roster of existing business associates and revise 

as necessary.
•	 Issue revised BAAs to all business associates.
•	 Ensure revised NPP is timely issued.
•	 Update internal policies as needed.
•	 Train, train, train!

Conclusion (I Have Some Bad News  
and I Have Some Good News)

The bad news is that plan sponsors and their advisors face 
quick deadlines for compliance with the HIPAA changes. 
The good news is that the changes themselves are not terribly 

daunting. With a game plan in place and prompt attention to 
the tasks at hand, plan sponsors will be able to face the “spring 
surprise” with confidence that their HIPAA ship is tight.  

Endnotes

 1. 78 Fed. Reg. 5566 (January 25, 2013).
 2. Note that this article is not intended to be an exhaustive analysis of 
the entirety of the final rule but instead is intended as an overview of the fi-
nal rule’s highlights. To ensure that your plan is fully compliant, please seek 
the counsel of your plan advisors.
 3. 45 C.F.R. §164.402.
 4. 45 C.F.R. §160.103.
 5. Id.
 6. Id.
 7. Id. 
 8. Final rule, 78 Fed. Reg. 5566, 5571 (Jan. 25, 2013).
 9. 45 C.F.R. §160.402.
 10. Available at www.hhs.gov/ocr/privacy/hipaa/understanding/ 
coveredentities/contractprov.html, visited on April 12, 2013.
 11. 45 C.F.R. §164.532(e).
 12. 45 C.F.R. §164.524.
 13. 45 C.F.R. §164.502(f).
 14. 45 C.F.R. §160.402(c).
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