
Flooding in Iowa, wildfires in San
Diego, Hurricane Katrina and the
9/11 terrorist strikes are just a few

of the catastrophic disasters experienced
in the last few years. Would it be a surprise
to hear, as benefits professionals, that
those are not the disasters to fear most?
According to IBM, the most common dis-
asters—nearly 90%—are self-inflicted
wounds causing loss of data, loss of busi-
ness continuity and/or loss of protected
health information. How is that possible?
Unfortunately, it happens all too easily
and frequently. A computer disk becomes
corrupted, a virus finds its way onto the

network, or someone trips over the server
power cord that a moment ago was
plugged securely into the outlet.

One moment, an operation hums
along smoothly. And the next, someone
accidentally deletes a benefits system
database—pension calculations gone,
health eligibility gone, claims gone, along
with all participant demographic data at
the click of a mouse button. Some readers
may have experienced this firsthand. In
fact, this scenario and other similar sce-
narios happen so frequently that planning
for disasters and system failures is, in
some cases, required by federal law.

Natural disasters, terrorism, computer hackers and viruses—threats abound for today’s benefits professional entrusted with protecting
private health information and ensuring continuous plan operations. This article offers guidance for risk avoidance and disaster
recovery for both large and small employers.
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HIPAA Implications
Enacted in 1996, the Health Insurance

Portability and Accountability Act (HIPAA)
is designed to guard the privacy of an in-
dividual’s protected health information
(PHI). Protecting this information in-
cludes establishing and implementing
policies and procedures for responding to
an emergency that damages systems con-
taining electronic PHI. HIPAA makes it
clear that backup measures for data sys-
tems must be in place and in practice. The
charge to systems administrators is to
make certain backups are valid and orga-
nizational data is recoverable.

HIPAA security measures cover a range
of information technology (IT) provisions
that go beyond just backing up data.
Though being able to recover PHI after a
disaster is essential, protecting live pro-
duction data from falling into the wrong
hands is just as important. With this in
mind, HIPAA also introduces access con-
trol, audit control, data integrity and au-
thentication requirements. Here’s a brief
description of each.

Access control typically means that sys-
tems are required to have username/pass-
word access controls to any system con-
taining PHI. Audit control, on the other
hand, requires hardware, software and/or
procedural mechanisms that record and
examine user activity within systems con-
taining PHI. Data integrity speaks to hav-
ing policies and procedures in place that
protect against improper alteration (edit-
ing) or deletion of PHI. This typically in-
volves some level of system security that
limits access/authorization for viewing/
updating data in certain screens. Finally, 
authentication requires strict policies and
procedures to verify a user or entity is who
he or she claims to be.

HIPAA legislation as well as the privacy
and security measures it requires have

been phased in gradually to allow affected
organizations time to reach compliance.
Yet according to KnowledgeLeader.com,1

corrective actions and the volume of vio-
lations issued by the Centers for Medicare
and Medicaid Services (CMS) continue to
climb (see the table). As a result, CMS ini-
tiated its first round of proactive compli-
ance inspections in 2007.

If the threat of a proactive inspection
from the federal government is not
enough to get your attention, how about
having to broadcast a mistake publicly?
Today, 39 states require public disclosure
of data breaches that compromise PHI
and/or Social Security numbers. As a re-
sult, reports of data theft are becoming
more common, with 443 cases reported in
2007. That was up from 158 in 2005 and
315 in 2006. More than 127 million per-
sonal data records were exposed in the
443 cases alone. Consider this: If each
record was a unique person, more than
40% of the U.S. population would have
had his or her personal data stolen. Worst
of all, in only 13 of the 443 cases were the
stolen (or lost) data encrypted.2

So what can be done as a result of these
threats and penalties? A plan is needed that
minimizes these risks and provides steps
for recovery in the event a disaster strikes.

Key Plan Components

For many administrators, preparing for
a disaster seems an overwhelming and
even daunting responsibility. Tornados,
arson—can you really plan for everything?
The answer is yes, if you have an unlim-
ited budget. However, most budgets have
a cap and planning for the unexpected
has limits. In the end, plans will have
holes. Accept it as fact. But, even if your
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More Information

For related article summaries, see
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Got a specific benefits question?
Need some help answering it? 
Call (888) 334-3327, option 5, and
get a prompt e-mail or fax back.
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For more information, view
www.ifebp.org/education/webcasts.
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Item #6177. $131 (I.F. Members $52). For
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ADDITIONALResources
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Continued on next page

Enforcements—The Number of HIPAA Investigations
and Their Outcome, by Year

Year No Violations Corrective Action Total
2003 79 260 339

2004 359 1,033 1,392

2005 642 1,161 1,803

2006 895 1,571 2,466

Source: Centers for Medicare and Medicaid Services.
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budget is zero, there are still things you
can do ahead of time to help yourself out.
The worst plan in disaster scenarios is a
nonexistent plan.

For those of you that find it far easier to
edit a document than to create one from
scratch, here is a big favor: www.DRJ.com
is the Web site of Disaster Recovery Jour-
nal, with myriad samples of disaster re-
covery plans totaling over 200 pages of ex-
isting words, procedures and forms.

Forming a Plan

So how best to put a plan together? Fo-
cus on details—specific scenarios. Ap-
proach this task from the perspective:
What do I need to protect? Ask, for exam-
ple, what are the most important things
accomplished each day/week/month
/quarter/year? Distributing retiree pen-
sion checks? (Keep in mind—just because
a duty occurs only once per year doesn’t
mean the disaster won’t strike the day be-
fore it’s scheduled.)

Next, identify the resources needed 
in order to continue completing those
critical tasks—people and equipment. If
distributing pension checks is your prior-
ity, consider the people and equipment
(printer included) required to get the pen-
sion checks out the door. This is also 
a good time to identify business process
improvement opportunities. Consider
changes to processes that could poten-
tially benefit members. This might be an
opportunity, for example, to push for pen-
sion direct deposit.

Identify who needs to do what and
when. Carol erases the entire system by
accident. 1. Tell the boss. 2. Load the
backup. 3. Test. 4. Back online. Identify
roles and responsibilities.

Finally, don’t try to do all of this alone.
Involve managers and staff when priori-
tizing tasks and identifying critical re-
sources. The plan will benefit.

Documenting

Let’s face it—Documenting is not a fun
activity. It’s boring, takes forever and, on
top of all of that, most of those documents
are never opened again after they’re fin-
ished—which is a separate problem ad-
dressed later. All of those complaints
notwithstanding, if who does what, when
and how is not documented, then there is
no plan nor is it in compliance.

Another fact to keep in mind: Disaster
scenarios, whether a system crash or

building fire, are hectic and confusing sit-
uations. It’s easy to forget or miss a step, or
reach a wrong conclusion. In advance,
document what needs to happen along
with who is responsible, when and how.

Communication

More than any other factor, the ability
to communicate will determine the extent
of success at recovery. In the military, this
is called “command and control.” Without
good communication to collect informa-
tion and send out directives, the adminis-
trator is both helpless and useless.

Disasters rarely happen at a desirable
time—that’s usually part of what makes
them disasters. Phone lists that are only
on a wall at the office do no good if the
building is on fire at 2:00 a.m. on Saturday
because someone forgot to turn off the
coffee machine.

When possible, build redundancy into
a communication plan. Beware of a po-
tential trap. Landline phone, wireless
phone and Internet are all likely using the
same basic network infrastructure. If Veri-
zon’s PBX goes down in the same disaster
as it did during 9/11, the regular phone,
wireless phone and Internet may be un-
available as well.

So what still works in such a scenario?
Nothing beats face-to-face communica-
tion and it is achieved by designating rally
points. If a building is on fire, everyone’s
first thoughts are on human life—get
everyone out safe and worry about the
rest later. Not everyone on the team is go-
ing to be calm and collected. Telling per-
sonnel where to reunite allows managers
to get a head count to ensure everyone is
out. It is also an opportunity to recover
command and control.

How about communicating with mem-
bers? If internal systems are down for the
day, don’t let members get frustrated at re-
ceiving a busy signal. Reroute calls and
Web traffic to a preprogrammed message.
Usually this is a no-cost or low-cost ser-
vice from the phone company or Internet
provider.

Safety

This should go without saying: A good
disaster plan won’t require any staff to be-
come superheroes. No one should have a
procedure that calls for Jim to put on pro-
tective gear and enter a burning building.
Be a hero just by having a plan that
worked. Think safety first.

Evaluation and Modification

Every plan is brilliant until it’s tried.
Practice the scenario and execute the plan
to find the one or two things to change that
make it better. The more employees get
used to executing the plan, the better they’ll
get. Plus, who didn’t like doing the fire drill
at school? Not only did it get everyone out
of class, but it broke the monotony and the
group always walked back in smiling.

Planning to Prevent Disasters

According to IBM, about 90% of disas-
ters are self-inflicted and 90% of those
self-inflicted disasters involve IT assets—
systems, computers and electronic data. If
this holds true, then protect against 81%
of disaster scenarios (four out of five) with
proper planning and procedures.

Large offices have different needs, re-
sources and budgets than small offices
when it comes to IT assets. One size does
not fit all.  Therefore, the following tips are
reviewed from both the large office and
small office perspectives.

Digitize Paper

One of the first things to do in a disas-
ter scenario is to digitize paper. Why? Pa-
per has drawbacks that are particularly
problematic in disaster scenarios. It’s:

• Bulky and takes up space
• A pain to transport, copy, replicate

and share
• Easily lost and easily destroyed.
A single 2GB thumb drive can store

enough printed pages of paper that, if
stacked on top of each other, the stack
would rise over 100 feet. Imagine a ten-
story stack of paper stored with encryp-
tion and access security on a device the
size of an adult’s thumb.

Large Office

Document scanning technology has
drastically improved over the years. Tradi-
tional scanning simply takes a picture of a
document. This approach might be fine
for small shops, but the use of optical
character recognition (OCR) technology
while scanning documents may be a bet-
ter option for large organizations. OCR ac-
tually pulls text from a page, meaning the
text becomes editable and searchable
(rather than an actual picture). Traditional
scanning requires manual indexing. OCR,
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on the other hand, allows for self-index-
ing. Implementing a relational database
management system (RDBMS) in which
to store the documents is also a benefit for
large organizations. Though more expen-
sive, OCR technology combined with a
RDBMS can be extremely reliable and the
return on investment can be enormous.

Small Office

Small offices have a different dy-
namic—there are fewer file cabinets, less
paper and a smaller number of people
who need the paper. Typically, everyone
works in the same office area so passing
electronic files via a computer network
does not deliver a significant productivity
gain over passing paper files via a human
network. A small office digitizes paper for
protection, not increased productivity.

• OCR is usually not worth the invest-
ment. There are, of course, exceptions.
For instance, if an office processes
health claims and still receives the bulk
of these via paper, OCR may be a
worthwhile investment.

• Retrieval also isn’t as big of a deal. If
there are only a few drawers to mess
with and everyone is seated nearby,
an RDBMS to speed the storage and
retrieval is unlikely to be worth the in-
vestment.

• Scanning makes a lot more sense.
Scanning takes a literal picture of the
paper—including any notes made in
the margins—and stores it as an elec-
tronic file. Though the size of the file is
larger than an OCR version, disk space
is very inexpensive.

• Most office copiers or printers come
with a scan feature, so there is no ad-
ditional cost to beginning to digitize
your paper for protection purposes.
Low cost, low hassle—but effective.

System Availability

Cars require periodic maintenance to
run effectively. The older the car, the more
likely some component will break. Com-
puters and servers are no different.
Servers overheat, disks fail and, some-
times, they just have too many miles on
them.

Following are some tips for maintain-
ing system availability.

Large Office

For a large office, there are vast impli-

cations for a system going down. Loss of
productivity is one. Because offices de-
pend on technology, down systems ex-
tend the possibility of 20 to 300 people sit-
ting idle. That’s a lot of payroll wasted,
and productivity missed. This speaks to
the importance of including redundancy
in system design. IT personnel often refer
to hot, warm and cold sites. A hot site
means there is a near-duplicate system at
another location that is synchronized
with the production environment and
ready to assume the production role at a
moment’s notice. Hot sites are usually as-
sociated with organizations that require
real-time processing. A warm site refers to
a designated relocation point after a dis-
aster that houses similar computer equip-
ment on which company data can be re-
stored. A warm site is less expensive and
appropriate for organizations with more
lenient recovery time requirements. A
cold site is simply a place to relocate after
a disaster.

When planning, administrators should
consider the location of hot/warm/cold
sites. It’s often better, for example, to have
a backup site at a considerable distance
from a production environment. If a dis-
ruption is caused by a natural disaster
(tornado, flood, etc.), a backup site is best
if located far away from the event. The
good news is that because of the Internet
and the availability of large amounts of
bandwidth, solutions requiring data syn-
chronization are more realistic than ever.

Small Office

The implications of a down system,
though painful, are not as great for a small
office—there are fewer people affected
and it’s unlikely that anyone is completely
idle. In other words, it is still a problem,
but not a life-threatening one. So what are
the alternatives?

• Hot/warm/cold: Being small has its
privileges. With only a few people, the
staff could conceivably operate from
homes in a real pinch (most probably
they do a little work from home al-
ready). Office space is not a central is-
sue. Just as importantly, IT assets aren’t
as difficult to duplicate when there is
only one server. That makes both hot
and warm alternatives achievable
even on a very small budget.

• Local or remote redundancy: The In-
ternet doesn’t discriminate. It works
as well for the small office as it does

for the large office, so remote redun-
dancy is just as achievable. There 
are myriad options available to even 
the smallest office on a shoestring
budget. Ask system vendors about
cost-effective solutions.

Data Backup

Anyone that isn’t backing up system
data is effectively playing roulette. Acci-
dents including viruses, disk failures and
data corruption happen every day in IT
departments around the world. No one is
immune. So what steps make sense?

Large Office

Disk storage costs drop almost daily, 
so gone are the days of having to strategi-
cally select what to back up because 
of limited disk space. Still, backup proce-
dures should be carefully planned. Be-
cause large organizations back up large
amounts of data, the constraint is often
time available in the backup “window”
(usually during the night). Rather than
full backups each night, which can take 
a significant amount of time, most
backup solutions “incrementally” back
up data. In other words, back up only the
files that have changed since the last
backup. With this approach, backups are
faster and the limited backup window is
less of a problem.

Large offices should also consider file
centralization in their backup strategies.
Rather than backing up individual hard
drives on individual computers, PCs can be
configured to save files to a centralized lo-
cation on the network. Many vendors offer
storage array network (SAN) solutions to
support data centralization efforts. Though
more expensive, such solutions reduce the
risk of not backing up key documents by
keeping files in a central location.

Small Office

What feels like a lot of critical data really
isn’t that much.  An entire benefit system
database can likely be backed up onto a
single DVD (5GB single density) twice,
with space left over.  Also, DVDs, if bought
in packs of 30 or more, cost about $0.50
each versus tapes from the 1970s that cost
$20 to $150 each. A note of caution is in or-
der here: No media—DVD, tape, micro-
film—lasts forever. Don’t assume that, be-
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cause data has been saved once to tape,
that it will be there in 20 years. Verify with
the manufacturer that the media is certi-
fied to last as long as needed.

SANs, in most cases are probably out-
side a small office’s needs and budget.
Though costs continue to decrease for
SAN solutions, they remain pricey enough
to be prohibitive for most small offices
from a cost/benefit perspective. However,
when refitting your system’s data backup
processes, be sure to include a SAN solu-
tion in the decision set.

Other Planning Tips

• The 80/20 rule: The top 80% of prob-
lems will be solved by 20% of efforts.
Desks, chairs, file cabinets, phones—
These all could potentially be un-
available in certain disaster scenarios,
but are they the critical things? Hav-
ing a backup desk doesn’t help if there
is no data. Stay focused on the critical
items.

• Get commodity based: Costs are less
if items are commoditized, not pro-
prietary. Anything proprietary can be
serviced by one vendor only—that
goes for computer hardware, printers,
phones, etc.  A small office still using
a 1970s mainframe system that is pro-
prietary may not be able to use some
of the implementation tips the au-
thors provided because it would be
cost prohibitive. Commodity items
can be serviced, warrantied or re-
placed by many different vendors.
Proprietary tools can’t be so easily
serviced, warrantied or replaced. And
in disaster scenarios, that’s bad news.

• Don’t spend too much: Starting on
September 12, 2001, an entire indus-
try was born. There are disaster recov-
ery and risk mitigation items for sale
today that are hard to believe. In a
new scenario of disaster recovery/
business continuity planning, stick to
the basics. The basics are going to
cover 90% of what’s likely to happen,
for not a lot of money. However, a for-
tune can be spent chasing down the
other 10%.

Summary

Two friends are fishing in Montana
when they see a huge grizzly making its

way toward them with a hungry look in its
eyes. One buddy gets out of the stream,
takes off his waders and starts putting his
shoes on. The other guy says, “What are
you doing? You can’t outrun a grizzly!” The
other guy says, “I don’t have to outrun the
grizzly. I only have to outrun you.” Crimi-
nals, like bears, will go after the easiest
target—if they were honest people, they
probably wouldn’t be criminals. Don’t be
an easy target. Take some basic security
precautions. Develop a plan. Practice the
plan. Focus on critical needs/resources.
Don’t be the slow one. B&C
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Test Backups

There are few worse feelings in the world than needing to load backup
data and finding the tape/disk/CD blank. In one case, there was a 
bug in the backup procedure. The procedure was supposed to go as
follows: (1) create backup file, (2) save to tape, and (3) erase the
created file (to save space).

Instead, the bug made it follow these steps: (1) create backup file,
(2) erase backup file, and (3) save (nothing) to disk. And because the
backups weren’t verified, the error wasn’t discovered until the moment
the backup was needed. Test backups—It will save much stress and time.




