
benefits magazine july 201420

Business associates pose a much bigger 
threat than hackers when it comes to data 
breaches involving group health plans.

Avoiding Costly 
Data Breaches
Requires Business Associate Management

by | Mary A. Chaput
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A 
notorious page on the Department of Health and 
Human Services (HHS) website—www.hhs.gov/ocr/ 
privacy/hipaa/administrative/breachnotificationrule/ 
breachtool.html—is often dubbed the “Wall of 
Shame.”

Visitors to this page will find the names of hundreds of well-
known health care organizations responsible for about 900 data 
breaches affecting more than 30 million Americans.

Because of the high-profile security breach at Target stores last 
year, it would be easy to conclude that these health care breaches 
are the work of teenage hackers in Eastern Europe. But only about 
8% of the breaches listed on the Wall of Shame are due to hacking 
or security incidents; 92% are caused by employees—those of orga-
nizations and their business associates (BAs).

About 25% of the breaches (affecting about 15 million patients) 
are attributable to health care organizations’ own BAs. In recent 
months, the list has included big names like K-Mart Pharmacy, 
Healthcare Management Systems and Shred-It International.

Some recent studies reveal that the problem is growing worse. In 
its fourth annual study on patient privacy,1 the Ponemon Institute 
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reported that nine in ten health care 
organizations had experienced a data 
breach in the past two years, with 38% 
experiencing more than five incidents. 
About 41% of these breaches were at-
tributable to BAs, and 73% of the orga-
nizations surveyed had no confidence 
that their BAs could meet the require-
ments of their BA agreement to detect, 
investigate and notify them in the event 
of a security incident.

This is particularly alarming for 
group health plans, which use an array 
of BAs to handle enrollment and claims 
processing, Consolidated Omnibus 
Budget Reconciliation Act (COBRA) 
administration, pharmacy claims, data 
backup/recovery and much more.

TSYS Employee Health Plan learned 
this only too well when a temporary 
employee at Paragon Benefits, Inc., a 
BA administering health benefits on 
behalf of TSYS, was charged with fel-
ony identity theft of more than 5,000 
former TSYS employees and family 
members,2 landing TSYS on the HHS 
Wall of Shame.

penalties Growing More Severe
An Office for Civil Rights (OCR) in-

vestigation resulting from a complaint 
or data breach that reveals “willful ne-
glect” on the part of the covered entity 
formerly carried a maximum fine of 
$25,000. Now it’s a whopping $1.5 mil-
lion per violation3—and a single data 
breach usually involves multiple viola-

tions of the Health Insurance Portabil-
ity and Accountability Act (HIPAA).

According to the Ponemon study, 
the average economic impact of a data 
breach over the past two years is almost 
$2 million.4 Then there are the harder-
to-quantify costs, such as reputational 
damage, that drive current and pro-
spective customers away when data 
breaches are reported. Any data breach 
involving more than 500 patient re-
cords must immediately be reported to 
HHS and, if 500 or more are from the 
same state or jurisdiction, the incident 
must also be reported to the media. In 
a benchmark research study conducted 
by the Ponemon Institute, the average 
loss of customers in the health care in-
dustry following a data breach is 4.2%.5

If the data breach is really serious, 
patients sometimes band together in 
class action lawsuits. A Temple Uni-
versity study found that the average 
settlement award in a data breach class 
action suit is $2,500 per plaintiff, with 
attorney fees averaging just over $1 
million.6

Some health care organizations be-
lieve that they can inoculate themselves 
from the problem by taking out cyber 
liability insurance. But premiums often 
are prohibitively expensive. For most 
health care organizations, cyber liabili-
ty insurance involves annual premiums 
in the $200,000 range and deductibles 
as high as $500,000.

Many cyber liability insurance 

policies condition coverage upon the 
insured being in compliance with the 
HIPAA/HITECH requirements—and 
many states (and general principles 
of tort liability) provide that insur-
ance cannot insulate a company from 
violations of the law. Of note, there 
was a recent Stanford Hospital and 
Clinics decision where Hartford Ca-
sualty Insurance Company argued 
that the coverage of a breach was ex-
cluded from the policy due to it be-
ing a statutory infraction. Stanford 
argued that Hartford should cover 
the breach anyway due to underlying 
common law and constitutional no-
tions of privacy. Stanford prevailed, 
but insurance companies may begin 
to draft their exclusions more care-
fully as they consider the implications 
of this case.7 Holders of cyber liabil-
ity insurance should read their policy 
very carefully.

new regulatory requirements 
for BA Contracts

Every health care organization’s BA 
contracts already include specific pro-
visions for permitted and required uses 
and disclosures of protected health in-
formation (PHI). (See the sidebar for 
the complete list of HIPAA regulatory 
requirements for BA contracts.) The 
Omnibus Rule has expanded the scope 
of these agreements to include:

•	 Ensuring that BA subcontractors 
that create, receive, maintain or 
transmit PHI agree to the same re-
strictions and conditions as the BA

•	 BA compliance with the ex-
panded Privacy Rule regulations.

There are also regulatory require-
ments specific to group health plans. 
A group health plan’s plan documents 
must be amended to include provi-

hipaa compliance

learn more >>
From the Bookstore
HIPAA Privacy for Health Plans After HITECH, Second Edition
reinhart Boerner Van Deuren. 2013.
Visit www.ifepb.org/books.asp?8950 for more details.
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sions to ensure that any agents to whom it supplies PHI 
agree to the same restrictions and conditions that apply to 
the plan sponsor.8

Strengthening a BA Management program
It’s clear that data security needs to be a cornerstone of ev-

ery BA agreement and relationship. Here are some practical 
pointers on how to tailor a BA management program that can 
make an organization far less vulnerable to data breaches.

Inventory BAs

An organization should start by taking stock of every BA 
that has access to the organization’s PHI, along with an esti-
mate of the number of records they’re entrusted with and what 
type of health information they have. Although sensitive infor-
mation (for example, concerning conditions such as addiction, 
HIV, sexually transmitted diseases or mental illness) has yet to 
be defined by the regulators,9 we can expect that impermis-
sible access or disclosures of such information10 can result in 

hipaa compliance

HIPAA Regulatory Requirements for BA Agreements1

Highlighted sections show new requirements imposed by the Omnibus Rule:
•   Establish the permitted and required uses and disclosures of protected health information (PHI).
•   Business associate (BA) may not authorize the use or further disclosure of PHI that violates the Privacy Rule.
•  Provide that the BA will:
    —Not use or further disclose the information other than as permitted or required by the contract or as required by law
    — Use appropriate safeguards and comply, where applicable, with the Security Rule with respect to electronic PHI to prevent use or 

disclosure of the information other than as provided for by its contract
    — Report to the covered entity (CE) any use or disclosure of the information not provided for by its contract of which it becomes aware, 

including breaches of unsecured protected health information.
•   Ensure that any subcontractors that create, receive, maintain or transmit PHI on behalf of the BA agree to these same restric-

tions and conditions.
•   Make PHI available in accordance with an individual’s right of access.
•   Make PHI available for amendment and incorporate any amendments.
•   Make PHI available as required to provide an accounting of disclosures.
•   To the extent the BA is to carry out a CE’s obligation, comply with the Privacy Rule regulations that apply to the CE.
•   Make its applicable internal practices, books and records available to the HHS secretary for purposes of determining the CE’s compliance with 

the Privacy Rule.
•   At termination of the contract:
    — If feasible, return or destroy all PHI received from, or created or received on behalf of, the CE
    — If such return or destruction is not feasible, extend the protections of the contract to the information and limit further uses and disclosures 

to those purposes that make the return or destruction of the information infeasible or
    — Authorize termination of the contract by the CE if the CE determines that the BA has violated a material term of the contract unless such 

authorization is inconsistent with the statutory obligations of the CE or its BA.

BA Contracts With Subcontractors
These requirements apply to the contract or other arrangement between a BA and a BA that is a subcontractor in the same man-
ner as such requirements apply to contracts or other arrangements between a CE and BA.2

Specific Requirement for Group Health Plans
The plan documents of the group health plan must be amended to incorporate provisions to ensure that any agents to which it provides PHI agree 
to the same restrictions and conditions that apply to the plan sponsor, including disclosing employment-related actions and decisions or using the 
information in connection with any other benefit or employee benefit plan of the plan sponsor.3

endnotes
1. §164.504 Uses and disclosures: Organizational requirements (e)(2).

2. §164.504 Uses and disclosures: Organizational requirements (e)(5).

2. §164.504 Uses and disclosures: Organizational requirements (f).
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increased liability for the covered enti-
ty.11 The organization should determine 
the most recent date of BA audits or at-
testations and find out how many inci-
dents or breaches have occurred since 
BA agreements were effective. Then it 
should assess the risk level to the orga-
nization: critical, high, medium or low. 
The critical and high-risk BAs may need 
to be managed more closely.

Vet New BAs Before Contracting

An organization can ward off prob-
lems preemptively by sending prospec-
tive BAs a questionnaire on privacy/se-
curity policies and requesting previous 
reportable breaches and remediation 
plans. BAs also should provide infor-
mation on where data will be stored 
(overseas or in the United States only), 
subcontractors used, data disposal at 
contract termination and results of pre-
vious HIPAA assessments.

Review All BA Agreements

For starters, an organization should 
make sure that specific BA contract re-
quirements stemming from the Omni-
bus Rule have been incorporated into 
amended or new contracts.

It’s important to communicate more 
frequently with BAs than ever before. 

Organizations should insist on tight 
time lines for reporting incidents and 
breaches (e.g., five days upon discov-
ery) so that they have sufficient time 
to investigate and prepare for public 
notification if required. Organizations 
should ask their BAs to immediately 
inform them of any major operational 
or technical changes the BAs make, in-
cluding any acquisitions or divestitures.

Now is the time for organizations 
to deepen their relationship with BAs’ 
privacy/security officers. If organiza-
tions are not hearing from these officers 
regularly, they either don’t have a good 
incident-reporting process or they’re 
simply not reporting them at all.

It’s also wise to enlist legal assistance 
to ensure that all BA agreements include 
appropriate liability and indemnification 
clauses, along with notification responsi-
bilities, in the event of a data breach.

Don’t Overlook  
npp responsibilities

Every individual enrolled in a 
group health plan has the right to re-
ceive a timely notice of privacy prac-
tices (NPP). A group health plan must 
maintain an NPP and provide it upon 
request if the plan provides health ben-
efits solely through an insurance con-

tract with a health insurance issuer or 
health maintenance organization and 
creates or receives more PHI than just 
summary health information or details 
on an individual’s plan participation or 
enrollment/disenrollment.12

This document must be updated for 
any material changes to the uses or dis-
closures of PHI—and BAs need to be 
informed promptly of those changes 
that affect the services they provide.

Keep Off the Wall of Shame
There is an unbiased way to deter-

mine an organization’s financial expo-
sure to a data breach and to use that 
information for obtaining additional 
funds to strengthen its security pro-
gram. The American National Stan-
dards Institute (ANSI) offers a free pub-
lication entitled The Financial Impact of 
Breached Protected Health Information. 
It is available at webstore.ansi.org/phi.

The ANSI paper provides an excel-
lent overview of data breach issues and 
includes tools for calculating the cost 
of a breach specifically for an organiza-
tion’s group health plan.

One preventive step an organization 
must take is to complete a rigorous risk 
analysis as required by the HIPAA Se-
curity Rule. It’s probably the best way to 
make sure its name is not added to the 
Wall of Shame.   
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takeaways >>
•  Only 8% of data breaches listed on the HHS “Wall of Shame” are due to hacking or 

security incidents; 92% are caused by employees and 25% by business associates.

•  A group health plan is responsible for data breaches caused by BAs that handle enroll-
ment, claims processing, COBRA administration, data backup and much more.

•  A data breach resulting from willful neglect now carries a maximum fine of $1.5 million 
per violation, and a single breach of HIPAA often results in multiple violations.

•  Cyber liability insurance has high premiums and deductibles and may condition coverage 
on compliance with HIPAA HITECH.

•  The best way for a plan to understand its risk of a breach is to complete a rigorous 
security risk analysis, as required by the HIPAA Security Rule. 
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