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of consumers (a.k.a. patients) will be more disposed toward 
online health care. Younger generations of urbanites won’t 
necessarily remember small mom-and-pop pharmacies or 
other retail stores. However, in Canada, mail-order without 
the specialized health coaching services will never supplant 
retail.

Mail-order is not a panacea for cost management, 
but it will make sense for some plans and it will offer 

savings and advantages for both the member and plan 
sponsor.

As a component of a broader strategy for health manage-
ment, mail-order drugs may be something for a Canadian 
plan to investigate. Plans, with the help of their insurer, phar-
macy benefit manager and/or advisor, need to be clear about 
their expectations and formalize their review of potential 
providers.  
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The Department of Health and Human Services (HHS) 
has promised for several years it will conduct more 
health plan audits to check on compliance with 

Health Insurance Portability and Accountability Act 
(HIPAA) privacy and security rules and breach notification 
standards. Petula Workman, CEBS, told her audience at the 
34th Annual Employee Benefits Symposium in August that 
she thinks the agency really means it this time, and audits are 
likely to begin in 2016.

Workman described the key areas where HHS found 
problems in a pilot audit phase between November 2011 and 
December 2012—areas likely to be the focus of the upcom-
ing audits.

With the right policies and procedures in place, writ-
ten documentation and employee training—and diligence 
in keeping each of these up to date—employer-sponsored 
health plans will be in a better position to demonstrate com-
pliance, she said.

Privacy Rules
Key areas of concern with privacy are:
•	 Notice of privacy practices

•	 Individuals’ access to their protected health informa-
tion (PHI)

•	 Safeguards
•	 Training on policies and procedures.
Although most plan sponsors are good at complying with 

privacy rules, one area where many are failing is the notice 
of privacy practices, Workman said. “The notice of privacy 
practices is a requirement for basically all health plans except 
those that are ‘fully insured and hands off,’ ” which is a very 
small group.

Every self-insured plan should distribute its notice when 
someone enrolls in the plan and/or asks for the notice, and 
every three years it should provide a reminder that tells in-
dividuals where to obtain a copy of the notice. “I say that 
with your annual enrollment materials, go ahead and put the 
triennial notice in there. It’s only like a couple of sentences.” 
The notice also must be posted on an intranet or somewhere 
on the Internet where people can read about their benefits. 

A fully insured plan will distribute its carrier’s privacy 
practices notice but also should distribute its own, which will 
identify the health plan’s privacy officer. 

The notice must say how the health plan is going to use 
and disclose PHI. It also includes how people can amend 
their PHI, how the plan sponsor will notify people of a 
breach and other rights regarding PHI.

Best practices for privacy rules are:
•	 If a plan doesn’t have a notice of privacy practices, it 

should get one.
•	 The notice should say (in simple words, with unfamil-

iar terms defined) what the plan actually does with 
PHI. 

Petula Workman, CEBS
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•	 Distribution of the notice should be tracked and docu-
mented—for example, with a mailing list or new-hire 
packets that include the notice.

 Individuals have a right, with certain limitations, to ac-
cess their own PHI. A health plan should have written poli-
cies and procedures for handling requests for PHI, including 
the time in which the plan will respond to requests. And “not 
only have a procedure, but also train people on it,” Workman 
said. Organizations should have forms for people to use to 
request access and a form for replying to that request.

In the area of safeguards is what Workman calls the “mini-
security rule,” which includes administrative, technical and 
physical safeguard requirements under the Privacy Rule that 
cover both paper and electronic PHI. Examples include a 
policy that requires shredding or incinerating when dispos-
ing of documents with PHI and storing PHI documents in 
locked cabinets.

“This may sound very commonsense, but . . . we find that 
very often anybody can walk into the HR and benefits de-
partment. There’s no gatekeeper. There are no access cards 
to doors—none of these basic precautions that can be taken. 
That’s what the mini-security rule is looking for.”

Among best practices in this area are:
•	 Administrator safeguards, such as having a privacy of-

ficer 
•	 Technical safeguards, such as computer firewalls
•	 Physical safeguards
•	 Written policies and procedures
•	 Customized training rather than general HIPAA train-

ing done at least annually and every time there’s a 
change. Preferably, new hires should be trained in their 
first four weeks, and all employees who might touch 
PHI, such as IT staff, need training. Training should be 
documented.

Workman asked her audience “How many of you have a 
CFO who wants to see large-claims data that includes names? 
. . . Does that bother you? Tell them they can’t have it unless 
they go through HIPAA training and that HIPAA training is 
three hours long on a Friday afternoon at 2:00.”

Security Rules
HHS has identified key areas of concern over security 

rules, which cover the administrative, technical and physical 
security measures health plan sponsors must take in main-
taining and transmitting electronic PHI, or ePHI. “And these 

are kind of doozies,” Workman said. “I want you to move 
forward on these if you haven’t addressed them.”

Among four specifications in the area of security manage-
ment, two—risk management and risk analysis—are critical. 
Risk management requires covered entities to take security 
measures “sufficient to reduce risks and vulnerabilities to a 
reasonable and appropriate level to comply with [the general 
requirements of the Security Rule].” 

A risk analysis, which is an assessment of “potential risks 
and vulnerabilities to the confidentiality, integrity and avail-
ability” of ePHI held by a covered entity, is at the core of all 
security rule activities. Workman suggested nine steps for 
conducting a risk analysis:

 1. Identify the scope.
 2. Gather data.
 3. Identify and document potential threats and vulnera-

bilities.
 4. Assess current security measures.
 5. Determine the likelihood of a threat occurring.
 6. Determine the potential impact of a threat occurrence.
 7. Determine the level of risk.
 8. Identify security measures and finalize documentation.
 9. Conduct periodic reviews and updates of the risk anal-

ysis.
Plans should document every step of the analysis in writ-

ing and keep it confidential. “Be sure to conduct periodic risk 
analyses because of the changes in threats and also changes 
to your environment. Did you move the benefits depart-
ment to a new facility? Did you move where your servers are 
stored? Or did you introduce new software or hardware? Any 
time those things happen, you’re going to have to have a new 
risk analysis.”

Workman said the greatest threat to an organization is 
not North Korea—It’s a disgruntled employee. Plan sponsors 
need to understand all their vulnerabilities, both internal 
and external, and consider having policies on what employ-
ees can download from the Internet or what applications 
they can have on their computers.

She noted that mobile devices (cell phones, laptops, tab-
lets) and electronic storage media (flash drives, CD-ROMs) 
represent one area of vulnerability. “When you look up the 
breaches that have most commonly occurred, it’s going to be 
the loss of these things—a stolen laptop with PHI with no 
encryption or a smartphone that has been lost.”

And because plan sponsors should keep a log of where 
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ePHI is stored on electronic media, a good policy might 
be prohibiting employees from putting ePHI on flash 
drives.

HHS also is concerned about the transmission of ePHI 
and safeguards a plan sponsor has in place to be sure ePHI 
cannot be altered in an unauthorized manner without detec-
tion. “HHS is not expecting you to be sure there’s no altera-
tion; they’re expecting you to be able to detect it, which is a 
different standard,” Workman said.

Best practices are to have formal rules about how ePHI is 
transmitted and how it will be protected in transmission—
such as via encrypted e-mail or, if as an attachment, that at-
tachments are encrypted or password-protected. Employees 
must be trained on the rules.

“If you look on what we call the Wall of Shame at HHS, 
which is where they post all the breaches, you will find that 
there are dozens of recent reportable breaches involving the 
theft of laptop computers or desktop computers that weren’t en-
crypted,” Workman said. “Had they been encrypted, it wouldn’t 
be a breach because that would have been secured PHI, not un-
secured PHI. Encryption would have saved the day.”

Plan sponsors also need to know where ePHI is stored, 
conduct an assessment of physical security and have physical 
controls—with a written policy and procedures. “Know who 
can get into the facility where all the servers are stored. Who 
can get into the benefits department? What measures are you 
taking to be sure that only the right people can do that? Do 
you have keypad access? Card access? Do you have a secu-
rity guard standing at the door, or at least a receptionist who 
looks as tough as a security guard?” 

Breach Notification
A breach is “an unauthorized acquisition, access or use 

or disclosure of unsecured protected health information in 
a manner not permitted by the HIPAA Privacy Rule, which 
compromises the security and privacy of such information.” 
A breach results “from a failure in either privacy or security,” 
Workman added.

HHS has identified two areas with regard to breach notifi-
cation—the content and notice, as well as business associate 
notification of security incidents.

A plan sponsor must notify every individual impacted 
by a breach within 60 days from the date of discovery. HHS 
also must be notified, with the timing dependent on how 
many people the breach impacted. When fewer than 500 
people were impacted, the plan sponsor needs to keep a log 
and notify HHS in the year following the discovery. HHS 
must be notified immediately if 500 or more individuals 
were impacted by a single breach. And if more than 500 in 
a single state or jurisdiction were impacted, the media must 
be told.

HIPAA rules are very specific about what must be in the 
notice, and Workman recommends having a form with con-
tent ready to go with boxes ready to fill in.

Contracts with business associates must include provi-
sions that the business associates will notify the plan sponsor 
of breaches, potential breaches or other “security incidents.” 
Business associates must know who at the plan sponsor or-
ganization they need to tell.

Workman said HHS has an excellent website, www.hhs 
.gov, with information and many tools.


