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The author developed “Larry’s Laws of Larceny” over his 
years of auditing multiemployer benefit plans. This article 

continues the list, started in the June Benefits Magazine, of 
where trustees may find fraud in their plans.
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fiduciary responsibility

Employee benefit plan management and trustees 
have a duty to prevent and detect fraud, which po-
tentially lurks in every benefit plan. This article fin-
ishes up a list of 25 one-sentence statements I call 

“Larry’s Laws of Larceny” that describe a type of fraud and 
how plan trustees can act to prevent the described fraud. 
The first 13 laws were explained in the June issue of Benefits 
Magazine.

Law 14:  
Your Online Bank Statement  
May Not Be Adequate.

Many organizations have gone paperless and get bank 
statements online. The problem with an online bank state-
ment is that the organization may shortcut the process by not 
getting copies of its canceled checks.

A fraudster in an employee benefit plan was aware that 
the organization never saw copies of its canceled checks. He 
was able to have checks drawn to dormant participants in 
a vacation plan. These were participants who had not with-
drawn their accumulated balance in a number of years. He 
then substituted his own name on the payee line on the 
checks and cashed them.

The fraudster in this story was allowed too much authori-
ty within the fund. Adequate separation of duties would have 
prevented this fraud.

Law 15:  
You Can Drive a Mack Truck  
Through an Internal Control Hole.

An organization must have excellent internal control sys-
tems to ensure that its accounting records and financial state-
ments are complete and accurate. An employee benefit plan 
has many internal control systems including cash receipts, 
cash disbursements, benefit payments, payroll and partici-
pant data. A person working at the plan who wants to steal 
has only to find a small flaw in the internal control system. In 
no time, that small flaw becomes a hole large enough to drive 
a Mack truck through it.

A claims supervisor in a health plan had a common last 
name. He looked up all plan participants in his home state 
with that same last name. He filed phony claims in the par-
ticipants’ names and had all the approved claims forwarded 
to him. The flaw in internal control was that the approved 
claim came to his desk with the check drawn payable to the 

participant. He simply deposited all the checks in his bank 
account. He should never have had access to the checks. 

Law 16:  
The Smart Crook Makes the Abnormal  
Look Normal.

The smart crook can work wonders with a high-quality 
photocopier. Checks, deeds and other documents can be 
created that appear to be genuine but are as phony as a $3 
bill. 

Barry Mikow started a carpet cleaning business, ZZZZ 
Best, while in high school. He soon branched into the “in-
surance restoration business” to restore buildings damaged 
by natural disasters. The insurance restoration business 
didn’t exist. He and a partner forged all of the documents 
to create the company’s business and its revenue. At one 
point, he created documentation showing that he was reno-
vating an eight-story building in a small California town. 
He drove to the town only to discover that no building in 
the town exceeded three stories. No problem! He laid flat 
on his back on the sidewalk and took a picture up of the 
three-story building, which then appeared to have eight 
stories.

How can this type of fraud be discovered? Don’t accept 
critical documents at face value. Verify their validity. Don’t 
assume that real estate exists. Visit the site and verify owner-
ship with the local recorder of deeds.

Law 17:  
The Confusing Transaction Is Often  
the Fraudulent Transaction.

Accounting transactions can be very complex. For ex-
ample, the use of derivatives in an investment can tremen-
dously increase the risk in what appears to be a conservative 
asset purchase. Generally accepted accounting principles of-
ten allow transactions to be recorded in an entity’s account-
ing records in many different ways. Some of these ways are 
conservative, and some employ very liberal accounting. 
Unfortunately, these transactions can be manipulated in a 
fraudulent manner to make an entity appear healthier than 
it actually is. 

A classic case of accounting fraud was the Enron Cor-
poration, which filed for bankruptcy in 2001. Enron execu-
tives created a series of complex accounting transactions 
that were confusing to accountants, investors and financial 
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analysts. When the fraud unraveled, billions of dollars had 
been lost. 

Plan trustees are often faced with decisions as to whether 
to invest in very complex transactions. The best advice may 
be that of investor Warren Buffett: “I never invest in a busi-
ness that I do not understand.”

Law 18:  
Two Signatures on a  
Check May Be No Better Than One.

Many organizations have a requirement that any check 
drawn for more than a certain amount must be signed by 
two people. The assumption is that two signatures are better 
than one. If each person signing the checks takes his or her 
responsibility seriously and examines the supporting docu-
mentation for each check, then two signatures are better than 
one. The fictitious scenario in the next paragraph shows how 
two signatures could be worse than one.

Rotten Rodney has had it with his job. He would love to 
steal big from the company and flee. He notices that the two 
executives signing checks often do not take their responsibil-
ity seriously. Rodney prepares a batch of checks for signa-
ture and waits for Fred, the first executive signer, to be on his 
way out the door for a week’s vacation before he says, “But 
I have this huge batch of checks to be signed.” Fred knows 
the other executive, Jim, will look carefully at the supporting 
documentation, so he signs all the checks without looking at 
any supporting documentation. Rodney then waits until Jim 
is hurrying out the door and presents the batch of checks to 
him for signature. Jim thinks that Fred looked at all the sup-
porting documentation, so he signs without looking as well. 

Rodney buried a very large check payable to himself in 
the pile and is off to Brazil with the proceeds.

No one should ever sign checks without carefully examin-
ing the supporting documentation.

Law 19:  
Beware of the Long-Term,  
Trusted Employee Who Doesn’t Take Vacations.

As stated earlier, excellent internal control systems help 
prevent fraud. One essential internal control concept is sepa-
ration of duties. No one in the organization should have cus-
tody of assets and also be responsible for the accounting for 
those assets. This concept is likely to be violated when the or-
ganization has a long-term, trusted employee. The rationale 

is that the person can be trusted because he or she has been 
there for a long time and therefore “has to be loyal.” 

We worked with an attorney from an insurance company 
who specialized in fraud. He told us that when fraud was sus-
pected in an organization, he almost always could spot the 
fraudster as soon as he walked in the door of the organiza-
tion. “It is almost always the most trusted employee in the 
organization who has been given authority to do everything.” 
He further pointed out that the person committing the fraud 
never takes vacations because someone else would have to 
do his or her job during the vacation period and fraud would 
be revealed.

The lessons to be learned are never to violate the concept 
of separation of duties and to make sure that employees take 
vacations.

Law 20:  
Fraud in a Health Plan  
Is More Common Than You Think.

Health care spending in the United States was estimated 
at $2.7 trillion in 2014, or about 17% of gross domestic prod-
uct. Fraud is estimated to consume $272 billion, or 10% of 
health care costs. Health care fraud is committed by service 
providers, insurance companies and patients.

I teach at the New Trustees Institute of the International 
Foundation. I ask trustees, by a show of hands, how many 
of them are trustees of health and welfare plans. About 70% 
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of the hands go up. I ask them to keep 
their hands up and then lower the hand 
if there is no fraud in their health and 
welfare plans. A number of the hands 
go down. All of the hands should have 
stayed up. Every health and welfare 
plan has fraud somewhere. As trust-
ees, employees and service providers of 
health and welfare plans, we must all be 
diligent in our responsibility to search 
for and to detect fraud.

Comprehensive health claims au-
dits should be conducted periodically 
by personnel who have training and 
knowledge in the area.

Law 21:  
A Lazy Crook Never Buys  
More Than One Pad of Invoices.

Most expenses paid by an employee 
benefit plan have an invoice from the 
vendor or supplier that must be ap-
proved before a check is drawn for pay-
ment. The person approving the pay-
ment examines the invoice and typically 
approves it for payment by indicating 
approval directly on the document.

We were auditing the expenses re-
imbursement payments to the plan’s 
delinquency coordinator. The coordi-
nator used an automobile owned by 

the plan, and the plan reimbursed him 
for his automotive expenses. We found 
a repair invoice paid to an auto repair 
shop in October of one year for several 
hundred dollars. The actual invoice 
number is not important, but let’s say 
it was 1273. In March of the following 
year, the plan again paid several hun-
dred dollars for repairs to the same auto 
repair shop. The invoice number was 
1274. An auto repair shop with only 
one customer! Further investigation re-
vealed the extent of the fraud.

When paying invoices, the person 
approving the payment should, on oc-
casion, look at other invoices paid to 
the same supplier to see if there are dis-
crepancies.

Law 22:  
A P.O. Box Address 
Is Often an Empty Shell.

Many legitimate businesses have 
post office boxes to handle the volume 
of mail they receive. A legitimate busi-
ness often advertises both its post office 
box address and its physical address. 
A business revealing only a post office 
box address may be a problem. A crook 
can use a post office box to defraud 
companies by sending them invoices 

for goods and services never delivered. 
Companies will pay the phony invoices. 
By the time the fraud is discovered, the 
crook has closed the post office box and 
disappeared.

We once discovered a corporate 
executive who set up a phony com-
pany with a post office box. He billed 
his company for goods that appeared 
to be legitimate but never existed. He 
was discovered when he got greedy and 
billed for spare parts for the airplane he 
owned.

A person in senior management pe-
riodically should review a listing of ven-
dors with post office box addresses and 
ensure that the vendors are legitimate.

Law 23:  
Does It Matter Who Entered 
the New Vendor on the System?

Authority to enter a new vendor on the 
accounts payable system of an employee 
benefit plan should be limited to very few 
people in the organization. Those enter-
ing new vendors in the system should not 
be handling disbursements to vendors.

An employee of the plan could con-
spire with a vendor to enter his or her 
name in the accounts payable system 
and then split phony payments or in-
flated payments with that vendor.

The plan’s computer system should 
prevent unauthorized personnel from 
entering new vendors on the system. 
The computer should document inter-
nally who entered the new vendor, and 
a list of new vendors should be verified 
to ensure they are legitimate.

Law 24:  
Never Hire a Convicted  
Embezzler as Your CFO.

Recently laws have been passed in 
many states to prevent employers from 

takeaways
•  One individual in a fund office should not be given too much authority. Duties should be 

divided among people.

•  Someone looking to commit fraud will exploit a flaw in a plan’s internal controls.

•  The validity of critical documents should be verified.

•  Benefit plan trustees should avoid complex investments they don’t understand.

•  Someone who enters new vendors into an accounts payable system should not be 
handling disbursements to vendors.

•  Benefit funds should check the background of a job candidate if the job involves handling 
cash or other fund assets.
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asking potential employees if they have a criminal record. 
Many laws do have an exception that allows the employer to 
ask a potential employee applying for a job involving cash 
or asset handling whether he or she has ever been convicted 
of embezzlement. Everyone deserves a second chance, but 
not necessarily in a position where he or she could steal 
again.

Barry Minkow, the convicted fraudster mentioned earlier, 
served his prison sentence and became a minister when re-
leased. He later was convicted of stealing money from both 
his church and members of his congregation.

Benefit funds should run background checks on all po-
tential employees handling cash and any other fund assets.

Law 25:  
Most Computer Crime Is Not Sophisticated—
Computers Just Allow a Crook to Steal Faster  
and Bigger.

Most embezzlement schemes or frauds committed by 
persons using a computer are not very complex or sophisti-
cated. All thefts of cash and other assets involve the perpetra-
tor determining how to violate the internal control system 
or systems being used by an entity. A crook uses the power 
of the computer to steal faster and accumulate more money.

For example, a crook could use a manual process to steal 
one person’s identity. Phishing is a process that uses a com-

puter to steal identity and personal information from many 
people at one time. The financial advantage of using com-
puter power to do this is enormous.

Benefit plans should periodically have their computerized 
internal control systems audited to ensure that those controls 
are not being violated by those who hope to steal from the 
funds. 
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