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You likely have heard of recent high-dollar resolution 
agreements1 from the Department of Health and Hu-
man Services Office for Civil Rights (OCR) based on 
violations of the Health Insurance Portability and Ac-

countability Act of 1996 (HIPAA) Privacy and Security Rules. 
Approximately 50% of the recent resolution agreements in-
volve failures to conduct thorough risk analyses as required by 
the HIPAA Security Rule. 

The launch on March 21, 2016 of OCR’s Phase 2 audit pro-
gram is yet another reason to ensure that your organization 
has completed a current risk analysis. Organizations chosen 
for full audits or security-specific audits will be asked to show 
that documented security risk analyses have been completed 
on a periodic basis.

If your health plan has not conducted a recent security risk 
analysis, now is the time to get started. 

The term security risk analysis may be unfamiliar to you 
but, if your organization sponsors a health plan subject to 
HIPAA, it is time to dig in and learn more.

A security risk analysis is intended to be an accurate and 
thorough assessment of the potential risks and vulnerabilities 
to the confidentiality, integrity and availability of electronic 
protected health information (ePHI) held by a covered en-
tity, such as an employer-sponsored health plan. Note that a 
HIPAA security risk analysis focuses solely on ePHI, but or-
ganizations should take steps to address the security of PHI in 
paper and oral form too.

The Health Insurance Portability and 
Accountability Act (HIPAA) Security Rule 
says health plan sponsors must determine 
potential threats to electronic personal health 
information and how they will protect it. Here 
are steps for doing a risk analysis. 
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Conducting a Security Risk 
Analysis Should Not  
Be Intimidating

HIPAA does not state explicitly 
how to conduct a risk analysis, but the 
process can be broken down into dis-
crete steps. OCR specifically relies on 
National Institute of Standards and 
Technology (NIST) Special Publication 
800-30: Risk Management Guide for In-
formation Technology Systems (NIST SP 
800-30) to outline a multistep process 
for conducting a security risk analysis 
in its own publications. The NIST pro-
cess forms the basis for the process out-
lined in this article, as illustrated in the 
figure.

1.  Identify the Scope  
of the Risk Analysis.
The first step in the process should 

be to identify which of your benefits 
are subject to HIPAA. Surprisingly, 
many employers are unaware of which 
of their benefits are subject to HIPAA 

and which are not. Generally, health 
plans subject to HIPAA include medi-
cal, dental, vision, employee assistance 
program (when providing medical care 
such as mental health counseling), 
health flexible spending arrangement, 
long-term care (that is not nursing 
home fixed indemnity), health reim-
bursement arrangement (HRA) and 
wellness program benefits as well as 
group critical illness, cancer and hospi-
tal indemnity benefits.

An on-site medical clinic may also 
be an employer-sponsored benefit sub-
ject to HIPAA, and it may be subject to 
HIPAA as a health care provider.

Short-term disability, long-term dis-
ability and life insurance benefits are 
not subject to HIPAA.

Next, identify all workforce mem-
bers who can or do access ePHI on be-
half of your health plan. This group will 
range from human resources (HR) and 
benefits workforce members to infor-
mation technology (IT) personnel.

Once you have determined which 
benefits are subject to HIPAA and who 
can or does access ePHI on behalf of 
your health plans, you have the scope 
of your risk analysis.

2. Gather Data.
The next step is to gather data. At 

this stage, it is important for HR and 
benefits personnel to meet with IT per-
sonnel to discuss exactly where ePHI is 
stored and how ePHI flows within and 
in and out of your organization. When 
following the flow of ePHI, consider 
whether there are employees outside of 
your HR or benefits departments who 
become involved in handling ePHI, 
such as assisting with claims issues on 
behalf of employees, and how they han-
dle that ePHI. For example, determine 
whether those individuals scan expla-
nations of benefits (EOBs) into their 
own desktop computers and then at-
tach the scanned documents to e-mails 
sent to a centralized benefits location 
for further assistance. Also, determine 
whether individuals at different loca-
tions have access to plan information 
on a carrier or third-party administra-
tor (TPA) website.

Review whether documents con-
taining ePHI, such as large claim re-
ports, are stored electronically on a 
shared drive or a desktop or a laptop 
hard drive. This will be important when 
determining whether certain areas of 
your information systems should be 
encrypted. Also determine whether e-
mail or other mechanisms are used to 
transmit ePHI to your organization, 
who receives those e-mails and how 
those e-mails are stored.

Then, examine how ePHI is shared 
externally and with whom. For exam-
ple, identify all insurance carriers or 

FIGURE
Steps for Conducting a Security Risk Analysis

Source: Adapted from NIST Special Publication 800-30: Risk Management Guide for Informa-

tion Technology Systems.

1.  Identify the scope of the risk analysis.

2.  Gather data.

3.  Identify and document potential threats and vulnerabilities.

4.  Assess current security measures.

5.  Determine the likelihood of a threat occurrence.

6.  Determine the potential impact of a threat occurrence.

7.  Determine the level of risk.

8.  Identify security measures and finalize documentation.

9.  Conduct periodic review and update of risk analysis.
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TPAs with which ePHI is shared or whose websites are ac-
cessed for health plan information. Also identify all business 
associates such as consultants and Consolidated Omnibus 
Budget Reconciliation Act (COBRA) administrators. For 
each external entity, identify all of the ways in which ePHI 
is exchanged (e.g., secure website/e-mail, unsecured e-mail, 
direct third-party website access).

Finally, create a diagram showing the internal and exter-
nal flow and storage of ePHI. This process will provide your 
IT professionals with an understanding of which systems 
and applications will be impacted by the risk analysis.

3.  Identify and Document Potential Threats  
and Vulnerabilities.
Next, compile a categorized list of threats (natural, hu-

man and environmental) to your organization’s information 
systems, information technologies, information system com-
ponents, applications (e.g., e-mail), networks and environ-
ments of operation. As you compile the list, keep in mind 
that OCR adapted the following definition of threat from 
NIST SP 800-30: “[t]he potential for a person or thing to ex-
ercise (accidentally trigger or intentionally exploit) a specific 
vulnerability.” In simpler language, a threat is something that 
can alter the confidentiality, integrity or availability of ePHI 
in an unauthorized manner. For example, loss of an unen-
crypted laptop is a human threat to the confidentiality and 
accessibility of ePHI.

This likely is the hardest step because you must know 
which questions to ask and, as such, you may need profes-
sional assistance given that some of the questions you should 
ask can be quite technical in nature. For example, relevant 
questions include determining whether switches are hard-
ened, whether data is encrypted at rest, whether an intrusion 
detection system is deployed, and whether log-in monitor-
ing is conducted in real time. However, there are a number 
of questions you should ask that are less technical in nature, 
such as whether your ePHI is stored in a secure area (e.g., in 
an office suite with card-key access only for individuals who 
are HIPAA workforce members).

When identifying the various potential threats, reduce 
the list to only those that are reasonably anticipated. For ex-
ample, if your facilities are in Iowa, a risk of hurricanes is not 
as reasonable an environmental threat as it would be to or-
ganizations with facilities in Louisiana. Humans are likely to 
be the largest threat—both adversarial humans (e.g., hackers 

and disgruntled former employees) and nonadversarial hu-
mans (e.g., workforce members who accidentally send ePHI 
to unauthorized third parties).

While creating the inventory of possible threats, you 
should also document related vulnerabilities. OCR defines 
a vulnerability as: “[a] flaw or weakness in system security 
procedures, design, implementation, or internal controls 
that could be exercised (accidentally triggered or intention-
ally exploited) and result in a security breach or a violation of 
the system’s security policy.” In other words, a vulnerability is 
something that can be used by an individual to access ePHI 
in an unauthorized manner or something that can occur 
that places ePHI at risk of being accessed in an unauthor-
ized manner or becoming inaccessible. Vulnerabilities may 
be technical as well as nontechnical. For example, failing to 
maintain a secure area where computers or servers are used 
to store ePHI is a nontechnical vulnerability. Failing to have 
strong passwords technically enforced (e.g., passwords must 
be eight characters long and contain one uppercase letter and 
one nonalphanumeric character) is a technical vulnerability. 

The result of this step will be a list or table of threat/vul-
nerability pairings (e.g., adversarial outsiders may gain ac-
cess to the IT system by guessing passwords/passwords are 
not technically enforced).

4. Assess Current Security Measures.
After identifying threats and vulnerabilities, assess cur-

rent security measures or controls. For example, if you de-
termine that ePHI contained in an e-mail is unencrypted 
but there are processes in place requiring ePHI to not be 
included in the subject line of the e-mail and requiring all 
attachments to be password-protected, then document those 
processes as existing controls.

learn more
Education
HIPAA Privacy
HIPAA Security
Visit www.ifebp.org/elearning for more information.

From the Bookstore
HIPAA Privacy for Health Plans After HITECH
Reinhart Boerner Van Deuren. 2013.
Visit www.ifebp.org/books.asp?8950 for more details.
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TABLE 1
Quantifying Threat Likelihood
Likelihood Level Likelihood That Potential Threat Will Occur Numeric Value

Very High Almost certain to occur or occurs more than 100 times per year 4
High Highly likely to occur or occurs between ten and 100 times per year 3
Medium Somewhat likely to occur or occurs between one and ten times per year 2
Low Unlikely to occur or occurs less than once per year but more than once every ten years 1

TABLE II
Sample Impact Assessment Scale
Degree of Impact Impact Definition Numeric Value

Very High The potential event could have multiple severe or catastrophic adverse effects  
 on plan operations or assets, individuals or other organizations. 4
High The potential event could have a severe or catastrophic adverse effect on plan operations  
 or assets, individuals or other organizations. 3
Medium A potential event could have a serious adverse effect on plan operations or assets,  
 individuals or other organizations. 2
Low A potential event could have a limited adverse effect on plan operations or assets,  
 individuals or other organizations. 1

TABLE III
Sample Risk Determination Table
Threat Likelihood Impact
 Low (1) Medium (2) High (3) Very High (4)
Very High (4) Low (4 x 1 5 4) Medium (4 x 2 5 8) High (4 x 3 5 12) Very High (4 x 4 5 16)
High (3) Low (3 x 1 5 3) Medium (3 x 2 5 6) Medium (3 x 3 5 9) High (3 x 4 5 12)
Medium (2) Low (2 x 1 5 2) Low (2 x 2 5 4) Medium (2 x 3 5 6) Medium (2 x 4 5 8)
Low (1) Low (1 x 1 5 1) Low (1 x 2 5 2) Low (1 x 3 5 3) Low (1 x 4 5 4)

TABLE IV
Sample Documentation for a Specific Risk
   Likelihood of 
   Occurrence Impact Risk Level   
   Low (1), Low (1),  Low (1-4),   
   Medium (2), Medium (2), Medium (5-9), 
   High (3),   High (3),  High (10-14),  Existing 
Threat Vulnerability Threat Source Very High (4) Very High (4) Very High (15+) Controls Controls
Loss of ePHI  Terminated Human  Medium (2) Medium (2) Low (2 x 2 = 4) Terminated Process will 
due to  employees’ (adversarial)    employees’ be changed to 
unauthorized  accounts are     accounts require 
access by  not removed     are made immediate 
former  from the     inactive termination  
employee system     one business of access on 
 or made inactive      week date of 
 for one week      following termination. 
 following      termination.  
 termination  
 of employment.
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5.  Determine the Likelihood  
of a Threat Occurrence.
Once you have a categorized list of potential threats and 

vulnerabilities as well as a list of current security measures, 
estimate the likelihood that a threat may actually become a 
security incident. (A security incident may include occur-
rences such as a hacking incident, a loss of power due to a 
hurricane or a misaddressed e-mail.) When estimating, con-
sider: (1) the motivation and capability of a threat source 
(e.g., a discharged employee may be motivated to make an 
unauthorized access); (2) the nature of the vulnerability (e.g., 
terminated employees can guess usernames and passwords 
to access ePHI); and (3) the existence as well as effectiveness 
of current or planned controls (e.g., detection of unauthor-
ized access through real-time log-on monitoring).

With those considerations in mind, assign a quantitative 
value for the likelihood that a particular threat may occur. 
Table I contains an example of a quantification scale of the 
likelihood of potential threats occurring.

You may wish to assign “very high” or “high” to threats that 
would stem from failures to comply with the HIPAA security 
requirements. For example, health plans are required to have 
written security policies and procedures meeting specific stan-
dards. If your organization does not have a particular required 
policy or procedure, which creates a risk of unauthorized dis-
closure of ePHI, then score that “threat” likelihood as a 4.

6.  Determine the Potential Impact  
of a Threat Occurrence.
The level of impact from a threat is the degree of harm 

that can be expected to result from a particular unauthor-
ized disclosure, modification, disruption, destruction or loss 
of ePHI. For example, loss of an encrypted laptop may be a 
pain and an administrative hassle, but because the laptop is 
encrypted, loss of any ePHI stored on that laptop will not 
give rise to a breach, so the impact of the loss of that en-
crypted laptop would warrant that you assign it a low value. 
However, loss of an unencrypted laptop containing all of the 
large claims reports for your health plans for the past ten 
years would have a high impact. 

When determining the potential impact, consider poten-
tial harm to: 

• Health plan operations (e.g., claims disruption)
• Assets (e.g., damage to or loss of information systems 

or networks) 

• Individuals (e.g., identity theft)
• Other organizations (e.g., to TPA or insurer). 
Table II contains a sample impact assessment scale as-

signing a numerical value for increasing degrees of potential 
harm.

7. Determine the Level of Risk.
The next step is to determine the level of risk to confi-

dentiality, integrity and availability of ePHI by taking the 
likelihood that a threat will occur and multiplying the value 
assigned for the impact of the threat. Items with overall nu-
meric values above a certain threshold can be assigned criti-
cal status. 

For this step, use the values assigned in steps five and six 
to calculate an overall value to represent the risk level by 
multiplying the values together for each threat/vulnerability 
pairing. For example, a threat/vulnerability pairing with a 
likelihood score of 4 (high) and an impact score of 2 (me-
dium) results in an overall risk score of 8 (4 x 2 = 8) (medium 
overall risk). 

Table III contains a sample risk determination table.
In Table III, an overall risk score below 5 is a low risk, an 

overall risk score between 5 and 9 is a medium risk, an over-
all risk score between 10 and 15 is a high risk and an overall 
risk score of 16 is a very high risk.

Instead of a qualitative approach (as illustrated in Table 
III), you may wish to use a quantitative approach and as-
sign monetary values to the potential losses that might oc-

hipaa compliance

takeaways
•  When OCR audits an organization’s health plan, it expects to see 

that documented security risk analyses have been completed 
periodically.

•  Organizations need to identify which benefits are subject to HIPAA, 
who has access to ePHI and how ePHI is stored and travels inside 
and outside the organization.

•  Potential threats and vulnerabilities to systems, data and applica-
tions should be listed and their impacts and likelihood determined.

•  Threats and vulnerabilities, along with current controls and 
security measures or controls that should be followed, need to be 
documented.

•  These analyses should be regularly updated, and a full risk analy-
sis should be done every three years.
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cur. This approach may be difficult because it is not always 
easy to quantify the economic loss that may be triggered by 
a specific event. Or you may choose to use a combination of 
both qualitative (assigning scores) and quantitative (assign-
ing monetary values) to assess the potential impact of the 
various identified risks.

Regardless of the method chosen, the risk level assess-
ment will allow you to prioritize threats and vulnerabilities 
and determine which threats are most likely and thus require 
immediate resources. 

8.  Identify Security Measures  
and Finalize Documentation.
After you’ve identified your threat/vulnerability pairings 

and assigned overall risk values, you should document the 
information as well as the current and potential security con-
trols. The Security Rule requires the risk analysis be docu-
mented but does not require a specific format. However, at 
a minimum, you should document threats, vulnerabilities, 
threat sources, likelihood of each threat event occurring, the 

impact of any potential security incident, current controls, 
and security measures or controls that should be followed 
to eliminate or reduce the associated risk to an appropriate 
level.

Your resulting documentation may look something like 
Table IV.

9.  Conduct Periodic Review  
and Update of Risk Analysis.
Organizations cannot simply perform an initial risk 

analysis and then never review or update that analysis. In 
fact, the Security Rule requires health plans (and other cov-
ered entities) to update and document their security mea-
sures “as needed,” which means that organizations should 
conduct continuous risk analyses to identify when updates 
or modifications are needed. The Security Rule does not 
specify how frequently to perform an overall risk analysis, 
which is only one prong of a comprehensive risk manage-
ment process, and the necessary frequency will vary among 
organizations. Regardless, you should continually assess the 
risk environment and document updated assessment find-
ings, with a best practice of conducting a full risk analysis 
every three years.

Resources on conducting a risk analysis include: 
• NIST Guide for Conducting Risk Assessments: http://

csrc.nist.gov/publications/nistpubs/800-30-rev1 
/sp800_30_r1.pdf.

• HHS/OCR Guidance on Security Rule Risk Analysis: 
www.hhs.gov/ocr/privacy/hipaa/administrative 
/securityrule/rafinalguidance.html.

• HHS Security Risk Assessment Tool: www.healthit 
.gov/providers-professionals/security-risk-assessment 
-tool.  

Endnote

 1. A resolution agreement is a contract signed by OCR and a covered 
entity under which the covered entity agrees to perform certain obligations 
(e.g., implement written policies and procedures, train staff) and make re-
ports to OCR, generally for a period of two or three years.
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