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Washington Update

HIPAA Phase 2 Audits Begin

T he Department of Health and Human Ser-
vices (HHS) Office for Civil Rights (OCR) 
has begun its next phase of audits of cov-

ered entities and their business associates in order 
to assess compliance with the Health Insurance 
Portability and Accountability Act Privacy, Secu-
rity and Breach Notification Rules (HIPAA rules).

The 2016 Phase 2 HIPAA Audit Program will 
review the policies and procedures adopted and 
employed by covered entities and their business as-
sociates to meet selected standards and implemen-
tation specifications of the HIPAA rules. The audits 
also are intended to help OCR head off potential 
problems and better direct its guidance to address 
issues currently affecting the confidentiality and 
security of protected health information (PHI). 

Background 
HIPAA established important national stan-

dards for the privacy and security of PHI. Addi-
tional legislation under the Health Information 
Technology for Economic and Clinical Health 
Act of 2009 (HITECH Act) established breach 
notification requirements to provide greater 
transparency for individuals whose confidential 
information may be at risk. The HITECH Act re-
quires OCR to periodically audit covered entities 
and business associates for compliance with the 
HIPAA rules. 

OCR conducted Phase 1 audits in 2011 and 
2012 that focused solely on 115 covered entities. 
Upon evaluating the results of those audits, OCR 
is now implementing Phase 2 of the audit pro-
gram to focus on both covered entities and busi-
ness associates. 

Phase 2 Audits
Phase 2 will consist of approximately 200 desk 

and on-site audits. A majority of the audits will be 

desk audits, which focus on document review and 
consist of two rounds. The first round will center 
on covered entities, and the second round will 
focus on business associates. The desk audits are 
expected to be completed by December 2016. 

The third round of audits will be on site and 
will begin later in the year. An entity that is subject 
to a desk audit also may have to undergo an on-
site audit. OCR announced it will audit a broad 
range of covered entities and business associates 
in order to best assess HIPAA compliance across 
the industry—factoring in size, types and opera-
tions of potential auditees.

OCR will send an e-mail to select covered en-
tities and business associates asking for contact 
information verification. OCR acknowledges that 
its e-mail may unintentionally be directed to an 
entity’s spam folder, but it will not accept that as 
an excuse for not responding and expects covered 
entities and business associates to actively check 
their junk or spam folders for OCR e-mails. 

These selected entities will then receive a pre-
audit questionnaire to gather information about 
the entity’s business size, type and operations. 
Based on those responses, OCR will create a pool 
of audit targets that represents a wide range of 
covered entities and business associates in terms 
of size, business sectors and geographic location. 

Entities selected for a desk audit will be notified 
by e-mail and will be asked to provide documents 
and other data. The desk audits will focus on com-
pliance with particular provisions of the HIPAA 
rules, such as risk analyses, notices of privacy prac-
tices and responses to requests for access to PHI.

Audit subjects will have ten business days to 
submit the requested information to OCR through 
a secure audit-specific portal on OCR’s website. 
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have intentionally refused to perform his duties and obliga-
tions of his employment. The court finds that the administra-
tive committee’s interpretation of the plan was reasonable, 
as the plaintiff failed to identify any evidence or basis for his 
entitlement to benefits. The court denies the plaintiff ’s mo-
tion for summary judgment, and the case is dismissed with 
prejudice. No. 13-00073 (RJL) (D.D.C. March 24, 2016).

CONTRIBUTIONS

Glazing Health and Welfare Fund et al.  
v. Accuracy Glass and Mirror Company, Inc., et al. 
The U.S. District Court for the District of Nevada finds that 
the defendant company officers were not personally respon-
sible for breach of fiduciary duty for unpaid contributions 
to the plaintiff multiemployer trusts. The plaintiffs were a 
collection of trusts that managed participating employees’ 
benefits. The defendants included a glass and glazing con-
tractor that entered into labor agreements with the plaintiffs 
as well as the company’s president and secretary/treasurer. 
The plaintiffs alleged that the defendants failed to meet the 
contribution obligations required by the trust agreements. 
The defendants asserted that their failure to pay the trusts 
was due to insufficient funds to pay their creditors. The de-
fendants contested the extent to which they were bound to 
the trust agreements and collection policies and the amounts 
allegedly owed to each of the plaintiffs. The court determines 
that an examination of the trust agreements was unnecessary 

to determine that the defendants’ nonpayment constituted a 
breach of contract and grants the plaintiffs’ motion for par-
tial summary judgment on that issue. The main question 
before the court is whether the contractual requirements in 
the collective bargaining agreements and trust documents 
requiring employers to contribute to the plans caused the 
company officers to become fiduciaries and thus personally 
liable for breach of fiduciary duty. The court points out that 
in Cline v. Indus. Maint. Engr. & Contracting Co., the general 
rule was that contributions do not become plan assets under 
the Employee Retirement Income Security Act (ERISA) un-
til they have been paid to the plan. The plaintiffs asked the 
court to adopt an exception to Cline and find that unpaid 
employer contributions are assets of a fund if the agreement 
between the fund and the employer specifically and clearly 
declares that they are. The court reasons that if employer 
contributions were classified as a contractual right to col-
lect payments once they became due, the defendant officers 
were not fiduciaries under ERISA because they lacked the 
requisite control over such plan assets. But even if the assets 
were classified as unpaid past-due contributions, the excep-
tion still would not qualify the principals as fiduciaries. The 
court finds that the language of the trust agreements was not 
sufficiently clear to justify applying an exception to the Cline 
rule. Therefore, the defendant officers were not subject to fi-
duciary liability under ERISA. No. 2:13-CV-1106-KJD-NJK 
(D.Nev. March 30, 2016).

OCR will then review the documentation and develop draft 
findings. Auditors will share their findings with the audited 
entities, allowing them ten business days to respond. The 
written responses will be included in the final audit report, 
which also will be shared with the audited entity. 

The on-site audits will examine a broader scope of re-
quirements from the HIPAA rules. OCR expects auditors 
to be on site for three to five days during audits, depending 
on the size of the covered entity or business associate. As 
with the desk audits, audited entities will have ten business 
days to review the draft findings and provide written com-

ments to the auditor. The auditor will complete a final audit 
report for each entity within 30 business days after the au-
dited entity’s response, and a copy will be provided to the 
audited entity.

Audits that discover serious compliance issues may trig-
ger an OCR compliance review to further investigate. Fur-
thermore, while OCR has said that it will not post a listing 
of audited entities or the findings of an individual audit that 
clearly identifies the audited entity, it will release audit notifi-
cation letters and other information about these audits upon 
request by the public in accordance with the Freedom of In-
formation Act. 

Additional information about Phase 2 audits can be found 
on the HHS website at www.hhs.gov/hipaa/for-professionals 
/compliance-enforcement/audit/index.html. 
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