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Washington Update

HIPAA Investigations to Expand 
to Smaller Breaches

T he Department of Health and Human Ser-
vices (HHS) will expand its investigations 
of Health Insurance Portability and Ac-

countability Act (HIPAA) breaches of protected 
health information (PHI) to include breaches that 
affect smaller numbers of people. The announce-
ment was made in an August listserve e-mail.

HHS has put a greater emphasis on investi-
gating reported breaches of PHI following the 
addition of breach notification requirements 
under the Health Information Technology for 
Economic and Clinical Health Act of 2009 (HI-
TECH Act). The HITECH Act requires covered 
entities to notify any affected individual whose 
PHI was breached. Any breach that affects 500 
or more individuals also must be reported to 
HHS.

 Under the new initiative, HHS wants to take a 
closer look at breaches that may affect fewer than 
500 individuals. The goal is to investigate the root 
causes of smaller breaches to reveal HIPAA non-

compliance that is occurring entitywide, which 
the department hopes will lead to more effective 
HIPAA compliance.

Regional offices will continue to have the dis-
cretion to determine which small breaches to in-
vestigate. The HHS initiative encourages regional 
offices to base the decision to investigate breaches 
on the size of the breach, whether theft or im-
proper disposal of unencrypted PHI occurred, 
whether PHI was seized by hacking and whether 
multiple breach reports were generated from one 
HIPAA-covered entity or business associate (illus-
trating systemic weakness). 

Finally, regional offices may choose to investi-
gate breach reports if a covered entity or business 
associate has not filed breach reports affecting 
fewer than 500 individuals if other similarly situ-
ated covered entities and business associates have 
filed breach reports. 

The initiative went into effect on August 18, 
2016.

guaranteed the collapse of the company stock. Ter-
minating the plaintiffs’ option to invest in com-
pany stock would have signaled a problem to the 
market. Independent fiduciaries would have no 
reason to sell off the stock if all they knew was the 
same information that was available to the public. 

For these reasons, the court finds that the 

plaintiffs did not state a viable claim against the 
defendants and any further pleadings by the plain-
tiffs would be futile. 

Accordingly, the magistrate judge recommends 
that the defendants’ motion for judgment on the 
pleadings be granted and the action dismissed 
with prejudice.   

In re Pilgrim’s Pride Stock Investment Plan ERISA 
Litigation, No. 2:08-cv-472-JRG-RSP (E.D.Tex. August 
19, 2016).
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