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• Communicate—with consistent, relevant messaging 
delivered through appropriate channels.

• Clarify and promote repatriation plans.
• Consider offering more credible, experienced support 

for assignees (expert “sherpa” guide).

• Provide medical benefits—typically inexpensive in re-
lation to the overall cost of your mobility package.

Please visit www.weknowexpats.com for more informa-
tion about this survey and to download a copy of the execu-
tive summary.
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Cybersecurity is a concern 
no matter where you live 
and no matter what busi-

ness you’re in. Organizations 
should have a strategy for pre-
venting data breaches as well as 
how to respond if they or one of 
their clients experiences a breach.

Cybersecurity focuses on pro-
tecting computers, networks, 

programs and all data stored on any device or in the cloud. 
A data breach occurs when an unauthorized person gains ac-
cess to, changes or destroys a firm’s data or its clients’ data.

Device Management
Device management is the key for keeping all data secure. 

All mobile devices should have encryption and up-to-date 
antivirus protection and use two-factor authentication and a 
virtual private network. 

Businesses must have a policy and procedure for em-
ployees using their own devices for work, also called a 
bring-your-own-device (BYOD) policy. If the employee is 
using any device—his own or a device belonging to the 
employer—to access employer information or files, the 
BYOD policy must say that no other users, especially fam-
ily members, may access the device for any online activity. 
No personal work should ever occur on the device, includ-
ing online banking, Internet searches over the lunch hour 
or Facebook activity. 

No matter who owns the device, the employer should be 
able to access a device used for work purposes at any time.

Employers also must have a lost or stolen device policy 
that states ramifications if a device is lost or stolen. It also is 
important to have a policy on the return of company-owned 
devices for employees who are terminated or will be leaving 
the company. The policy should also apply to information 
that can be accessed by these employees.

Types of Attacks
Ransomware

During 2016, ransomware represented one of the most 
serious cyberthreats in a list that also included megadata 
breaches, identity theft, smartphone insecurities, augment-
ed reality gaming (think Pokémon Go) and the “Internet of 
things.” The Federal Bureau of Investigation says there are 
approximately 4,000 daily ransomware attacks.
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Hackers use ransomware to block access to files and po-
tentially systems until the victim pays the hacker’s demand 
for money. There are two types of ransomware. The first is 
encryption, which blocks the system with algorithms the at-
tacker will decrypt after the victim pays up. The second is a 
locker, which completely locks victims out, allowing no ac-
cess to the files or system until they pay up.  Several Southern 
California hospitals were hit with lockers this year.

If victims don’t pay the ransom in a specific period of 
time, the ransom can double or they may never regain ac-
cess. Attackers usually request payment in the form of bit-
coins, a digital currency. All bitcoin transactions are made 
with no middleman, meaning no banks and no transaction 
fees. There is no need to provide a real name, which helps 
attackers avoid getting caught.

The health care industry is now the biggest target for ran-
somware attacks. Earlier this year, Hollywood Presbyterian 
Medical Center in Los Angeles was the target of a ransomware 
attack. The hospital had no data backup and used a pencil-
and-paper recordkeeping system for ten days until finally re-
sorting to paying the $17,000 ransom to obtain access to its 
system. Two other California hospitals, Chino Valley Medi-
cal Center and Desert Valley Hospital, also were attacked with 
ransomware, along with Methodist Hospital in Kentucky.

Botnets
The creation of botnets—a collection of computerized de-

vices under the control of a hacker—is spreading malware 
and creating data breaches in massive numbers. These de-
vices are infected with malware and are remotely controlled 
by hackers to spread spam, malware, viruses and denial-of-
service (DOS) attacks. Botnets have been called a zombie 
army, and they are the largest threat in the digital universe.

Here are four steps individuals and organizations can use 
to prevent a botnet attack.

 1. Use a different password for each and every account.
 2. Install effective antimalware software and keep it up to 

date.
 3. Avoid downloading and running pirated software.
 4. Do not be afraid to ask for professional help.

Health Plan Data Breaches
What are the dangers of data breaches for health plan 

administrators and sponsors? The data they store usually 

includes not only names but dates of birth, Social Security 
numbers, credit card account numbers and health care in-
formation. It’s much harder to detect a plan breach than a 
credit card breach, and medical files have more information 
with a much longer “shelf life” and are therefore more valu-
able. Hackers receive ten to 20 times more cash for medical 
information than for credit card data.

Plan sponsors have a fiduciary duty to protect data. Em-
ployers must create a plan for protecting information both 
on and off site and must recognize which third-party ven-
dors can access the information as well. They must create a 
record for the protection plan that they are instituting. And, 
no matter what, the information technology department 
should be involved at every level.

HIPAA Violations 
Data breaches also can result in violations of the Health 

Insurance Portability and Accountability Act (HIPAA). 
HIPAA violations most commonly involve these five  
areas: 

 1. Lack of up-to-date business associate agreements 
 2. Compliance for ePHI-mobile devices and apps 
 3. Health care data security and transmission security
 4. Workforce security 
 5. No data management/recovery plan in place, including 

procedures for disposing of information and data 
backup security.

Medical Identity Theft
Medical identity theft occurs when someone uses personal 

information to (1) fraudulently procure medical services, (2) 
improperly acquire prescription drugs, (3) submit fake bill-
ings to Medicare or private insurers or (4) obtain expensive 
medical equipment. About 25% of all data breaches involve 
medical identity theft.

The impact on the individual can be very serious, up to 
and including death. Often medical records are in shambles, 
and plan participants trying to restore their own records face 
increased complexity because of HIPAA regulations.  

Medical identify theft can create credit and employment 
issues for those affected. Often they are on the hook for thou-
sands of dollars in costs incurred by the thief. The bills often 
end up in collections. The recovery and dispute resolution 
process can take a year or more to complete.



16 NewsBriefs first quarter 2017

2 016                        H i g h l i g h t s

If a data breach occurs, plan sponsors should consider the 
following steps.

• Respond to allegations of a breach. 
• Provide copies of all documents related to internal in-

vestigation and risk assessments to the appropriate en-
tities.

• Provide policy and procedures regarding PHI uses, 
safeguards and disclosures.

• Provide documents of network scans and testing and 
results.

• Provide all security awareness and training materials, 
including written manuals.

• Lastly, provide evidence of antivirus software, access 
controls, password management and the name of the 
person(s) in charge of all of that documentation.

Drug Plan Sustainability and Current Trends— 
What You Need to Know
By Kathy Bergstrom, CEBS
Senior Editor 
International Foundation of Employee Benefit Plans 
Brookfield, Wisconsin

The following is based on Suzanne Lepage’s presentation 
at the 2016 Symposium.

A lot of attention has been 
focused on the role of bi-
ologics  and specialty 

drugs in increasing private drug 
plan costs, but looking at only 
those factors doesn’t provide the 
full picture when trying to man-
age plan costs.

While specialty drugs repre-
sent about 23% of average drug 

plan costs, they represent less than 1% of the number of 
claims, private health plan strategist Suzanne Lepage told her 
audience during the 35th Annual ISCEBS Employee Benefits 
Symposium. 

In addition to managing specialty drug claims, plan spon-
sors should consider what they are doing to manage the oth-
er 77% of drug costs and 99.5% of claims, she said.

A Benefits Canada survey showed that health benefit pre-
miums have increased 13.6% while drug plan costs are up 
11.3%. Plan sponsors can accept the increase, shop around 
for a new insurer or change their drug plan to lower the cost. 
Those that choose to change their plans can look at three areas:

 1. Drug choice
 2. Cost sharing 
 3. Drug cost.

Drug Choice
“Using generics where possible is a great tool,” Lepage 

said. The strategy doesn’t always work with biologics, be-
cause biosimilars are considered brand-new drugs and are 
not equivalent to biologics under Health Canada regula-
tions. That means pharmacists cannot automatically switch 
patients from a biologic drug to a biosimilar. 

Additional tools plans sponsors should consider include:
• Prior authorization. This ensures that the drugs 

members are prescribed meet the clinical criteria for 
their condition and that they try lower cost alterna-
tives first.

• Case management. This is appropriate for complex 
conditions or high-cost patients. A case manager 
works with patients to track their conditions and make 
sure they receive proper treatment.

Suzanne Lepage


