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You’ve Been Appointed as a HIPAA Officer. Now What?
by Chris Vogel, CEBS
Senior Editor 
International Foundation of Employee Benefit Plans 
Brookfield, Wisconsin

The following is based on a presentation by Petula 
Workman, CEBS, at the 2016 Symposium. Workman is 
division vice president, compliance counsel, for Arthur J. 
Gallagher & Co. in Houston, Texas. 

When an organization appoints its Health Insurance 
Portability and Accountability Act (HIPAA) pri-
vacy and security officers, that’s just one step in 

complying with the act’s Privacy and Security Rules.
“Following the HIPAA Privacy and Security Rules is re-

ally more of a process,” said Petula Workman, CEBS, who 
breaks that process into several steps: identify, assess, train, 
implement, document, retain and repeat.

Identify
“The main thing to do is identify your players,” Workman 

said.
• The privacy officer or official is responsible for devel-

oping and implementing an organization’s privacy 
policy and procedures. The individual investigates se-
curity incidents and complaints and oversees re-
sponses to requests for access to protected health in-
formation (PHI). Often organizations also have a 
privacy contact or privacy liaison officer—someone 
who helps with administrative tasks and may be the 
contact person for plan participants. 

• The security officer or official generally is an informa-
tion technology (IT) person—usually an organization’s 
highest ranking IT official. The privacy and security 
officers may be the same person but typically aren’t, as 
very different skills sets are involved. 

• HIPAA workforce members, sometimes referred to as 
firewall employees, are employees identified by job title 
or category who can and do access PHI. They include 
employees who handle benefits-related functions like 

marketing, claims analysis, help-
ing employees with claims and 
benefits issues, and COBRA ad-
ministration. They also include 
IT personnel who have access to 
PHI and, perhaps, payroll em-
ployees because of their role in 
payroll deductions to pay premi-
ums. In the event of a Depart-
ment of Health and Human Ser-
vices (HHS) audit, “you would be asked for a job 
description for each of these folks” that spells out how 
these employees handle PHI, Workman said. Organi-
zations should conduct background checks for HIPAA 
workforce members.

• Business associates are outside persons or organizations 
that have access to employees’ PHI, such as broker/
consultants, third-party administrators, 6055/6056 re-
porting vendors, COBRA and health FSA vendors, and 
benefits confirmation vendors. Less obvious may be 
cloud storage providers, off-site document storage pro-
viders, and document and electronic media shredders. 
Organizations need to have business associate agree-
ments in place with these vendors.

Assess
A HIPAA privacy officer must stay on top of new devel-

opments and make sure to review periodically how PHI is 
handled and where it’s stored. “Are you doing something dif-
ferent?” Workman asked. “Did you hire a third party to help 
you with something? . . . Did you decide you’re going to start 
sending out benefits confirmation statements and are going 
to use health plan data to do that? Now we’ve got a new way 
to transmit PHI or a new organization to do that.” She rec-
ommends mapping that out to show all players and methods 
of PHI transmission.

“You also want to look where your PHI is stored. Did you 
get a new server? Or do you have a shared file drive where 
inappropriate members of your organization also have access 
to it?” Workman asked.

Petula Workman, 
CEBS
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An area of growing concern is where PHI is accessed, as 
many organizations allow employees to access PHI on personal 
devices such as cell phones. Android devices don’t have the same 
level of encryption as Apple products, and organizations need a 
policies or mechanism to encrypt PHI on personal devices.

“Another good thing to do is to periodically review your 
policies and procedures. Here’s a big one. You notice I assume 
you all have policies and procedures?” Workman said. These 
should be written and easy to understand. “I recommend the 
HIPAA privacy and security officers meet at least once a year to 
be sure what you’re doing on the privacy side and what you’re 
doing on the security side mesh up. . . . I so often find that IT 
doesn’t know what Benefits does on a day-to-day basis. (‘What 
do you mean, you use e-mail to conduct business transactions? 
I thought you did everything on a secure portal!’)”

HIPAA officers need to determine whether policies and 
procedures have any gaps created, for example, by a service 
provider change. They also should look at any security inci-
dents that may have occurred—“What happened, what can 
we make better, do we need to change our policies and pro-
cedures?” They also should do a risk analysis to look for vul-
nerabilities—perhaps annually because of rapid changes in 
the electronic environment. And officers should ask business 
associates for copies of their HIPAA policies and procedures.

Train
HIPAA workforce members should be trained on the or-

ganization’s own policies and procedures—“some real down-
to-earth sorts of things”—rather than giving them general 
HIPAA training, Workman said. For example, employees 
should be taught never to click on a suspicious link that 
could potentially install malicious software on the organiza-
tion’s system or the employees’ personal devices. They should 
know good password management and who to contact if 
they make unsuccessful attempts to log into the system and 
are locked out. Employees should also be taught to recognize 
what constitutes a “security incident,” the term Workman 
prefers to “security breach.” 

Workman recommends annual training—with changes 
made to training so it doesn’t become stale. She said HHS 
has indicated it’s reasonable for organizations to train new 
HIPAA workforce members within 30 days.

Implement
If an organization were to be audited, HHS would look to 

see whether privacy policies and procedures match up with 
what the organization says it’s doing in its notice of privacy 
practices. “If there’s a use or disclosure of PHI that’s not cov-
ered in your notice, and you have it in your policies and pro-
cedures, that’s going to be a violation.”

At their core, policies and procedures for privacy are ask-
ing organizations to figure out how to identify individuals 
seeking access to PHI, and a key area is PHI of a spouse or 
child. A parent has the right to access PHI of an unemanci-
pated minor. At what age a child is considered a minor and 
how someone becomes emancipated vary by state. Plans 
need a process for making sure parents of children between 
the ages of 16 and 26 are actually entitled to view the child’s 
PHI before being allowed to see it.

Policies and procedures should cover what to do when a 
plan participant invokes his or her right to PHI.

A security officer has an ongoing job of keeping track of 
all information systems—the hardware and software—that 
create, transmit and retain electronic PHI. “You also have to 
do what’s called an information system activity review, and 
that’s looking to see who accesses areas where PHI is, and 
whether they have the right to that access.”

Technical safeguards need to be in place to support pri-
vacy procedures—such as a shared drive accessible only by 
particular employees. Workman suggested organizations 
consider using an automatic log-off mechanism so that, after 
15 minutes or so of inactivity on a system, a person would 
have to log back in to access the system.

Organizations need to be sure electronic PHI is encrypted 
when it’s being transmitted. “If you have misplaced encrypted 
electronic PHI, it’s not a breach,” Workman said. “The most 
common culprit for unintentional breaches . . . involves e-
mail,” she said. For example, if someone mistakenly e-mails 
an entire claim file to the wrong person, as long as that docu-
ment in the attachment is encrypted and password protected 
and thus inaccessible, it’s just a security incident instead of a 
breach.

And when somebody’s job duty or employment ends, the 

(continued on page 20)
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person should immediately lose access to systems contain-
ing PHI, she said.

The workforce should be trained to identify security inci-
dents such as misdirected e-mail. Organizations should put 
together a security incident team that includes the privacy 
and security officers, probably legal counsel, a broker or con-
sultant if the organization has one, and the public relations 
department or consultant. Breaches must be communicated 
to the media—and communication should be written by 
someone who understands the nuances of press releases. 
Organizations also should have a computer forensics expert 
available and a budget for security incidents.

“Definitely consider cyberliability insurance, and be care-
ful when you’re looking at your cyberliability policies be-
cause they don’t all cover the standard things,” she said. “You 
want to make sure you have something that suits your needs.”

And “make sure you communicate. One of the things 
that can get you into trouble in your organization is having 
rumors of a breach circulating without any communication 
from you.”

Document

Workman noted that there are rules for what must be doc-
umented under both privacy and security. Among them are 
nonroutine disclosures of PHI—accidental disclosures, even 
if they aren’t breaches, and disclosure pursuant to a court or-
der or subpoena. Organizations need to document how they 
respond to employees invoking their right to inspect a copy of 
their PHI. Security policies and procedures, and certain secu-
rity actions, activities or assessments, must be documented.

Retain

Documents must be retained for six years from the date 
the documentation was created or the date they were last in 
effect, whichever is later.

Repeat

These steps should be done or reviewed at least annually. 
“I understand that you’ve been busy with a few things in the 
past year,” but organizations need to make HIPAA a prior-
ity, Workman said. “HIPAA is . . . getting a lot of attention 
from auditors,” with large penalties involved and very large 
amounts involved for security breaches. 

BenefitsLink
The following is dedicated to all Society members who are 

regular posters (or lurkers) on BenefitsLink—and an invita-
tion for all to participate!

To all:
I can still remember when the ISCEBSLink was first 

created. I believe it was sometime in the 1990s—too long 
ago for me to remember! I was one of the first to sign up, 
thinking it might be a good resource to learn more and 
gain a greater understanding of all things benefits. Over 
the years it has certainly exceeded my expectations! I can’t 
even begin to tell you what a wonderful experience  it’s 
been to be associated with such a fine group of like-
minded individuals dedicated to the benefits profession. 
You all made me a better (and smarter) benefits profes-
sional. Thank you!

But, time moves on. . . . After 45 years of working in em-
ployee benefits, I have finally retired. Pigs do fly (according to 
comments made by friends who didn’t believe I would ever 
retire)! I now turn over the responsibility of taking benefits 

to a new level to the next generation. As I am fond of saying, 
“I came in on ERISA and am going out with health care re-
form—And it’s been a WILD ride!” I lived through it all . . . and 
survived! Just name the acronym, and I was there when it was 
created, passed, regulated, 
amended and implement-
ed. Or, in the case of the 
infamous Section 89, re-
pealed. For those of you 
too young to remember 
Section 89, look it up. It was one of the stupidest ideas ever to 
come out of Washington. 

So, I have removed the BNFTNUT license plate from my 
little red sports car and will now turn to those things I never 
had time to do. New adventures await!

Regards,
The Benefit Nut
Julianne Adamik, CEBS 
ISCEBS Member since 1992
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