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Cyber 
security:
The Next Steps for Protecting Your Plan
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A recent Department of Labor report on cybersecurity 
provides benefit plan sponsors with guidance  

on implementing a cybersecurity policy,  
including how to ensure third parties have  

adequate protections in place.
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cybersecurity

Cyberattacks have become a recurring theme in the 
evening news. While they are not new, the scope 
of the attacks is growing to unprecedented pro-
portions. On May 12, 2017, the “WannaCry” ran-

somware attack swept headlines as a global cyberattack that 
infected more than 200,000 computers in 150 countries.1 
Amongst its victims were banks, hospitals and government 
agencies, including England’s national health care system 
and the delivery company FedEx.2

Everyone is facing an increased risk of becoming “the 
next victim.” Pension and health plans are no exception, and 
the Department of Labor (DOL) stresses it’s not a matter of if 
but when a cyberattack will occur.3

Articles, news reports and fines demonstrate the impor-
tance of cybersecurity. However, attention and concern do 
not necessarily equate implementation. This article is de-
signed to help plans act on those concerns with practical 
steps for implementing a cybersecurity policy.

Fiduciary Obligations and Cybersecurity
The article “Cyberattacks on Benefit Plans: The Risks and 

Liabilities of Data Breaches,”4 which appeared in the May 
2017 issue of Benefits Magazine, discussed the murky le-
gal landscape surrounding data breaches and benefit plans. 
Currently, there is no comprehensive federal law on cyber-

security that applies to benefit plans. In terms of federal 
laws, the Health Insurance Portability and Accountability 
Act (HIPAA) applies, but only to health plans, and its scope 
extends only to protected health information (PHI). Buzz 
about the extraordinarily high fines imposed by the Office of 
Civil Rights (OCR) for HIPAA violations has been circulat-
ing among the benefits community. In 2016, the office lev-
ied only 13 HIPAA enforcement fines, but they totaled $23.5 
million.5 Benefit plans not covered under HIPAA are still not 
immune from extremely high costs related to data breaches. 

On the state level, 48 states, the District of Columbia, 
Guam, Puerto Rico and the Virgin Islands have laws requir-
ing private and governmental entities to notify individuals 
of breaches of personally identifiable information (PII). For 
plans that operate in multiple states, the variation and scope 
of all of the different state-level data breach laws add even 
more complexity to the data breach equation. With high 
complexity comes high costs. When data is breached, plans 
can expect to incur reporting costs, legal fees, penalties, fines 
and potentially costs related to participant protections (e.g., 
identity monitoring services). A recent study conducted by 
the Ponemon Institute and IBM concluded that the average 
data breach costs an entity about $7 million, which breaks 
down to $222 per record.6

None of the fees discussed above takes into account the 
potential court costs and legal fees associated with an Em-
ployee Retirement Income Security Act (ERISA) lawsuit for 
breach of fiduciary duty. While protecting participants’ data 
is not an explicit ERISA requirement, ERISA does require 
that a fiduciary act be performed “with the care, skill, pru-
dence, and diligence” that a reasonable person would under 
similar circumstances.7 It would be difficult for a fiduciary to 
argue that he or she was acting prudently without at mini-
mum following the DOL guidelines issued in the cyberse-
curity report. 

Internal Implementation 
Implementing an internal cybersecurity risk manage-

ment policy, while necessary, can prove to be difficult. Un-
fortunately, there is not a one-size-fits-all solution and no 
checklist of what needs to be addressed to ensure a plan is 
adequately protected. Plan sponsors will need to consider 
each plan’s unique circumstances and respond accordingly.

First, as outlined in the cybersecurity report, plans need 
to understand what type of data the plan is maintaining, 

takeaways
•   While there is no comprehensive federal law on cybersecurity 

that applies to benefit plans, plan sponsors have a fiduciary 
duty to protect plan participants from a data breach.

•  The Department of Labor (DOL) issued guidelines in a Novem-
ber 2016 report that include recommendations for setting up 
cybersecurity policies. 

•  When developing a cybersecurity policy, plans need to under-
stand what type of data the plan is maintaining, for example, 
Social Security numbers, protected health information (PHI), 
names, compensation information, etc.

•  Another step in developing a cybersecurity policy is to identify 
all the parties that have access to plan assets and participants’ 
PHI and personally identifiable information (PII). Fiduciaries 
should not only consider the plan’s service providers but also 
the business partners the providers may be outsourcing to.

•  After a cybersecurity plan has been developed, plans must 
continue to monitor cybersecurity threats, review recommenda-
tions and modify their plans as needed.
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for example, Social Security numbers, 
PHI, names, compensation informa-
tion, etc.8 Based on the types and 
amount of data being stored, plans will 
need to choose a program for address-
ing cybersecurity. The report notes 
that many experts recommend the Na-
tional Institute of Standards and Tech-
nology (NIST) framework as a good 
model for evaluating and developing 
a cybersecurity program.9 Other rec-
ommended resources include SPARK 
Institute, the Health Information Trust 
Alliance (HITRUST) and the Ameri-
can Institute of CPAs (AICPA), includ-
ing Service Organizational Control 
(SOC) reports it has developed.10 One 
or a combination of these resources 
should provide plan sponsors with a 
solid foundation for designing a cyber-
security program. 

Items that plans need to consider in 
developing the process include imple-
mentation and monitoring, testing and 
updating, reporting, training, control-
ling access, data retention and destruc-
tion, and third-party risk management. 

Arguably, third-party risk manage-
ment is the most crucial implementa-
tion aspect of a plan’s cybersecurity 
program. A plan can have the most 
robust and comprehensive data pro-
tection policy; however, it will not be 
protected if its service providers are not 
taking the appropriate steps to protect 
participant data. Fortunately, most pro-
viders are taking the appropriate steps 
and have their own internal cybersecu-
rity policies. For service providers that 
have access to participant data, fiducia-
ries need to understand the providers’ 
cybersecurity policies and ensure that 
adequate protections are in place in or-
der to fulfill their fiduciary obligations 
to their plans. 

External Implementation  
(Third-Party Risk Management)

The key to managing third-party risk 
(and really to managing cyber-risk in 
general) is being proactive and not wait-
ing for hackers to strike. The first step is 
to identify all the parties that have access 
to plan assets and participants’ PHI and 
PII.11 Fiduciaries should not only con-
sider the plan’s service providers but also 
the business partners the providers may 
be outsourcing to.12 In other words, fidu-
ciaries need to follow the data to make 
sure all parties that have/will have access 
to plan participant and asset data have 
been accounted for. The second step is to 
determine the minimum amount of data 
the providers need in order to perform 
their services. To decrease risk, a third 
party’s data access should be restricted 
to an “as needed” basis.13

The third step is to make sure pro-
viders have proper cybersecurity pro-
cedures in place. Whether contracting 
with new service providers or evalu-
ating current ones, fiduciaries need 
to consider many of the same issues 
that they addressed when evaluat-
ing the plan’s internal procedures and 
practices. This includes knowing how 
plan data will be transmitted, how and 
where the data will be stored, and how 
it will be destroyed. 

DOL reports that many fiduciaries 
struggle to get the information they 
need to learn what security programs 
their service providers have imple-
mented or, if they do receive the infor-
mation, the fiduciaries do not fully un-
derstand the programs.14 In response,  
DOL developed 14 questions published 
in the report that fiduciaries can for-
mally ask service providers to help 
them evaluate the providers’ proce-
dures. These questions are by no means 
a requirement, but they are an excellent 
tool in vetting service providers and 
their security practices. The questions 
are provided below.
 1.  Does the service provider have a 

comprehensive and understand-
able cybersecurity program?

 2.  What are the elements of the 
service provider’s cybersecurity 
program?

 3.  How will the data of the plan(s) 
be maintained and protected?

 4.  Will the data be encrypted at 
rest, in transit and on devices, 
and is the encryption automated 
(rather than manual)?

 5.  Will the service provider assume 
liability for breaches?

 6.  Will the service provider stipu-
late permitted uses and restric-
tions on data use?

learn more
Education
Managing Cybersecurity Risks in Benefit Plan Administration
Visit www.ifebp.org/webcasts for more information.

From the Bookstore
HIPAA Privacy for Health Plans After HITECH
Reinhart Boerner Van Deuren s.c. 2013.
Visit www.ifebp.org/books.sp?8950 for more details.
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 7.  What are the service provider’s protocols for notifying 
plan management in the case of a breach, and are the 
protocols satisfactory?

 8.  Will the service provider agree to regular reports and 
monitoring, and what will these include?

 9.  Does the service provider regularly submit to volun-
tary external reviews of their controls (such as SOC 
reports15 or a similar report or certification)?

 10.  What is the level and type of insurance coverage that 
is available?

 11.  What is the level of financial and fraud coverage that 
protects participants from financial damage?

 12.  If the service provider subcontracts to others, will the 
service provider insist on protections (as noted above) 
in its agreement with the subcontractor?

 13.  What controls does the service provider have in place 
over physical assets that store sensitive data, including 
when assets are retired or replaced (servers, hard 
drives, mobile devices, etc.)?

 14.  What are the service provider’s hiring and training 
practices (for example, background checks and 
screening practices and cybersecurity training of per-
sonnel)?16

Plan sponsors and fiduciaries should consider sending 
letters to the service providers they’ve identified as having 
access to PHI and PII. The letters should advise the third par-
ties of the DOL report and ask them to provide a summary 
of their cybersecurity programs. Including the 14 DOL ques-
tions in the letters can help ensure fiduciaries will get the in-
formation they need to evaluate whether the providers’ pro-
cedures are sufficient. However, knowing what the providers 
are currently doing (or say they are doing) is not enough.

Plan sponsors and fiduciaries need to monitor the cyber-
practices of their service providers. This can be achieved by 
conducting periodic risk assessments of the providers’ sys-
tems and by performing audits.17 Fiduciaries must be aware 
if something has changed that results in a service provider’s 
current practices no longer being sufficient, so that changes 
can be made. The more sensitive the data a service provider 
has access to, the more important it is for fiduciaries to con-
sider regularly auditing the provider.18 This will help ensure 
risk is being properly mitigated. In developing a monitoring 
strategy, plans must determine who will be responsible for 
monitoring the service providers and how updates will be 
furnished to plan sponsors and fiduciaries.

Of course, it goes without saying that plans need to have 
a written record of their vendors’ obligations in the form of a 
service agreement. Whether reviewing a current agreement 
or negotiating a new one, fiduciaries need to make sure that a 
service provider’s security obligations are clearly spelled out, 
outlining what security measures it is responsible for and 
what those measures entail.19 Guidelines for who will have 
data access should be presented in the agreement,20 as well as 
the provider’s notification obligations. If a service provider 
has a cybersecurity program, the service agreement should 
identify the officer who will be responsible for overseeing 
the program and how and when threat information will be 
shared with plan sponsors and fiduciaries.21 In addition, if 
the plan intends to audit the service provider, that too should 
be included in the contract, outlining how often audits will 
be performed and what will happen if an audit determines 
that the current practices do not comply with contractual ob-
ligations or are no longer sufficient.

Cyberinsurance
The final piece that should be considered when developing 

a risk management procedure is insurance. Simply put, good 
insurance is a must. Cyberliability insurance can extend pro-
tection where a fiduciary policy may fall short. Under a cy-
berliability policy, protection can be triggered at the first sign 
of a breach instead of waiting for a lawsuit.22 Unlike other 
forms of liability coverage, cyberinsurance will not only cov-
er third-party liabilities, but also first-party costs relating to 
breach notifications, public relations, tech support and credit 
monitoring.23 There are various types of cybercoverage so, at 
the very least, fiduciaries should sit down with a broker to 
discuss their options and weigh the costs of a cyberpolicy 
with the exponential risk of HIPAA and ERISA violations 
along with the financial loss following a cyberattack. 

In addition, by undergoing the cyberpolicy underwriting 
process, plans will get additional insight into areas where they 
may be vulnerable and what steps they can take to improve cy-
bersecurity. The same principle applies when contracting with 
service providers that have cyberinsurance. Fiduciaries can ben-
efit in knowing that a plan’s service providers have at least cer-
tain security measures in place due to the underwriting process. 

Conclusion
Unfortunately, cybersecurity is constantly evolving as 

new vulnerabilities are exposed and hackers continue to get 

cybersecurity
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increasingly creative, so plans must 
be ready to change their cybersecu-
rity policies when needed. Plans need 
to constantly and diligently monitor 
cybersecurity threats, review recom-
mendations and modify their cyberse-
curity plans as needed. The U.S. States 
Computer Emergency Readiness Team  
(US-CERT) website is a great resource 
that includes information on recent 
threats, software updates and recom-
mendations to prevent attacks.24 Along 
with modifying as needed, plans should 
conduct comprehensive annual reviews 
of their cybersecurity plans. During the 
annual review, plans should consider 
what procedures are and are not work-
ing. In addition, during the review, 
plans should reach out to third-party 
providers to confirm that the vendors’ 
cybersecurity policies haven’t changed. 
If there have been changes, those 
changes should be documented. 

While implementing a cybersecu-
rity policy is a lot of work for plans, 
the time spent is a good investment, 
because the dollar costs to plans and 
the personal cost to participants from 
a data breach can be insurmountable. 
Even the best cybersecurity policy does 
not entirely insulate a plan from a cy-
berattack. Since hackers are constantly 
modifying and adapting their methods, 
there are no one-size-fits-all approach-
es or guaranteed solutions. However, 
by staying abreast of changes in, and 
ensuring that their plans have a solid 
foundation with, a well-crafted cyber-

security policy, plan sponsors can take 
solace in knowing that they are taking 
important steps toward protecting their 
plans and their plans’ participants.  
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