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  Uncovering Hidden Health Plan Costs   
With Data Analytics

by | Laurent Laor

Data analytics offers a powerful tool for exposing health care 
costs arising from fraud, waste, abuse and errors.
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H ealth spending in the United 
States totaled $3.2 trillion, 
or 17.8% of gross domes-
tic product, in 2015. No one 

knows for sure how much of that is re-
lated to fraud, waste, abuse and errors 
(FWA&E); however, estimates are as 
high as 30% of total health care expen-
ditures, or nearly $1 trillion. 

Eliminating fraud has been the holy 
grail for health care payers, and much 
effort has been devoted to eliminating 
this scourge. Fraud, however, repre-
sents only a small fraction, or less than 
1%, of wasted spending. The remain-
der is attributed to waste, abuse and 
errors—each with its own reason for 
existing. For example, everyone agrees 
that duplicate testing is wasteful. But it 
may be necessary in the current medi-
colegal environment. It also remains 
profitable in a fee-for-service world, 
thus making it an ideal target for those 

looking to take advantage of the sys-
tem. Figure 1 shows the types of waste 
that occur in health care spending.

Data analytics provides plan spon-
sors with powerful tools for uncover-
ing FWA&E. With the right processes 
and policies, plan sponsors can re-
duce or eliminate these hidden costs 
without sacrificing the quality of care 
to plan participants. This article de-
scribes how analytics can be used to 
analyze health plan data and reduce or 
eliminate FWA&E.

What Is Fraud?
Fraud is “an uncommon, well-con-

sidered, well-concealed, time-evolving 
and carefully orchestrated crime.”1

• Uncommon. The number of le-
gitimate transactions far exceeds 
the number of fraudulent ones.

• Well-considered. Once fraudsters 
find a way to swindle, they ex-

ploit it until that type of fraud is 
discovered and preventive ac-
tions are taken. 

• Well-concealed. Fraudulent 
transactions intentionally look 
like legitimate transactions.

• Time-evolving. Fraudsters alter 
their behavior to maximize gains 
and avoid detection.

• Carefully orchestrated. To hide 
their activities, fraudsters will in-
volve multiple legitimate and il-
legitimate enterprises, often 
across geographies.

Individuals or organizations engag-
ing in these activities for the purposes 
of realizing an ill-gotten gain are com-
mitting fraud. This definition helps 
frame the complexities in finding and 
prosecuting fraud. It is uncommon, 
meaning plans need to sift through 
massive amounts of data to develop a 
meaningful hypothesis. New technol-
ogy makes the job easier, but challenges 
such as conflicting standards, outdated 
systems and broken processes remain.

Criminals are always thinking about 
new schemes. On any given day, you 
can open the newspaper and easily find 
a story about some hucksters who suc-
cessfully bilked a health plan out of mil-
lions of dollars. Consider the recent case 
of two Florida men accused of swindling 
$23 million from automobile insur-
ance companies in and around Miami, 
Florida.2 The scam involved multiple 
parties—lawyers, doctors, automobile 
mechanics and patients. There is noth-
ing remarkable about this case, which 
makes it an ideal example and one that 
we will return to throughout this article.

A well-concealed fraud has multiple 
layers. At the top level, fraudsters have 
a web of associations that must be un-
tangled simply to understand the scope 

FIGURE 1
Per Person Breakdown of Health Care Spending  
Attributed to Waste

Source: L. Pierre and Leigh Anne Olsen, The Healthcare Imperative: Lowering Costs and Impo-
ving Outcomes: Workshop Series Summary, Institute of Medicine, 2010.
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of the scheme. The principals will hide their ownership and 
control of the business through proxies and multiple chains 
of indirection. They engage with real and fake doctors, pa-
tients, procedures, drugs and services to generate illegitimate 
claims designed to be indistinguishable from legitimate ones. 
A game of cat and mouse ensues. 

Laws and policies change with time and, with them, so do 
the schemes. New medicines and procedures create oppor-
tunities and incentives for fraudsters. Recent compounding 
pharmacy scandals are a good example. The Department of 
Defense Tricare insurance program saw increases in com-
pound pharmacy spending from $5 million in 2004 to $500 
million for the first half of 2015.3 This meteoric rise was a 
consequence of the U.S. Food and Drug Administration 
(FDA) Modernization Act of 19974 and a Supreme Court 
decision in 20025 that allowed pharmacies to engage in ag-
gressive marketing techniques. In response to this huge in-
crease, Tricare changed its payment policies for compound-
ed medication, requiring that all ingredients in compounded 
medications be approved by FDA. Tricare’s pharmacy benefit 
manager (PBM) also implemented a new screening process 
for the ingredients. The impact to Tricare was immediate: 
Costs in May 2015 fell to $4 million.6

The detection, investigation and prosecution of fraud 
requires significant resources. Unless an organization has a 
specific mandate to prosecute fraud, this kind of work is best 
left to law enforcement professionals. 

Everything Else
A much greater opportunity (and return on investment) 

exists in the detection and prevention of waste, abuse and 
errors as evidenced by the Tricare example. These problem 
areas share many of the same telltale characteristics of fraud 
but require substantially fewer resources. Their proper man-
agement has an immediate impact on working capital and 
the bottom line. A plan sponsor armed with a solid under-
standing of the data and the appropriate tools can design 
policies, procedures and contracts that limit exposure and 
yield significant savings. The necessary tools are drawn from 
mathematics, computer programming, and operations re-
search and are collectively called data analytics.

Analytics
The purpose of data analytics is to help people make bet-

ter decisions given complex data sets. As we move toward 

an increasingly digital and transactional world, data analyt-
ics provides the framework needed to make sense of it all. 
Data analytics gives plan sponsors an invaluable set of tools 
for discovering, reducing and recovering from fraud, waste, 
abuse and errors in health care claims. Before understanding 
the role of data analytics, it is important to understand what 
data plans have.

Data Types
Claims data provides facts about the provision of services 

and associated costs. Relevant information includes patient, 
payer, providers (rendering, referring, operating, attending, 
billing), treatments, diagnosis, medications, units, key dates 
(service, submission), places of service, charges and allowed 
amounts. Comparing facts against each other or known da-
tabases is a very useful way to eliminate bad claims. For ex-
ample, lists of providers that have been excluded by the Of-
fice of the Inspector General (OIG) are readily available from 
the OIG website.7 Claims arriving from excluded providers 
should raise immediate suspicion. 

Plan sponsors also can perform calculations on facts to 
find suspicious claims. Length of stay (LOS) is calculated by 
subtracting the patient admission date from the discharge 
date. Complex surgery with an unusually short LOS should 
raise suspicion. Determining that there are unreasonably far 
distances between patients and providers or that dependent 
children have reached the age of 26 and are no longer eligible 
for coverage are simple calculations plan sponsors can per-
form using mapping software or data spreadsheets.

Claims 

There are four standard health care billing forms. Fraud, 
waste, abuse and errors can appear in any one of them. Infor-

learn more
Education
Fraud Prevention Institute for Employee Benefit Plans
July 16-17, Boston, Massachusetts
Visit www.ifebp.org/fraudprevention for more information.

From the Bookstore
Self-Funding Health Benefit Plans
John C. Garner, CEBS. International Foundation. 2015.
Visit www.ifebp.org/selffunding for more details.
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mation provided in one can be used to validate or contradict 
information in another. Therefore, it is important to collect and 
store as much claim data as possible. The four types of claim 
forms are (1) CMS1500 for outpatient professional services, 
(2) UB-04 for institutional/facility claims, (3) J400 for dental 
services and (4) Drug Claim Form for pharmacy claims.

Each of these paper documents has a digital equivalent 
used for electronic data interchange (EDI). For medical and 
dental claims, the services provided are coded by a medi-
cal biller into a revenue cycle management (RCM) system. 
Claims are then transmitted electronically from the RCM 
as EDI either through clearinghouses or directly to payers. 
Prescriptions take an entirely different administrative route 
for adjudication. Medications are dispensed and paid at the 
point of service through a PBM. Unfortunately, since medi-
cal data and prescription data take different routes, the in-
formation is seldom combined for fact checking and other 
analytic purposes. 

EDI

Institutional (hospital), professional and dental claims are 
typically transmitted in an EDI format known as 837. The 
claim types share a similar data structure, defining who did 
what to whom, when and why, but vary depending on pur-
pose. Prescription claims use their own EDI formats devel-
oped by the National Council for Prescription Drug Programs. 
Insurance carriers and PBMs have slight differences in their 
interpretation and versions of 837 and pharmacy claim files. 
It is imperative to get an up-to-date data dictionary from in-

surance carriers to explain the meaning and file layout of each 
data element in EDI files; otherwise, false positives will result.

Combining the Data
Data coming in from multiple routes can be difficult to 

manage. Benefit fund managers typically rely on other par-
ties such as third-party administrators (TPAs) and PBMs to 
handle claims. TPAs, in turn, use different vendors to edit, 
reprice and adjudicate claims. Each vendor that touches the 
claim is likely to have a particular way of managing, pro-
cessing and storing the data. Some administrators may even 
restrict the payer’s access to claims. It is fairly common for 
TPAs and other claim administrators to insert restrictive 
contract language that limits plan sponsors to auditing just 
a few hundred claims. This made sense when auditing was a 
paper process. However, with EDI there is absolutely no rea-
son to withhold the data. The challenge to the plan sponsor 
in applying data analytics is in deciphering all the informa-
tion added to a claim so it can be analyzed correctly. Only 
once the integrity of the data has been restored, enabling 
apple-to-apple comparisons, can plans start applying frame-
works for detecting FWA&E.

Data Analytic Models
The Centers for Medicare & Medicaid Services (CMS) has 

identified four analytic models that are useful for detecting 
FWA&E.8 Each has its advantages and disadvantages.

 1. Rules-based: These models red-flag certain predeter-
mined fact patterns. Rules-based models are easier to 
understand than other models. They work by taking a 
set of facts and applying if-then logic to either allow or 
disallow a procedure or claim. However, with 68,000 
diagnosis codes and another 8,000 procedure codes, 
both of which are constantly changing, rules can be-
come difficult to manage.

 2. Anomaly-based: These models use mathematical 
models to define normal behavior and flag claims out-
side of the norms. They are easier to manage than 
rules-based models since plans do not have to identify 
every possible scenario. An anomaly detection system 
might be programmed to deny all claims from provid-
ers who prescribe opioids more than 80% of the time. 
Such a model will catch illicit distributors, but pain 
management specialists, who may have legitimate rea-
sons for this type of prescribing, also will be identified.

takeaways
•  As much as 30% of total health care expenditures in the United 

States is estimated to be related to fraud, waste, abuse and 
errors (FWA&E).

•  Data analytics provides plan sponsors a solution for uncovering 
FWA&E.

•  The Centers for Medicare & Medicaid Services (CMS) recom-
mends four analytic models for detecting FWA&E: rules-based, 
anomaly-based, predictive and social network.

•  A useful framework for applying analytic models starts with a 
claim and adds levels for day, patient, provider and the plan.

•  Plan sponsors can employ readily available tools including Google 
Maps and Excel spreadsheets to analyze claims for FWA&E.
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 3. Predictive: These models compare behaviors of actors 
against known bad actors and determine similarities. To 
start the model, the plan must have a list, called the 
training set, of known bad actors. The training set is fed 
into a machine learning or artificial intelligence (AI) en-
gine. The results of the training set are then compared 
against all other actors, which are known as the test set. 
Actors within the test set that exhibit similar behaviors 
to known bad guys percolate to the top of the list. 

 4. Social network: This raises suspicion based on provider 
associations. These models use the theory that people 
interact with similar people, which is reasonable con-
sidering the strong influence individuals have with their 
social network. Scams such as ping-ponging, in which 
providers refer patients to other physicians in the same 
office, and steering, in which patients are directed to 
particular providers for medically unnecessary visits, 
come to light through social network analysis.

Data Analytic Application
Thornton et al. propose a useful framework for apply-

ing these analytic models for predicting health care fraud 
in Medicaid.9 They describe levels of analysis for finding 
FWA&E. Level 1 considers a single claim. Additional levels 
are built by adding claims across time and considering the 
data from the perspective of various stakeholders.

Level 1: Claim

Rules-based example: Gender/procedure mismatch. The 
analysis detects that a fact (the member’s gender) from the 
member database is inconsistent with the procedure billed. 
At this level, only the internal consistency of the facts on the 
claim are checked. In other words, “Does this claim make 
sense given the rest of the information on this claim?” Many 
issues such as the LOS and patient/provider distance are 
discovered here, as well as duplicative claim lines, overpre-
scribed medications and plan exclusions.

Level 2: Day

Rules-based example: Upcoding (billing a procedure at a 
higher level than is medically justified). Plans can find exam-
ples by comparing bills from different providers for the same 
patient on the same day. Duplicative services and bills and un-
bundled procedures (breaking a procedure into multiple proce-
dures to maximize reimbursement), in addition to upcoding, 

are the types of discoveries made at this level. Systems that can 
perform this type of analysis are considerably more complex 
than those at Level 1 because the software must retain facts 
and outcomes of previously considered claims.

Level 3: Patient

Anomaly-based example: Unnecessary services. The ex-
ample of the Miami duo shows multiple chiropractors and 
clinics “rapidly running up the medical bills by requiring pa-
tients to get a lot of treatments . . . and expensive tests in a 

FIGURE 2
Predictive Chiropractic Fraud Model

Chiropractor Training Set

Chiropractor Test Set

Auto Body Shop

Through the use of mapping software, an artificial intelligence agent 
can predict the likelihood of fraud by comparing the chiropractor train-
ing set against the chiropractic test set. Chiropractors in the test set 
that are in close proximity to the auto body shops may be more likely to 
be fraud participants.
*Note: Map based on a $23 million fraud case in Miami, Florida.
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short period of time.” Comparisons with other patients show 
very different treatment patterns.

An important note: The absence of information can be 
as informative as its presence. Cases of negative information, 
such as ambulance bills without accompanying hospital bills, 
are a good example of missing information providing clues 
to malfeasance. In 2002, CMS paid nearly $402 million for 
improper ambulance transportation, discovered in part from 
such an analysis.10

Level 4: Provider 

Anomaly-based example: Peer group comparisons are a 
powerful method of finding aberrant behavior. They reveal 
whether providers are staying within cost and care norms. 
Policies can be designed to reduce losses from excessive 
treatment and billing behavior.

Level 5: Plan

Predictive and social examples: Here we return to our 
Miami duo. Figure 2 shows the chiropractic clinics (purple 

circles) under their management were in close proximity to 
the automobile body repair shops (red circles) that referred 
the “patients.” Features such as the profiles of people em-
ployed by the clinics and body shops, distances between the 
businesses and other relationships are processed as part of 
the training set. The AI engine then compares the unknown 
clinics (blue pinpoints, or the test set) against the training set 
to predict the likelihood of illicit behavior.

Conclusion
Plan sponsors can conduct many of the types of audits 

described in this article by using spreadsheets and other 
easy-to-use tools. The keys are to (1) get the data, (2) make it 
usable for comparison and (3) look for violations to simple 
logic and aberrant behavior.

Data analytics are a fundamental part of understanding 
and managing health care expenses. They can reveal hidden 
patterns that drive wasteful spending. It is not necessary to 
demonstrate fraud to reap the benefits of a disciplined ana-
lytics program. Plans can instead focus on data-driven poli-
cies and procedures to reduce unnecessary spending.  
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