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Public Employees Have a Right to Privacy in 
Their Medical Records

Hancock v. County of Rensselaer, 882 F.3d 58  
(2nd Cir. Feb. 9, 2018). 
Public employees have a constitutional right to privacy in their 
medical records but did not allege damages sufficient to bring a 
claim under the Computer Fraud and Abuse Act (CFAA). 

The plaintiffs, employees of the Rensselaer County Jail, 
filed a suit in which they alleged that the county breached 
their right to privacy in violation of the Due Process Clause of 
the Fourteenth Amendment and CFAA. The plaintiffs alleged 
that their medical records were accessed by the jail as part of 
the sheriff ’s attempts to rein in employees’ use of sick leave. 
In response, the defendants argued that the plaintiffs’ allega-
tions are insufficient to bring a claim under CFAA and that the 
medical conditions contained in the health information were 
not serious enough to create a protected privacy interest.

The district court found that the plaintiffs had not alleged 
damages necessary to bring a claim under CFAA and that 
the plaintiffs’ medical records were not sufficiently serious 
or stigmatizing to create a constitutionally protected right to 
privacy. The plaintiffs appealed. 

The Second Circuit Court of Appeals agreed that the 
plaintiffs did not have a claim under CFAA because they 
failed to allege economic damages, and their allegations that 
the breach may have chilled their inclination to seek medical 
care was strictly hypothetical. However, the Second Circuit 
found that the plaintiffs did have a privacy interest in infor-
mation about their bodies, regardless of the seriousness or 
stigmatizing nature of the medical records, and remanded 
the case to district court.

The court found that the state’s access of medical infor-
mation violates the Fourteenth Amendment if, when con-
sidering the government’s reason for accessing the informa-
tion, the breach of privacy was so arbitrary as to shock the 
conscience. If the government’s reason for accessing the re-
cords is arbitrary or malicious, it will violate the Fourteenth 
Amendment, regardless of the nature of the information 
contained in the medical records. However, the seriousness 
of the information accessed may require that the court more 

carefully consider the government’s legitimate purpose in ac-
cessing the information. 

This case underscores that public employees have a pri-
vacy interest in their medical records, regardless of what they 
contain. Thus, the employer’s preferred reason for accessing 
those records is important in determining if the employee’s 
right to privacy has been violated. 

Fifth Circuit Agrees With Other Courts on 
Standard of Review for Cases Challenging 
Benefit Eligibility Denials

Ariana M. v. Humana Health Plan of Texas, Inc., 884 F.3d 246 
(5th Cir. Mar. 1, 2018). 
Courts must review plan administrator’s denial of benefits for Em-
ployee Retirement Income Security Act (ERISA) plans under a de 
novo standard of review, regardless of the basis of the denial.

In Firestone Tire & Rubber Co. v. Bruch, the Supreme 
Court held that denial-of-benefits claims must be reviewed 
under a de novo standard for ERISA plans that do not del-
egate discretionary authority to the administrator. Following 
that decision, almost all circuit courts have held that all chal-
lenges to a plan administration determination of the ineligi-
bility of beneficiary are reviewed under a de novo standard if 
that administrator was not delegated discretionary authority. 
However, the Fifth Circuit, in Pierre v. Connecticut General 
Life Insurance Co., held that only determinations based upon 
a legal interpretation are reviewed de novo, while challenges 
to a factual determination of ineligibility are reviewed under 
the more deferential abuse-of-discretion standard. 

The plaintiff in this case is a dependent covered by a group 
health plan insured by Humana Health Plan of Texas, Inc. 
Humana also makes the benefits determinations for that 
plan. The plaintiff was in partial hospitalization from April 
to September 2013 for treatment of her eating disorder; how-
ever, Humana determined that this treatment was no longer 
medically necessary beyond June 5, 2013 and denied eligi-
bility for the plaintiff on that basis. After Humana denied 
appeals for benefits through its review process, the plaintiff 
filed suit.
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The plaintiff alleged that Texas law invalidating delegation 
clauses overrode the Pierre abuse-of-discretion standard and 
required the court to apply de novo review. The district court 
found that Texas law could not dictate the ERISA standard of 
review. The court applied the Pierre abuse-of-discretion stan-
dard to Humana’s factual determination that the plaintiff was 
ineligible for benefits and ultimately found for the defendant. 
The plaintiff appealed, and the Fifth Circuit affirmed the dis-
trict court determination. However, the judges also wrote a 
concurring opinion questioning the validity of Pierre in light 
of the determination of every other circuit examining the is-
sue that de novo review should apply to all determinations 
of ineligibility. Therefore, the Fifth Circuit Court of Appeals 
agreed to rehear the case en banc.

Upon rehearing, the Fifth Circuit affirmed that the Tex-
as statute prohibiting delegation clauses did not determine 
the standard of review for ERISA cases. However, the court 
found that Pierre should be overturned. The Fifth Circuit 
highlighted the other circuits’ reading of the Supreme 
Court decision in Firestone, emphasizing the ways in which 
it differed with its own reading. It also determined that a 
more vigorous standard of review would provide greater 
protection to employees and beneficiaries, consistent with 
the intent of ERISA. In addition, the court found that its 
previous reliance on trust law and analogies to administra-
tive law was flawed. Lastly, the Fifth Circuit determined 
that de novo review in the other circuits did not lead to 
a large increase in ERISA cases filed in the courts. Based 
upon these considerations, the court concluded that de 
novo review is appropriate for reviewing all benefit eligi-
bility determinations, regardless of their basis on factual 
or legal findings. 

However, in altering its standard, the court highlighted 
that it is not expanding the scope of review beyond the facts 
that were before the plan administrator at the time of the de-
cision. The court found that circuits, though maintaining a 
de novo standard of review, are split on what information 
may be considered by a judge when reviewing the determi-
nation. Therefore, it determined that a change to a de novo 
review did not require altering the information that the court 
may review. 

In a dissent, Judge E. Grady Jolly stated that the majority 
misreads the Supreme Court opinion in Firestone and that 
practices of trust and administrative law support a distinc-
tion between factual and legal determinations of eligibility. 
Jolly also argued that a desire for uniformity is not sufficient 
to overrule Pierre, particularly when courts still vary on the 
scope of review. 

In her dissenting opinion, Judge Priscilla Owen empha-
sized that the Supreme Court has stated that the principles of 
trust law apply to ERISA benefit denials; therefore, an abuse-
of-discretion standard should be applied to factual determi-
nations of ineligibility, as the standard would be applied in 
similar cases under trust law.

Lastly, in a dissenting opinion, Judge Jennifer Walker El-
rod argued that the plaintiff ’s claim fails under either a de 
novo standard or an abuse-of-discretion review. 

Following this case, all circuit courts that have examined 
this issue apply a de novo standard of review to ERISA ben-
efit denial claims, regardless of the denial’s reliance on legal 
or factual determinations, when the plan does not contain 
a valid delegation of authority clause. However, what facts 
each court will consider in reviewing such a determination 
still varies amongst the circuits. 


