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The CEBS Program

The International Foundation’s highest educational achievement
is its Certified Employee Benefits Specialist (CEBS) designation.

The program comprises five self-study courses (each with an
exam) that provide deep technical knowledge of employee
benefits.

While the program is intense, its content

should not intimidate anyone interested in

employee benefits. The CEBS icon in the corner

of some slides indicates that the following topics

overlap with CEBS content
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Introduction to Public Sector

Benefits Administration

- Day Two agenda
— Questions and review from day one
— Benchmarking and Performance Measurement
— Public Contracting and Procurement
— Project Management
— Implementing Technology in the Public Sector
— Developing a Business Continuity or Disaster Recovery Plan
— Ethics in the Public Sector
— Case Study
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Introduction to Public Sector

Benefits Administration

* Quick review—Day 1 _
— Any questions or issues from day one? m
— Public Sector Structure
— Government Budgeting and Finance
— Federal Legal and Regulatory Requirements
— Navigating the Political Landscape
— Strategic Planning

— Demographics in the Public Sector
— Human Resources Strategies
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Benchmarking and
Performance Measurement

137

Benchmarking and Performance Measurement

« What are they and why use them?

Benchmarking

Performance
Measurement

<

<

('

e Readiness

¢ Objectives

e Common Mistakes
¢ Ethics

¢ Developing good measures
o Lifecycle challenges, and limitations

e Types of performance measures
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What Is Benchmarking?

- Benchmarking is comparing your organization’s
business processes and performance metrics to
industry bests and
best practices from other companies

At its core, it is the concept of learning and
sharing
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Why Use Benchmarking?

« It helps organizations focus on significant
improvements rather than incremental
improvements and helps identify real-life targets

- Benchmarking provides a measurement system

- Figuring out what to benchmark moves you to
measure your Own processes
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What Is Performance Measurement
and Management?

- Performance measurement is the process of
developing and using meaningful and objective
indicators that can be systematically tracked to
assess progress made in achieving
predetermined goals

- Performance management is expected as a
part of @ manager’s job to use data to drive
decision making and improvements
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rQ DISCUSSION GOAL: Share ideas and perspectives on how benchmarking and

performance management can drive continuous improvement.

@ LIST TWO PROCESSES @ FOR EACH OF THE
YOU COULD IMPROVE, TWO PROCESSES,
based on your own internal . A Had g think of three organizations

measures or feedback from you might benchmark against
customers. for that process.

PROCESS 1 - BENCHMARK AGAINST:

PROCESS 2
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Measure Your Organization’s

Readiness for . . . Benchmarking

« Does your CEO/COO show personal leadership?

« Do you have a culture of openness and trust?

« Do you have agreement on basic assumptions?
 Is there a commitment to evaluation?

 Are resources for measurement available?

Is there a commitment to applications of results?
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Define Your Objectives

Clear objectives drive focused benchmarking and meaningful improvement.

@6 @ @ @

WHAT BY HOW MUCH WHO CARES WHAT MATTERS MOST
Why are you What process or By how much do Is it of interest Does it focus on critical
benchmarking? service do you want you want to to your business needs and is it
to improve? improve? customer? significant in cost or key

non-financial indicators?

o Link to your o Focus on the o Set specific, 0 Ensure it matters 0 Target what is most
organization’s right area that measurable, to those you important and will
mission, goals, has the greatest achievable serve and deliver meaningful
and priorities. impact. targets. impacts them results.

positively.




Common Benchmarking Mistakes

 Lack of leadership and underestimating time commitment

 Picking the wrong people for your benchmarking team
and too many people on the team

 Failing to consider the long-term objectives

« Teams taking on too much, and collecting too much data,
not understanding how data will be used

« Focusing on numerical targets rather than processes
« Making benchmarking an absolute standard
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Ethics of Benchmarking

« Obey the law!

Be prepared from the start

Be willing to give the same information you want
Respect confidentiality

Follow the chain of command

Be honest
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r@ DISCUSSION GOAL: Identify where benchmarking can improve benefit plan

performance, cost management, customer service, and operational effectiveness.

\\ @ WHEN SHOULD
| BENCHMARKING BE USED?

||||| © wHo sHouLp You
" BENCHMARK AGAINST?
BEN EFITS g
BENCHMARKING

.
._l_l_ @ wHaT sHoup
BE BENCHMARKED? |

147

Performance Measurement (Reminder)

- Performance measurement is the process of
developing and using meaningful and objective
indicators that can be systematically tracked to
assess progress made in achieving predetermined
goals
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Why Measure Performance?

« Performance measures show the progress towards goals
and objectives

« Performance measures help decision makers refine
strategies and improve results

« Performance measures help build support for programs

« Performance measures help managers deliver expected
results (what gets measured, gets managed)
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Good Performance Measures

Should be:

@ Meaningful a Clear
] Avoid perverse
Q Consistent o incentives
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Developing Performance Measures

Thoughtful questions lead to meaningful measures that drive better outcomes.

@ @ k) ()

1. PROGRAM GOALS 2. CUSTOMER FOCUS 3. VALUE DELIVERED 4. RESULTS MEASURED

What is the purpose Who are the customers What aspects of the How can you explain
or goal of the or beneficiaries? program performance numerically what the
program? are valued by program accomplished?
customers?

o Clarify the program’s ° Identify those the o Determine what matters o Use measurable data to
mission and the program serves and most to customers and quantify results and
outcomes it aims to understand their what success looks like demonstrate impact.
achieve. needs. from their perspective.
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Performance Measurement Lifecycle

Customer
Input

Decide
service
area to be
measured

Seek
customer
feedback

*

Report Develop
results measures

Collect
and
analyze
data

10




Challenges

* You can’t measure what I do

« The measures aren’t fair because I don’t have
control over the outcome or impact

« It will invite unfair comparisons

« The data will be used against the program

- We don’t have the data

« We don't have staff resources to collect the data
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Limitations of Performance Data

- Data do not, by themselves, tell you WHY
the outcomes occurred

« Some outcomes cannot be measured directly

« Performance data are only PART of the
information managers and elected officials need
to make decisions

154
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Types of Performance Measures

Input

Quality Output

Performance

Measures

Efficiency Outcome
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Input Indicators

Input indicators describe amounts
of available resources for a Input

specific service or program

\Output

Number of covered lives \ ,

Efficiency Outcome

Examples: Q”"""ty’
Number of staff

156
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Output Indicators

Output indicators report the
number of units produced or
services provided

Examples:

* Number of treatment
episodes delivered

«  Number of sick days
used by employees

«  Number of vaccinations
given to children

Input
N

Quality

‘)utput

(4

Efficiency Outcome
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Outcome Indicators

Outcome indicators report the
results of providing a service

Examples:

« Percent reduction of
chronic conditions

« Reduction in incidence
of disease (rates)

« Increased employee morale

Input

Quality

\Output
Efficiency !utcome

158
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Efficiency Indicators

The two types of efficiency indicators
examine how effectively a program is
performing by measuring resources Input
consumed per unit of output

« Simple efficiency indicators focus
on the ratio of outputs to the
dollar cost of output production.
For example, “cost per client visit”

* Productivity measures focus on
rate of output per unit of input.
For example, “number of clients
seen per hour, per provider”

Quality

Outcome

Efficiency

159

Quality Indicators

Quality indicators measure effectiveness
in meeting the expectations of
customers and stakeholders Input

Examples: Quality

» Percent of reports that
are error free

* Percent of records entered
accurately in a data system

- Percent of customers that Efficiency Outcome
rank service as exceeding
their expectation

160
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Performance Measurement—

Benefit Examples

» Performance Standards
— Defines expectations for services and performance
— Assists customers in achieving desired levels of service

— Assists benefits provider in understanding expectations and developing
strategies to meet standards

¢ Performance Guarantees
— Establishes tangible incentives for providers to meet standards
— If provider fails to meet standard, they must pay financial penalties

— Goal is not for the organization to make money, but rather for the
provider to meet the standards, and customer needs to be met
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Performance Measurement—

Small Group Exercise

rg DISCUSSION GOAL: Share experiences and insights about how performance

measurement helps drive results—and the challenges when it's missing.

# =
0 @ PERFORMANCE © PERFORMANCE
._._l METRICS STANDARDS AND

GUARANTEES

* What performance
standards or guarantees
are in place?

* How are they
communicated?

+ How is performance

@

+ What key performance
metrics does your
organization use?

* How are metrics
selected?

+ How are metrics
tracked and reported?

e measured against them?
WHERE SOLID o WHERE LACK OF /—\
PERFORMANCE THESE COMPONENTS |
e MEASUREMENT HAS OR COULD \J
HAS BEEN CREATE PROBLEMS
ADVANTAGEQUS

+ Share examples where
weak or missing
measurement caused
challenges.

+ What was the impact?

+ Share examples where
strong measurement
led to better outcomes.

+ What were the results

or benefits? 162
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Public Contracting and
Procurement

163

Public Sector Procurement Process

Contracting Performance
and and Contract
Execution Management

Closeout and
Evaluation

Business Procurement Solicitation
Strategy Planning and Award

164
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Why Solicit Competitive Proposals?

Informs Suppliers

Identifies requirements

Alerts suppliers of a competitive process

Allows for wide distribution

Ensures suppliers respond factually

Transparent, structured evaluation and selection
procedures

S
@
&
@

165

 Similarities in common competitive approaches:
— Informal Quotes
— Requests for Proposals
— Best and Final Offer
- Differences in process
— Bidding rules differ widely
— Common issues: Responsive bids, confidentiality

« Growth in state/local cooperative procurements

166
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Procurement in Practice—Example Guide

GOODS ALL SERVICES

=4
Ag e n Cy o Request for Quotes (RFQ) Request for Informal Proposals (RFIP)

n e

sd) 1) Develop Specifications and 1) Develop Scope

t ' 2) Develop ICE 2) Develop ICE
p rocu re m e n f., 3) Identify potential vendors (no quotes) 3) Identify potential vendors (no quotes)
.d h sl’_ 4) Submit Solicitation Request in TriP$ 4) Submit Solicitation Request in TriP$

g u I e_ OW € Processing time: 10-25+ Working days =
to procu re GOODS ALL SERVICES
g OOd S a n d g Invitation to Bid (ITB) Request for Proposals (RFP)

n 1) Develop Specifications and ICE 1) Develop Scope and |ICE

H ‘: 2) Identify potential vendors (no quotes) 2) Identify potential vendors (no quotes)

SerVICeS g 3) Submit Solicitation Request in TriP$ 3) Submit Solicitation Request in TriP$

o] 4) Over $2M requires Board approval 4) Over $2M requires Board approval

€ Processing time: 40-70+ Working days -
TriP$= procurement
NON-COMPETITIVE PURCHASING
system
. b sl Sole Source Emergency
ICE = Independent % Direct purchase from OEM, b(and Only available from one Requires declaration of emergency
. S | nameor equal, warranty services, g o . %

cost estimate ) . potential vendor; limited to 2 circumstances that threaten life or

= aityremberships advertsing, ears; requires public notice roperty that could not be foreseen

< copyrighted materials years; req P property

Start with a Solicitation Exemption Request 167

Public Procurement Lifecycle

Lose.

£

R——

e Identify need e Scope of Work e Solicitation e Implement

e In-house vs. ¢ Responsibilities e Evaluation e Performance
Outsource e Draft RFP e Negotiate and monitoring

e Stakeholder award e Close-out and
Team ° Approva|s review

168
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Understand the Current State

Before Issuing an RFP

» A successful procurement starts with a thorough
understanding of existing services, costs, participants
and governance.

» Supports the business need, opportunities for
improvement and ensures the RFP solicits the right
solutions and services.

» Consider alternatives depending on anticipated
spending and availability of cooperative procurements

169

Before the RFP

 Consider issuing a “Request for Disclosure”

« Current benefits provider is asked to disclose all
elements of their work, including

All services provided All fees, charges, expenses
Current participation Participant demographics
Administrative support Existing contracts
Participant services, including Plan Document and
counseling and education governance materials
Investments, including quality Investment historical

and fund objectives performance and returns

170
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Identify the Business Need

Investment Advisory Services for Retirement
Plans RFP Example

@ Support oversight of pension trust assets

a1 Assist Trustees with investment decisions

E Monitor investment manager performance

:ai Provide independent fiduciary guidance

Deliver trustee education and industry expertise

171

In-House vs. Outsource

Investment Advisory Services for Retirement Plans
RFP Example

> External expertise for asset allocation studies

» Investment manager searches

» Performance measurement

» Fiduciary consulting and trustee education

Conclusion: Specialized investment advisory
services required beyond our internal resources

172
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Stakeholder Team and Responsibility

Stakeholder

Program Decision Makers, Operating
Staff, Subject Matter Experts (SME)

Procurement Staff

Responsibility

Identify business objectives, operational
needs and requirements

RFP Administration and compliance
Internal Partners Experts on IT, HR, Benefits, Payroll
Legal Counsel
Budget Staff

Outside Experts / Consultants

Contract review, regulatory matters
Verify funding, financial impacts

Specialized and technical expertise
Executive Leadership Provide strategic direction and approvals

Governing Board Final contract approval and award

173

Stakeholder Team and Responsibility

Investment Advisory Services for Retirement
Plans RFP Example

Y

PENSION TRUSTEES

LEGAL

e

FINANCIAL
SERVICES STAFF

£z

INVESTMENT
ADVISORY

B SERVICESRFP

|

00
PLAN PARTICIPANTS

[

PROCUREMENT

.III
PENSION CONSULTANT
(IF UTILIZED)

174
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Develop Requirements (SOW)

Proposal format
requirements

e Electronic, hard copy, defined format

Scoring and

: o « Identify criteria with maximum possible points
evaluation criteria fy P P

Budget » Specific amount, range, or not disclosed

Timeline » When do you expect the project milestones to be completed?

« For both requestor and bidder

» Specific-no flexibility

175

Develop Requirements (SOW)

Well defined scope of work sets expectations:

> Define the role of the organization and role of successful
proposer

Identify specific requirements to be met
Outline the project schedule and timeline
Determine acceptance criteria

Describe training, transition implementation and ongoing
support requirements

YV V V V

176
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Develop Requirements (SOW)

Overview of your organization

Project description, goals and objectives
— What do you intend to accomplish?

— Short- and long-term goals

Technical requirements

— Platform

— Security

Functional requirements

— What features and functionality do you expect?
e.g., Forms, upload/download capability, custom functionality

177

Develop Requirements (SOW)

Evaluating the Organization behind the proposal

000 O &

Financial Industry | Organization | Clients and Legal and
Strength Experience and Team Reputation | Compliance

Ownership Years in Number of Customer Litigation
structure business employees base history
Financial Relevant Qualifications  Client Regulatory
Condition expertise of team retention actions
Sustainability ~ Public sector  Depth of References Conflicts of
experience resources interest

178
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Develop Requirements (SOW)

Investment Advisory Services for Retirement Plans
RFP Example

» Investment Performance Monitoring and Reporting

» Investment Manager Searches

> Asset Allocation Studies

» Fiduciary Guidance and Trustee Education

» Support to the annual external audit as it relates to
pension note information

179

Scoring and Evaluation Criteria

Project Management Institute (PMI) selection
criteria and weighted value:

’U Understanding of the work 30%
i Qualifications and experience of project team 20%
\ Technical approach 20%
O Cost 20%
4 Expected outcomes and value added services 10%

180
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Scoring and Evaluation Criteria

 Evaluation team independently reviews and
scores proposals

 Proposals are evaluated using established
criteria and weighting

« Procurement oversees the process to ensure
fairness, consistency and integrity

 Highest ranked proposer advances to interviews
and finalist consideration

181

Scoring and Evaluation Criteria

Investment Advisory Services for Retirement Plans
RFP Example—Scoring Criteria:

Firm Understanding
Qualifications | of Work (40 Characteristics
(35 points) points)

Excellent 32-35 36 -40 Extensive detail, thorough
understanding, many strengths
Good 28 - 31 32-35 Adequate detail, solid
understanding, low risk
Acceptable 25 =27 28 =31 Minimal detail, moderate risk
Marginal 21-24 24 - 27 Limited understanding, high risk
Unacceptable <20 <23 Errors, omissions, high risk

25




Issue the RFP—Reaching the Market and
Protecting the Process

Maximize Competition
e (Cast a wide net

* Leverage professional
associations and industry
networks

« Reach qualified vendors with
relevant experience

« Competition often improves
innovation, quality and value

Maintain Process Integrity

+ Establish a single point of
contact for communication

« Direct all questions through the
procurement process

« Avoid discussions with
proposers outside authorized
channels

« Remind leadership, trustees
and elected officials to avoid
individual communications
regarding the solicitation

183

Steps After Issuing the RFP—Overview

A

‘ Proposal
‘ Evaluations
RFP Addendum

Proposer’s
conference

Contract
Administration
Protests

A

Finalist
Interviews

Contract Award

184
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Proposer’s Conference

Provides a forum for potential proposers to gain a
better understanding of the solicitation and ask
clarifying questions

« Held after the RFP is issued

« Opportunity for proposers to ask questions

« Clarifies requirements, scope and expectations

« Ensures all proposers receive the same information

« May be mandatory or optional

185

RFP Addendum

Communicates clarifications to all bidders from the
proposer's conference.
 Issued after proposer’s conference

« Summarizes questions asked at conference, and provide
answers

« Becomes part of the solicitation documents

« For mandatory conferences, only attending firms may be
eligible to submit proposals

186
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Proposal Evaluations

 Evaluating proposals
fairly and consistently.

« Proposals are evaluated
independently using
established criteria
before group discussions.

STAKEHOLDER EVALUATION TEAM

ranks proposals according to
established criteria.

e PROPOSALS EVALUATED
INDEPENDENTLY

Proposals should be evaluated
independently.

PURCHASING OVERSIGHT

Purchasing should be present at
all stages of evaluation to oversee
process and protect process integrity.

FINALIST(S) SELECTED
Finalist(s) selected once
evaluations complete,

187

Final Selection Process

Finalist
Interviews

Best And
Final Offer
(BAFO)

Revised
Proposals

Reference

Negotiate
Checks and Award

188
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Finalist Interviews

Finalist interviews should supplement, not replace,
the written evaluation process.

» Invite top ranked firms

» Provide questions in advance

» Include key decision makers

» Clarify and compare

» Consider BAFO

» Document Commitments

189

Checking References

- Verify performance, value and customer
experience before making a final decision

Conflict of General

. : ; Business value
interest satisfaction L=

Customer Former
support customers

Implementation

190
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Contract Award, Negotiation and Finalization

) ]
i 0 4
@ seLECT WINNING @ NEGOTIATE © LecaL @ norice oF © Execute
PROPOSER TERMS REVIEW AWARD CONTRACT
+ Identify highest- «+ Finalize scope, * Review contract * Notify selected * Obtain required
ranked proposer deliverables, and language proposer approvals
. pricing : « Provide notice to
Document ; ' . Addre_ss risk, i chakil ¢ Fully execute the
recommendation + Confirm commitments compliance, and proposers agreement
made during‘the insur:ance : « Observe any . BeginAimplemenlation
procuremen requirements applicable protest planning
period
CASE STUDY - INVESTMENT ADVISORY SERVICES RFP e . NOTE:
. L 2 e a” D
(/] H}lghesl—ranked pr?Poser |d§ntcﬁed through the evaluation process ,-e:g A protest period may
@ Final terms alnd pricing confirmed o E | RN bt apply between Notice
& Contract reviewed through the organization's contracting process LLL/GR)
- . = e\ /) of Award and contract
& Award rec dation communicat — i
@ Contract executed and implementation commenced execution.
191

Responding to Procurement Protests

Unsuccessful proposers may challenge the procurement
process or award recommendation

Defend the Process
Manage Stakeholder Concerns

Ny
2s's ) Demonstrate Fairness

21%®) Documentation

192
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Protests in the RFP Process

 Clearly written, closely followed bid document is best
defense against protests

 Bidders are usually entitled to review competing bids and
RFP results within short period following award

« Competing bids may have to have certain elements
redacted (e.g., Proprietary client list)

» Loopholes or procedural errors may negate bid process

- Important to involve legal counsel from beginning of
bid process, and immediately if a protest is received

193

Protests in the RFP Process

 Bidders may involve elected officials, formally or informally

« Informing elected officials of potential problems before
they occur is a good defense

« Demonstrate to elected officials that process was
conducted objectively and according to established criteria
and protocols

« Illustrate how the winning bid meets the desired
outcomes better than other bids

194
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Contract Administration

Building expectations and managing performance
@Contract Owner/Program Decision Maker

& Establish Expectations

[y Measure Performance
(& Manage the Relationship

@) Achieve Successful Outcomes

195

Contract Administration

- Managing your vendors:
— Dedicated staff
— Contract specifications
— Performance guarantees
— Performance measures
— Ongoing communications—Performance management
— Regularly scheduled performance reviews
— Customer feedback

196
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Contract Administration

« Program decision maker ultimately responsible for
contract administration

« Contract should have clearly stated:
— Statement of work
— Performance expectations
— Service deliverables
— Project milestones
— Payment terms
— Periodic reviews of services provided
— Consequences for non-performance

197

 Darleen Druyun

— Second most senior U.S. Air Force
procurement official

— Leveraged negotiations for a
$20 billion contract with Boeing
for her employment at Boeing

— Conviction: Nine months in
prison, $5,000 fine and 150
hours of community service;
Illegal conflict of interest

198
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Procurement Discussion Questions

r DISCUSSION GOAL: Explore the similarities and differences between commercial and
Q public-sector procurement and discuss why those differences matter.

b

SIMILARITIES?

&7\ © WHERE ARE THE © WHERE ARE THE
@ KEY DIFFERENCES?

e =)
f/ "\.\
© whHypoes T © How Do WE DEMONSTRATE [ XTR |
MATTER TO SUPPLIERS? OBJECTIVITY? \@ |
NG,

-

199

Project Management

200

34



Project Management

* Definition

Effective leadership

A word about goals

Waterfall vs. Agile

Project scheduling

Post project evaluation

Project management resources

Project Management Definition

- Project management is the process by which
actions are planned, resources organized, and
activities initiated and managed to achieve a
specific goal or purpose, or to produce a
specified deliverable

202
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The Effective Project Leader

“People”
people

N

Good
wanners

Good
Problem

Solvers

Business
Awar1
Actior\

Oriented

203

A Word About Goals

...‘ - ‘

S.M.A.R.T.

204
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Waterfall vs. Agile

- Waterfall—Project is planned in a linear manner where
each subsequent phase initiates after the last one ends
— Useful for projects with clearly defined requirements and

firmly set tasks and deadlines, and when more time is
available for planning

« Agile—Divides work into sprints; It is a flexible, iterative

design and build process that does not rely on a
pre-planned process

— Useful for projects with ambiguous end goals that may
change course, have limited planning time available,
or need to launch quickly

205

Sample Project

Available at:

https://does.dc.gov/sites/default/files/dc/
sites/does/page content/attachments/UP
LA%20Report v12.pdf

\ UNIVERSAL PAID

FAMILY LEAVE
PRELIMINARY REPORT

206
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https://does.dc.gov/sites/default/files/dc/sites/does/page_content/attachments/UPLA Report_v12.pdf

Project Plan Example

OPFL Road Map

*Initiation, Planning, and Preliminary
Analysis

«Technology Acquisitions, Design and
Technology Preliminary Selru.p )
f and C

«Quarterly System Requirements Report

*Owned vs. Leased Analysis
*Construction and Renovation
sImmediate Hires.
Staffing *Key Tax Division Staff
*Key Benefits Division Staff

+Testing and Training
Technology #Tax System Deployment
+Quarterly System Requirements Report
*OCFO and Additional Benefits Staff
«Benefit Payment Control Staff
*Navigation Call Center Staff

#Testing and Training

*Benefits System Deployment
| »Quarterly System Requirements
- Report

Year 1 =======

[ N +Medical Unit
*Benefit Payment Control Unit
| «Appeals Unit

+Claims and Benefits

Year 3 207

Sample Methodology

Available at:
https://projectresources.cdt.ca.gov/agile/

State of California

Framework

e

Diwinaing of Tecooor
e e

208
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Agile Methodology Example

State of California

Deliver

Service Demonstrate

Readiness

00000

Agile
Framework

&

)

Startby Conduct an Determine Perform
Learning Assessment Strategy Discovery

@ CA-Agile Lifecycle

209

Agile Methodology Example

Planning _

-
T

Understanding

1 Start by Leaming

PEI—— 3.2 Conduct Some.
User Research
Form Teamfs)
13 Leam How CA
Governs Agile
Arre—— Plan Relesses
Analysis
3.5 Approve
[rr—
Project Proposal
PaLSTAGE 1

THE CA-AGILE FRAMEWORK DEVELOPMENT TEAM IS STILL THINKING ON AND EXPANDING
THIS PROCESS. THE DOING AGILE PROCESS PHASE ACTIVITIES WILL BE FURTHER FLUSHED
QUT AS WE CONTINUE TO INCREMENTALLY DEVELOP GUIDANCE.

.1 Form Research 55 Conduct
Teamis)

- - o e
This Table of Contents pravides context about the = Marks completion of Project
A s 512 Fund Project processes and activities associated with a CA-Agile: Approval Lifecycle (PAL) gates
ot = s Lifecycle. The team will incrementally deliver
Product Backlog und a 4Pl ) = Reminder of the iterative nature
T=n nderstanding and Planning Agile content as e process

playbooks, define Doing Agile activities, and iterate
from an Alpha to Beta 1o Live version of CA-Agile

210
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Gantt Example

202X 202Y 2022 202A 202B
All Tasks
JIFIM|AM|D|J|FIM|[A[M|D|J|FIM|AM|ID|[J|F|M|A[M|D|J|F|M|A|M|D

Q@ [Award] @ 1/15: Project Launch
[Task 1]
@ [Task 2] e
[Sub-task A] ]
[Sub-task B] ]
[Sub-task C] e
&3 [Task 3] | — |
[Sub-task A] (P
[Sub-task B]
- 53 [Task 4]
£=3 [Task 5]
£ [Task 6]
Review .
(> Revisions po—
& Delivery 11/1: Final Delivery &z
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Ten Steps to Project Scheduling

1. Identify major tasks and milestones

2. Identify detail tasks required to achieve
each major task

3. Estimate each task’s duration
Identify dependencies
5. Assign resources

e

212
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Ten Steps to Project Scheduling (ontinves)

6. Build a complete project schedule

/. Estimate overall project budget

8. Document assumptions

9. Get schedule approval
10. Distribute information in accessible format

213

Post Project Evaluation

« What went right and why?

- What went wrong and why?

« What contingency plans had to be implemented?

« What totally unexpected events impacted the project?

« How well did the project plans work to guide the project?
« How good was the communication about the project?

« How well did the project team perform as a team?

214
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Project Management

Celebrate!

215

Project Management Resources

* Project Management Institute
— Www.pmi.org

- Free Management Library
— http://managementhelp.org

« Reports and case studies on governmental application of Agile
— https://www.gao.gov/assets/gao-20-590g.pdf

— https://www.businessofgovernment.org/sites/default/files/Adopting%20
Aqgile%20in%?20State%20and%?20Local%20Governments. pdf

— https://www.businessofgovernment.org/sites/default/files/The%20Futur
€%200f%20Aqgile%20Government_0.pdf

216
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https://www.businessofgovernment.org/sites/default/files/Adopting Agile in State and Local Governments.pdf
https://www.businessofgovernment.org/sites/default/files/The Future of Agile Government_0.pdf

Implementing Technology
in the Public Sector

Implementing Technology
in the Public Sector

« Evaluation, Planning and Selection Steps
 Key Principles of Change Management
- Leading Causes of Project Failure

218
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Evaluation, Planning and Selection Steps

» Create top level value « Issue RFP
analysis - Evaluate proposals
* Identify leadership - System demonstrations

« Develop system inventory  and evaluation
« Business process mapping ¢ Selecting successful bidder
« Define desired outcomes Change management

« Define system
requirements

219

1. Create Top Level Value Analysis

+ One page analysis that will become project charter
+ Used by senior management to evaluate, prioritize and authorize project
* Includes:
— Project name
— Problem statement
« What is the problem from a management perspective, and why should we care?
— Potential savings $ or capability/efficiency increases

— Resources required (staff, technical, customers, $)
— Boundaries

— Timeline

— Fit to existing strategies or ability to scale solution
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2. Identify Leadership

» Project MUST have top leadership buy-in to succeed

- Identify top leaders at both organizational and business
process levels

 Establish clear project governance roles for leaders

« Develop a staffing plan to ensure resource needs are
addressed and certain operations can be back-filled

221

3. Develop a System Inventory

 Include all current systems, primary and secondary—
Including any systems that feed or upload/download to
the primary system

« If systems upload/download to the primary system,
will they be replaced or need to be upgraded? Will
arrangements will need to be made with third parties?

 Include spreadsheets, databases, hard copy files or
other sources that will connect to the new system
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4. Business Process Mapping

» Functional Requirements Assessment—Documents general and
unique business process needs for the technology being acquired,
from start to finish

« Creates a visual diagram of the process

— Don't underestimate the value of a large conference room and color-
coded sticky notes!

» Defines actual actions taken at each step
— Critical that actual users participate, not theoretical users
« Establishes a common language

 Identifies decision points and different directions for each possible
decision

» Reveals opportunities for business process improvement

223

4. Business Process Mapping (continveq)

« Identify which parts of the process are critical must
haves, which are optional
« Identifies and assigns who is responsible for each step

— Possible to have multiple or different responsible parties
or customers at different points within the process

« Identifies value added steps—Or not!

« Result is to provide a blueprint for implementing
the process
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4. Process Mapping—Types of Waste

« Duplication of effort

— Is a process or function being performed at more than one step?
By more than one person?

 Multiple corrections

— If corrections are required—Even once—You may have a flaw in
your process

 Multiple handling of information
» Unnecessary storage of information

225

4. Process Mapping—Reducing Waste

* Process steps
— Eliminate or combine duplicative steps
— Rearrange or change order of steps

« Work methods
— Can steps be standardized?

» Best practices

— Look at your existing processes and consider modifying
to match system
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Define Desired Outcomes

« Important to define what the outcomes of the project are
— If you are looking to consolidate several independent HR systems
into a central HR system that can tie into payroll, you probably want:

A central HR system that can accommodate existing staff plus an annual
growth rate of 5% and will automatically pass data into existing payroll
system

« NOT An HP 5000 computer using MS Server NT running People Soft
version 8.6

» First example is an outcome—Allows others to think outside the
traditional box—Maybe cloud technology or other solution

« Second example locks you into a predetermined
(and possibly poor) solution
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Define System Requirements

 Identify the operating system and technical requirements
 Identify system inputs, e.g., Payroll and HR, financial data

« Develop and document clear, outcome-focused requirements

« Define metrics and measurement to determine if needs are met

— What and how will you measure, to evaluate system performance?

— Well designed and frequent measurements help identify when project is
steering off track

— Include attempts to breach the system—This can help identify potential
weaknesses in system integrity
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System Requirements Document

All business process and technical requirements are compiled into one System
Requirements Document (SRD)
— Review the SRD for clarity and completeness
Have stakeholders, both technical and users, review and provide feedback
Make corrections to SRD to finalize
Helps achieve high degree of organizational buyoff
— Program sponsor(s) have final review and approval

» Traceability

— Verify that user requirements are met by proposed system and ensure completeness of
process and functionality

— VERY important step—This helps you make sure system steps are in order and helps protect
the integrity of processes and system performance

SRD should be considered a living document, and updated frequently to remain current
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Issue RFP

 Include with your RFP:

— System requirements document, so respondents have clear understanding
of expectations

— Any supporting documents that will help respondents fully understand
your project

— Any legally required mandates, e.g., Liability insurance, contract language
— RFP and project schedules
— Opportunities for respondents to ask questions, obtain clarifications

— Information about the evaluation process—This helps respondents
understand your priorities

+ Clear, outcome focused requirements
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8. Evaluate Proposals

« Once proposals are received,
evaluation process begins:
— Clear, consistent, objective criteria used for evaluation

— Process can become subjective when evaluating how
well bidders propose to meet requirement

— Narrow bids down to top 2-3

« Top proposers are invited to finalist interviews,
including system demonstrations

9. System Demonstrations and Evaluation

« Example issues in finalist demonstrations:

«  Will any modification to our business processes
will be required? If so, request specifics

* How easy is the system to use—Is it intuitive
or will users require significant training?

« What are long-term system support needs?

« How is reporting accomplished? Finalist should
provide demos/examples

« Who should perform the evaluation?
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10. Selecting Successful Bidder

Demos and evaluations completed
Final scoring determines successful bidder

Follow RFP guidelines for informing proposers
of the outcome

Contract negotiations
Transition project kickoff

233

11. Change Management

* A structured approach to ensure changes are

implemented thoroughly, smoothly, completely,
accurately, and have a positive effect on the
organization

234
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Key Principles of Change Management

Understand the Change
Why are we making this change?
What are the key objectives/positive impacts?
How will our work be affected?
How will we know whether we have achieved success?

Helpful to think about possible negative outcomes of not
making the changes . . . For the change to work, there
must be sufficient dissatisfaction with the status guo

235

Key Principles of Change Management

Plan the Change

 Project sponsor—Top leadership, stays involved
throughout project

« Identify all stakeholders—Internal, external, subject
matter experts, project team members

« Describe the impact—What goals will be achieved,
what success will look like
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Key Principles of Change Management

Implement the Change

« Ensure all participants understand the goals and
objectives, and their roles

« Establish measurements for success—And then measure
and report back

« Identify training needs

« Appoint “change agents” to model business practice and
workflow changes

237

Key Principles of Change Management

Communicate the Changes
* Clear, relevant descriptions of what is changing and why

 Offer small doses throughout the project, include
milestone accomplishments

 Helpful to link to organization’s strategic plan—
To help people see the bigger picture
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Key Principles of Change Management

A Word About Change Management Winners
« Winners get ahead of the change, shape it, lead it

« Winners thrive during times of transformation;
They don’t simply adapt to change

239

Leading Causes of Project Failure

« Unclear or absence of motivation for change
« Complete needs not identified
« Failure to distinguish between needs and wants

« Staff competencies not completely evaluated;
Training may be needed

« Time requirements not realistically estimated
« Inadequate funding needs

« Failure to select appropriate software or tools
« Inadequately resourced implementation
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Developing a Business Continuity
or Disaster Recovery Plan

241

Business Continuity vs. Disaster Recovery

« Business Continuity:
How do we continue critical
operations during a
disruption?

— Benefits administration

— Payroll processing

— Pension payments

— Participant
communications

- Disaster Recovery:
How do we restore
systems, technology and
infrastructure?

— HRIS Systems

— Payroll systems

— Network infrastructure
— Data recovery
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Purpose and Roles and Communications Test, Train and
Scope Responsibilities and Resources Improve

» Define why the plan e Identify what must e Assign leaders, e Establish e Exercise the plan,

exists and what it continue during a teams and notification, evaluate results and

covers disruption succession resources and update regularly
responsibilities support strategies

243

Business Continuity—Purpose and Scope

 To ensure continuity of critical services, protect
people, minimize disruption and recover quickly
— Protect employees, retirees and plan participants
— Maintain essential operations during a disruption

— Minimize service interruptions to support timely
recovery

« Establish authority, direction, coordination
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Business Continuity—Purpose and Scope

 Define what the plan covers—scope:
— People
— Facilities
— Technology—applications and systems
— Vendors and Partners (medical carriers)
— Essential Services

245

Business Continuity—Ciritical Functions

Identify and prioritize mission-essential functions:
* Payroll

« Health Benefits

* Pension Payments

+ Communications

» Compliance

» Leadership

Consider the duration of an emergency when identifying and
prioritizing functions
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Business Continuity—Role and Responsibilities

Well defined roles, clear authority and a strong
succession plan help your agency to respond quickly

9,

1. INCIDENT
LEADERSHIP

2. DEPARTMENT 3. DELEGATED
LEADERS AUTHORITY

4. SUCCESSION
PLANNING

o Activate the business e Maintain essential Clearly define who is e Identify primary and
continuity plan operations authorized to: alternate leaders
! : 2 * Approve emergency
e Direct response and e Communicate with expenditures o Establish an order
recovery efforts employees « Procure critical goods of succession
e Coordinate decision- * Manage departmental o ser.v'ces' L
making T * Authorize travel, leave, o Ensure continuity of

and staffing changes

ision-maki
* Execute contracts or decisio ak ng

emergency agreements
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Business Continuity—Role and Responsibilities

Establish clear authority before an emergency occurs
« Determine orders of succession

- Identify the Incident Leader
 Define decision-making authority
« Establish order of succession (at least three deep)

Clarify delegated authority for critical decisions

248

58



Business Continuity—Role and Responsibilities

Who is responsible and what decision can they make
during an emergency?

« Approve emergency expenditures

 Procure critical goods and services
 Authorize travel, leave and staffing changes
« Execute contracts or emergency agreements

249

Business Continuity

« Develop business continuity procedures:
— Personnel coordination and assignment

— Relocation options/identify alternate facilities if they
might be needed

— Alert and notification procedures
* For essential and non-essential personnel
 For general community

— Telecommunications and IT support strategies
— Transportation, lodging, food
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Business Continuity—

Communications and Records

Timely communication and access to critical information

1. NOTIFICATION PROCEDURES

Develop notification procedures to ensure
the right people are informed quickly.

Chain of Command and
Staff Phone Trees
Establish clear lines of authority and

up-to-date contact lists to reach
staff efficiently.

o

»  Community Notification

Develop procedures to communicate
with customers, retirees, and the
community through multiple channels.

N - SR T (((]

are essential during an emergency.

2. VITAL RECORDS & DOCUMENTATION

Protect and maintain access to critical

information before, during, and after
an emergency.

Storage of Duplicate Records Off-Site

Maintain physical copies of critical records in a secure,
off-site location.

Off-Site Backup of Electronic
Records and Databases

Ensure regular backups and test restoration
to verify data integrity.

Record Availability and Accessibility
Ensure authorized personnel can access needed
records when and where they are needed.

Plan for Adequate Documentation
Maintain clear, up-to-date documentation of all actions,

decisions, and communications during the emergency. 251

Update
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Debrief
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Test, Train and Improve

 Test, training and practice exercise:
— Update rosters and phone lists at least annually
— Facility evacuation exercises

— Test disaster plan procedures by staging an
emergency

— Debrief with team and top management to identify
areas where clarity is needed or procedures need to
be strengthened

— Update your plan accordingly!

253

Build Organizational Resilience

PEOPLE

+ Cross-train staff

+ Succession planning
+ Emergency contacts

+ Employee well-being

PROCESSES TECHNOLOGY

+ Data backups
+ System redundancy
ORGANIZATIONAL * Remote work capabilities

» Document critical procedures
= Establish priorities

» Manual workarounds

+ Business continuity plans

RESILIENCE * Cybersecurity protections

Strong today.
Ready for tomorrow.

VENDORS & PARTNERS COMMUNICATIONS
+ Understand vendor dependencies + Employee communications
+ Service level agreements + Customer/participant communications

+ Media response
* Third-party continuity plans = Crisis communications protocols 254

+ Alternate vendors




Case Study: Ultimate Kronos Group (UKG)

December 2021 Ransomware Attack

« Ransomware attack on UKG's
Kronos Private Cloud (KPC)

« UKG is a workforce management
solution for HR and payroll functions

 Disrupted payroll and timekeeping
systems, impacted thousands of organizations

— MGM Resorts, Samsung, Gap, PepsiCo, Tesla, Hospitals, New
York Metropolitan Transit Authority, cities: Springfield, Cleveland

255

Case Study: Ultimate Kronos Group (UKG)
December 2021 Ransomware Attack

G Case Study: UKG Kronos Ransomware Attack (December 2021)

A ransomware attack on UKG’s Kronos Private Cloud disrupted workforce management
and payroll systems, impacting thousands of organizatians.

< 2] © © 54
@)~ @)~ ()~ (W) ~@

RANSOMWARE ATTACK KRONOS OFFLINE WIDESPREAD IMPACT MAJOR ORGANIZATIONS TRIMET IMPACT
December 2021 UKG Kronos Private Cloud Disrupted payroll and AFFECTED TritMet did not have access
Ransomware attack on systems taken offline, timekeeping systems, MGM Resorts, Samsung, Gap, to Kronos timekeeping
UKG's Kronos Private Cloud disrupting operations impacting thousands of PepsiCa, Tesla, Hospitals, _51'5“!"" for ~900
organizations NY Metropelitan Transit Autharity, maintenance employees

{KPC)
Cithes: Springfleld, Cleveland, and more
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Case Study: Ultimate Kronos Group (UKG)

December 2021 Ransomware Attack
WHO WAS IMPACTED?

THOUSANDS
OF
ORGANIZATIONS

Cities &
Governments
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Case Study: Ultimate Kronos Group (UKG)
December 2021 Ransomware Attack

@ TriMet’s Response & Recovery

2 3]
{ok
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A -

TIMEKEEPING SYSTEM MAMNUAL TRACKING AGENCY-WIDE PAYROLL CONTINUED SYSTEM RESTORED
OFFLINE PROCESS IMPLEMENTED COMMUNICATIONS SUCCESSFULLY January 2022

« TriMet lost access to » Manual solution to track = Weekly updates an + Employees were paid = Krones came back
Kronas timekeeping time warked Kronos outage on time online at end of
Sy » Tracked exceptions to + Information shared on + Business aperations Jenusry 2022

+ Affected ~200 pay periods intranat o e + Maintenance waork
A tenseemmplayme « Maintained accurate + Updates sent via email + Adpated and supported schedules loaded into

+ Outage lasted about work schedules across the agency our employess Kronos for last pay period
B waaks in January 2022
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Case Study: Ultimate Kronos Group (UKG)

December 2021 Ransomware Attack

 Legal outcome—July 2023 Kronos settled $6M class
action lawsuit for companies with data stolen

» Lessons learned?
— Business continuity planning matters
— Manual backup processes are essential
— Clear, consistent communications build organizational trust
— Technology outages can impact mission-critical operations

— We can adapt and continue serving our employees and the
communities we support
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Case Study: Ultimate Kronos Group (UKG)

December 2021 Ransomware Attack

« TriMet did not have access to Kronos timekeeping
system for 900 mechanics for about 8 weeks

« Maintenance employees clock in/out with their employee
badge to track time worked in Kronos

« Manual solution tracking exceptions to pay periods for
the maintenance employees work schedules

« Communicating weekly updates on the Kronos outage
across the agency—Information shared on our intranet
and sent via email
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Case Study: Ultimate Kronos Group (UKG)

December 2021 Ransomware Attack

« Kronos came back online at the end of January 2022

« Maintenance work schedules loaded into Kronos for last
pay period in January 2022

« Pay period was split with the Smartsheet and using the
Kronos clocks to track time worked

« July 2023, Kronos settled $6M class action lawsuit for
companies with data stolen

 Continuity planning should address:
— Essential functions
— Orders of succession
— Delegations of authority
— Continuity facilities
— Continuity communications
— Vital records management
— Human capital
— PERSONAL PLAN!
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Personal Preparedness: Make a Plan

« The more you have planned out ahead of time, the
calmer and more assured your family will be during a
disaster or emergency

Take the time to talk — Practice evacuating
about potential disasters your home

Build a kit Determine two meeting
places where your
Establish emergency family will reunite

contacts

263

Disaster Planning

« Family and personal disaster plan:

— Understand types of disasters most likely for
your area
— Create a disaster plan
« Communication plan
 Evacuation plan and meeting place
+ Adequate emergency supplies, including water
« First aid kit, essential medical supplies

— Practice and maintain your plan

264
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Disaster Planning

- Available disaster planning resources

— http://www.ready.gov
— http://www.samhsa.gov/dtac/ccp

— InciWeb - All-Risk Incident Information Management System
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FEMA

- Smartphone Applications
— American Red Cross

\g
— Earthquake @

<
- WlldflreS American
Red Cross
- FEMA
FloodWatch

‘=
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Group Discussion

o DISCUSS A SITUATION
WHERE YOUR ORGANIZATION
H WAS REQUIRED TO MAINTAIN

OPERATIONS DURING AN
UNEXPECTED DISRUPTION.

« What happened?
+ What were the immediate impacts?
= What were the biggest challenges?

DO YOU HAVE A
BUSINESS CONTINUITY
PLAN?IF YES, WHAT [
DOES IT COVER?

» What key risks are addressed

in the plan?
+ How often is it reviewed?
* Who is involved in it?

e WHAT PARTS WORKED?
I‘ WHAT COULD HAVE
GONEBETTER?  @--eeeeemen
+ What went well?
+ What didn’t go as planned?
= What lessons did you learn?

BUSINESS
CONTINUITY

[1 1]
{ '.‘ RECOVER, AND CONTINUE DELIVERING ESSENTIAL SERVICES.

r DISCUSSION GOAL: Share experiences, lessons learned, and ideas to strengthen
Q business continuity and response.

DID YOU UPDATE YOUR PLAN
ACCORDING TO WHAT YOU
LEARNED IN THE ACTUAL
EVENT?

+ What changes were made?

= What did you do differently?

+ What are you still working on?

e ARE THERE OTHER TYPES
OF DISRUPTIONS—E.G.,
FIRE, CYBERATTACK, SUPPLIER
FAILURE—that you think you are
prepared for? WHY OR WHY NOT?

+ What other risks are most

relevant to your organization?

How prepared are you?

+ What gaps exist?

HOW DOES THE BENEFITS

DEPARTMENT DIRECTLY

AFFECT CONTINUITY?

+ What challenges does the department face?

+ How can we continue to support
employees?

+ Whatimprovements are needed?

STRONG PLANS, CLEAR COMMUNICATION, AND CONTINUOUS IMPROVEMENT HELP ENSURE WE CAN ADAPT, }
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https://inciweb.wildfire.gov/#:~:text=InciWeb%20the%20Incident%20Information%20System

Ethics in the Public Sector

267

The Front Page Test

What is Ethical Conduct?

Why Ethics Matter in Public Service
Common Types of Unethical Conduct
Transparency and Public Accountability
Element of an Ethical Organization
Ethical Dilemmas

Ethics and Government Contractors
Ethics Case Study
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Ethics in Public Service—Front Page Test

| DAILY NEWS €6 | want employees to ask

‘ Y — themselves whether they are

I PUBL‘C OFF‘C\A\. willing to have any contemplated
\ ACCEPTS act appear on the front page of

‘ G‘FT their local paper—to be read by

' VENDOR..‘ Questions Aries their spouses, children, and friends—

| About Ethics and
| Qversight
-

with the reporting done by an
informed and critical reporter. 99

iiii

\"T"'

— Warren Buffett
Investor and CEO,
Berkshire Hathaway Inc.

BEFORE MAKING A DIFFICULT DECISION, ASK YOURSELF:

YOUR DECISION TOMORROW'S YOUR FAMILY,
TODAY * I FRONT PAGE # FRIENDS & COLLEAGUES
What you do ! It could be reported Would you be comfortable

matters. for everyone to see. with them reading it?
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What Is Ethical Conduct?

Ethical conduct is making decisions that:
 Are consistent with laws, policies and

professional standards

 Serve the public interest
- Demonstrate integrity and honesty HI%ITEES(;I‘RIITY___
« Maintain public trust and confidence — o

Can withstand public scrutiny
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Ethics in the Public Sector

Principles of Ethical Conduct for Government Officers and Employees
— Presidential Executive Order 12674, April 1989
— Modified by Executive Order 12731

+ Federal government has host of laws and regulations governing both
employees and contractors

« United States Office of Government Ethics
— Compilation of Federal Ethics laws

 State and local ethics requirements

« Internal ethics policies

« Professional codes of conduct

. m —
STRONG PUBLIC SERVICE. STRONG COMMUNITIES.
i ee———g — —
PUBLIC ETHICAL CONFIDENCE ST(I)E;V:SSS:'P
IN GOVERNMENT
TRUST DECISIONS RESOURCES
Citizens expect Daily decisions Ethical conduct Public funds must
public servants shape organizational strengthens be managed
to act in the culture and credibility and responsibly and
public interest. outcomes. accountability. transparently.
— .- — - —
Ethics is not simply compliance with rules—
it is earning and maintaining the public’s trust.
@ INTEGRITY Q, ACCOUNTABILITY i#% RESPECT 4@ SERVICE @ TRANSPARENCY 272
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Unethical Conduct by Public Officials

COMMON TYPES OF UNETHICAL CONDUCT v A
BY PUBLIC OFFICIALS

Sharing or using nonpublic
information for persenal

THEFT, FRAUD & N benefit or advantage.

MISAPPROPRIATION 5

Stealing or misusing public o "

funds or resources for ﬂ 4 POST-EMPLOYMENT

personal benefit. MISCONDUCT
Improperly using former
position or contacts for
private sector benefit,

9 BRIBERY &
INFLUENCE PEDDLING
Offering, giving, or receiving 4
something of value to .
improperly influence
a decision.

9 CONFLICTS OF INTEREST

o ABUSE OF POSITION
OR AUTHORITY
Using authority to bully, coerce,
intimiclate, or give improper

& SELF-DEALING

Using public position Ehenge fo s
for personal or financial
gain or to benefit others.
IMMORAL OR
IMPROPER USE OF
UNPROFESSIONAL CONDUCT
o GOVERNMENT PROPERTY B e b b
Using government resources, urderrnirl:; public trust

equipment, or time for

personal purposes. ad aticat
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PUBLIC TRUST

REPORTING & PUBLIC ACCESS

TRATSBARENGY PEREQHE OVERSIGHT TO INFORMATION
Conduct business Financial and Ethics oversight Public records and
openly and conflict-of-interest bodies freedom of
consistently disclosures _— information laws I
e i Reporting i - "

Make decisions Open communication mechanisms and Access to
that can withstand regarding decisions whistleblower government decisions
public scrutiny and actions protections and activities

- Ny -

Transparency and accountability help ensure public confidence in government
decisions and the stewardship of public resources. 274
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Elements of an Ethical Organization

1. LEADERSHIP & 2. POLICIES &
TONE AT THE TOP ACCOUNTABILITY
Leaders model ethical Clear pollcwes and standards
behavior and set clear guide behavi
expectations. accountabil hty
3. ETHICS TRAINING / \ 4, REPORTING &
& AWARENESS SPEAK-UP CULTURE

Employees feel safe raising

Employees understand .
expel:i:lic@ ar;ld _huw t: ETH'CAL [ :::2:::’5 a::"rtehi?lrttlfng
apply them in their work. ORGANIZATION Ll
5. TRANSPARENCY & 6. INTEGRITY &
OVERSIGHT PUBLIC TRUST
Decisions are open, well- Ethlcal conduct is embedded
documented, and subject n daily operatiol
to review and oversight. trengthe pul bl trust.

@ Ethical organizations do not leave ethics to chance—

they build systems, culture, and accountability that support doing the right thing.

Elements of an Ethical Organization (onineq)

Code of ethics and business conduct

— Symbolizes an organization’s regard for adherence to
a prescribed code of business ethics

Compliance and ethics helpline and website

— An avenue to report concerns relating to:
* Conflicts of interest
 Unauthorized use of confidential information
» Violations of commercial or government contracting
« Any activities that may violate the code of conduct
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Resolving Ethical Dilemmas

Is it Consistent with Policy?
Does it Serve the Public Interest?

Would I Be Comfortable Seeing It on the Front Page?

Ethical Decision: Proceed, Seek Guidance, Reconsider

277

Recent and Continuing Erosion of

Ethical Standards

» Business
— WorldCom
* $11 billion accounting fraud
— Enron
» Loss of thousands of jobs
«  $60 billion in market value
« $2 billion in pension plans
— Tyco International
» CEO and CFO convicted of grand larceny and fraud, total losses of $550 million.
— Above are examples of situations that prompt new laws and regulations—
e.g., Fiduciary responsibility
« Bernard Madoff—$50-billion-dollar Ponzi scheme
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Ethics Case Study: City of Bell, CA

When Oversight and Accountability Break Down ——

1. EXCESSIVE COMPENSATION

City executives received
unusually high salaries
and benefits—far above
comparable cities.

2. CONFLICTS OF INTEREST

Personal relationships and
financial interests influenced
decisions and contracts.

3. WEAK INTERNAL
CONTROLS

4. LACK OF

& i TRANSPARENCY
No effective policies or i k. ; Limited public disclosure
oversight to prevent or and unclear reporting kept
detect improper payments c I TY 0 F BELL the true situation hidden
and self-dealing. from residents.

A Breakdown of

5. WEAK GOVERNANCE Public Trust

City leadership and the
Council failed to provide
effective oversight or hold
leaders accountable.

6. IMPACT ON RESIDENTS
To fund excessive pay and
benefits, the City dramatically
increased fees, charges, and
assessments on residents.

Source: Corruption on Steroids — The Bell Scandal From The Legal Perspective (February 19, 2015) 279

Ethics Case Study: City of Bell, CA

- City of Bell, California
— 38,000 residents in 2.5 square miles
— 1 in 6 residents lives below poverty line

— 2009 per capita income $24,800, making Bell one of
the poorest communities in LA area
— 16% unemployment rate

— 2005 ballot measure converted Bell into charter city—

Thereby exempting from state salary regulations and
increasing City’s autonomy

Source: Corruption on Steroids — The Bell Scandal From The Legal Perspective (February 19, 2015)
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Ethics Case Study: City of Bell, CA

 City of Bell, California
— Chief Administrative Officer (CAO) appointed by City Council

— No apparent compensation policies—CAOQO authorized disproportionate
packages for top administrators ($200-400K)

— CAO authorized councilor salaries of $100K
— Executive salaries reportedly highest in nation

— CAO awarded himself 47% pay increase to $442,000, then 12% pay
increases for final salary of $1.5 million

— CAO used public funds to repay personal loans, authorized loans to
others

— Planning Director was owner of planning and engineering firm;
Was awarded $10.5m contract with Bell

Source: Corruption on Steroids — The Bell Scandal From The Legal Perspective (February 19, 2015) 281

Ethics Case Study: City of Bell, CA

« CAO hired Police Chief at $457,000 salary

— Nearly double Los Angeles Police Chief salary
— LA: 10,000 officers . . . Bell: 48 officers

 Hiring contract stipulated that CAO would support
application for disability benefits (with known
pre-existing neck and back injuries)
— Agreement called for lifetime disability benefits upon retirement
— Half of $400,000 annual pension would be non-taxable

* So...How do you think they paid for all this?

Source: Corruption on Steroids — The Bell Scandal From The Legal Perspective (February 19, 2015) 282
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Ethics Case Study: City of Bell, CA

By adopting resolutions that
DOUBLED

most user charges and assessments!

283

Ethics Case Study: City of Bell, CA

- What went wrong?
« Which control failed first?

« What governance practices could have prevented
this situation?

 Could this happen in your organization? Why or
Why Not?

- What role should HR, Legal, Finance and governing
boards play in preventing similar situations?

| Perspective (February 19, 2015) 284
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Public Sector Resources and

Professional Organizations

« International Foundation of Employee Benefit Plans
— http://www.ifebp.org

» National Contract Management Association (NCMA)—
Public Procurement and Contracts Management

— http://www.ncmahqg.org/ncma-home
« Government Financial Officers Association
— http://www.gfoa.org
+ Association of Government Accountants (AGA)
— https://www.agacgfm.org
+ State and Local Government Benefits Association (SALGBA)
— http://www.salgba.com

285

Course Review

 Qutstanding issues or questions

Shared examples

What have you learned?

What will you do when you return to work?
How can we make this program better?
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Supplemental Materials

Employer Health Benefits—2025 Summary of Findings, Kaiser Family
Foundation https://files.kff.org/attachment/Employer-Health-Benefits-

Survey-2025-Annual-Survey-Summary-of-Findings.pdf

* Survey Findings State and Local Government Workforce 2025
https://research.missionsqg.org/content/media/document/2025/5/2025 Stat
e Local Workforce Report.pdf

Cybersecurity and Employee Benefit Plans: Questions and Answers (AICPA)
https://www.aicpa.org/resources/download/cybersecurity-and-employee-
benefit-plans-questions-and-answers

U.S. Department of Labor: Employee Benefits Security Administration,
Cybersecurity https://www.dol.gov/agencies/ebsa/key-topics/retirement-
benefits/cybersecurity
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Key Takeaways

« Administrators: How can you apply I Important,
the topics we discussed in your This QR Code.

Your Feedback

organization?

 Trustees/Execs: What topics should
you be discussing with your
programs’ administrators?
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https://research.missionsq.org/content/media/document/2025/5/2025_State_Local_Workforce_Report.pdf

Remaining Questions?

Case Study
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Case Study Questions

g’) City of Middletown

Case Study

financial sustainability, workforce, governance, and public services.

O 600 MO

@ DISCUSSION GOAL: Develop strategic recommendations to strengthen the City's

GOVERNANCE FINANCIAL HUMAN CAPITAL PROCUREMENT & STAKEHOLDER INPUT IMPLEMENTATION
& RISK SUSTAINABILITY STRATEGY CONTRACTING & ENGAGEMENT & CHANGE
* Legal issues * Revenue * Aging workforce s Equipment e Internal engagement » Change management
e opportunities + Health benefit funding acquisitions (employees, leaders) approaches
.
neaticanceins G s « Management/ * Service contracts * External engagement * Performance
5 * Cost reductions . (residents, unions, management tools
* Political challenges employee relations ¢ Procurement partners) 5
. . + Long-term fiscal » Recruitment approach e * Policy and process
* Public trust risks : ) * Communication ,
strategies and retention * Vendor relationships i improvements
* Protecting the city’s and partnerships o Building trust and * Measuring success
human assets buy-in

Case Study Questions

1. Identify potential legal, ethical, political or other problems facing the city.

2. Identify potential sources that will increase the city’s revenue and potential
areas where the city can decrease its expenses.

3. Identify Human Resources strategies to address the aging workforce, health
benefit funding, management/employee relations, recruitment and retention,
and protect the city's human assets for the benefit of the services the city
provides.

4. What recommendations would you have for soliciting input on the Human
Resources strategies identified, internally and externally?

5. How should Middletown plan for future acquisitions of equipment and
services?

6. What tools or methods could Middletown use to implement needed changes?
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