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Is Your Fund Ready to 
Go Paperless?
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• Understand the capabilities and core functionality of a 
“paperless” fund office for you and your members

• Know what technologies and systems are necessary to 
move from paper-driven to digitally-based processes

• Discuss the cybersecurity, legal and compliance 
considerations to successfully transition your fund 
office operation to a digital environment

• Examine lessons learned and what questions to ask

Session Objectives
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The Evolution of 
the Paperless Fund Office
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Members can . . .
• Send in forms electronically for healthcare

enrollment, beneficiary changes
• Scan and upload personal forms such as

birth and death certificates
• Model their retirement benefit

Paperless Processes—Early Capabilities
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Fund offices can . . .
• Distribute pension, disability, vacation 

payments directly to member’s bank account 
(no checks to mail) 

• Manage employer remittances via a portal 
and collect payments electronically

Paperless Processes—Early Capabilities
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Members are able to . . .
• Sign-up and pay for COBRA or Self-pay via 

credit cards 
• Fully opt-in for paperless communication

– Makes it possible for Fund Offices to electronically 
distribute items such as pension statements, 
EOBs, and Healthcare enrollment info  

Paperless Processes—Today’s Capabilities
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Fund Offices are able to directly 
electronically . . .
• Collect yearly data for healthcare enrollment 

(without paper)
• Initiate the pension application process

Paperless Processes—Today’s Capabilities
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If you want to achieve improved 
member engagement and reduce 

administrative costs . . .
Now is the best time to get started or 
advance your journey toward digitally-

based processes that do not rely on paper

Get Ready—Now Is the Time!

A06-9



Building a 
Paperless Fund Office
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Core Functionality—Paperless Fund Office

Inbound and Outbound 
Communications 

Data Collection 
and Storage

Form Submission 
and Payments

Information Access 
and Sharing

Signature Collection 
and Acknowledgements
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To Move from Paper to Digital Processes
• Secure Web Portals for delivery of information 

to/from members, employers, providers
• Electronic Content Management Systems: 

Digital storage spaces and retention strategies
• Partner Integrations for advanced functions

Technologies and Systems Needed . . .
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• Mobile-enabled (or native applications)
• Trusted vendors with cybersecurity safeguards
• Ability to manage both in-bound and out-bound
• Integrates with benefit administration platform
• Interfaces with payment vendors

Secure Web Portals 
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• Document (Image Storage)

• Update image retention policies

• Carefully manage indexing 

• ECM integrated with your 
Secure Web Portal and benefit 
administration platform

Electronic Content Management (ECM)

Best Practice

Best to have system 
do the indexing

Multiple vendors 
at all price ranges
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• Financial Payment Vendors 
• Outsourced Print and Mail 

– Typically have digital docs access to 
EOBs and tax forms

• QR Codes for linking documents 
• Document Signature and Remote 

Notarization (If legal requires)

Partner Integrations

Best 
Practice
Choose 

Cloud-Based 
Partners

For More 
Advanced 
Digital 
Functionality
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• Smartphones with cameras 
• Other internet-connected devices

– Such as laptops, tablets or home PCs (optional)
• Other related considerations

– Is the end-user most-likely the member or spouse? 
– How tech-literate is the end user?
– Where is their most-likely access location? 

• Home, on the job, union hall

What Tech do Your Members Need?
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• Collect and verify unique email addresses for 
members (and spouses?) 
– Via call-ins, forms, data collection processes

• Obtain legal review from Fund Counsel
– Go beyond current HIPAA guidance and get extra help

• Ensure IT works collaboratively with benefit 
teams
– On member usage, communication, and more 

How Can You Get Ready for Success? 
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• Leverage various channels to notify and educate 
members about capabilities:
– Email communications  
– Union web-sites and at Union meetings
– Member and employer statements
– Customer Service reps (and on-hold messaging) 

• Create brief “how-to” videos about using 
the web portal or mobile application

• Offer access to portals at union halls or on-the-job 

Best Practices for Communicating and 
Interacting With Your Members
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Security, Legal and 
Compliance Considerations 
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Cybersecurity Considerations
Adhere to DOL and IRS rules
Have a security-first mind set
Ensure essential cybersecurity

controls are in place
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Department of Labor’s (DOL) Employee Benefits 
Security Administration (EBSA) released its Cybersecurity 
Program Best Practices Guidance document:

DOL’s Cybersecurity Guidance

• ERISA-covered plans should ensure that a 
cybersecurity program exists to cover all plan types 
(Not only group health plans subject to HIPAA)

• Reinforces current regulatory requirements
• Highlights industry best practices
• Does not define new legal requirements
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Have a Security-First Mindset
Choose a provider that follows recognized industry 

standards, practices for for information security 

INSPECTS
Uses an outside 

auditor to 
review and 

validate 
cybersecurity 

measures

PROTECTS
Has systems in 

place and 
meets a strong 

standard of 
care

COMPLIES
Adheres to all 

applicable laws, 
rules, 

regulations, 
and 

requirements

INSURES
Holds insurance 

policies, with 
adequate 

coverage and 
terms and 

limits
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Examples of Cybersecurity Controls

Patch and 
vulnerability 
management

Vendor/ 
digital supply 

chain risk 
management

End-of-life 
systems 

replaced or 
protected

Hardening 
techniques: 
e.g., Remote 

Desktop 
Protocol 

mitigation

Cybersecurity 
awareness 

training and 
phishing 
texting

Cyber incident 
response 

planning and 
testing

Logging and 
monitoring/ 

network 
protections

MFA for remote 
access and admin 

/privileged 
controls

Endpoint 
detection and 

response (EDR)

Privileged 
Access 

management 
(PAM)

Secured 
encrypted, 
and tested 
backups

Email filtering 
and web 
security
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Legal and Compliance 
Considerations
Signature collection
DOL Safe Harbors

IRS rules
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Members can . . .
• Use a mouse to sign their name
• Type their signature with keyboard and affirm that 

the typed name is “true and correct” binding
• Use an electronic signature application (e.g., 

DocuSign) 

Signature Collection Options

IRS has adopted “E-Sign” provisions, 
making it possible in many situations

LEGAL
CONSIDERATIONS
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DOL Safe Harbor Rules 
• 2002 safe harbor for ERISA-required documents

– e.g., SPDs, SMMs, SARs, QDRO-related notices, EOBs, 
others

• May 2020—Final regulations with two other 
safe harbors for ERISA-required, retirement plan 
notices

IRS Rules 
• Delivering notices and witnessing signatures

DOL and IRS Rules—Consider Both
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• Provide a written or electronic notice
to employees/members directing
them to website, at time SPD is
posted
– Describe SPDs significant points and

right to request paper copy
• Provide paper copy on request, at

no charge

DOL 
2002 
Safe 

Harbor
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• Employees/ members are put into one of two 
groups, those who:
– HAVE work-related computer access
– DO NOT HAVE work-related computer access

DOL 2002 Safe Harbor
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• Electronic disclosure is OK if participant has:
– Ability to access documents at any location where 

participant is expected to perform employment duties
– Access to an electronic information system as an 

"integral part" of those employment duties
• No need to be able to print documents
• No consent needed from participant

HAVE Work-Related Computer Access
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Individual must . . . 
• Provide an address for delivery of documents

– Such as an email address
• Affirmatively consent to electronic disclosure 

– If doing so electronically, do so “in a manner that 
reasonably demonstrates the individual's ability to 
access information in the electronic form that 
will be used.”

NO Work-Related Computer Access
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• Five items must be in the consent
1. Types of documents to be provided electronically
2. Consent can be withdrawn without charge
3. Procedures for withdrawing consent
4. Right to request paper version
5. Electronic system to be used and what 

hardware/software may be needed
• e.g., need Adobe to view PDFs

NO Work-Related Computer Access
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• First: “Notice and Access” safe harbor 
allows documents to be furnished by 
posting them on an internet website

• Second: Certain documents can be 
distributed by email

• Details of “Notice and Access” safe 
harbor 

• Can be used for any document that 
ERISA Title I requires a pension plan to 
furnish
– But not for those furnished upon request

DOL 
2020 
Safe 

Harbor
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• Participant or beneficiary must provide plan 
sponsor with electronic address 
– An email address or smartphone number; landline 

phone number is insufficient)
• Sponsor must . . .

– Receive notice if electronic address is invalid 
and work to fix situation

– Notify individual, on paper, that documents 
will be sent electronically

DOL 2020 Safe Harbor
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• Certain things must be in the paper
– Such as instructions necessary to access website; 

right to request paper copy of materials
• Sponsor must publish documents on plan’s 

website (or in an application)
– In a time period required by ERISA

• Sponsor must publish “Notice of Internet 
Availability” (NOIA) 
– To notify members that a document is available

DOL 2020 Safe Harbor
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• Website/app must contain certain features
– Be searchable; can be permanently retained; can be 

read online; available for at least a year, etc.
• First paper copy free (can charge thereafter)
• Second Safe Harbor: Email delivery
• For any documents that ERISA requires 

but not for documents that must be 
furnished upon request

DOL 2020 Safe Harbor
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• Can apply to a participant or beneficiary
• Sponsor needs an email address

– What if employee had an employer email address, 
then employee terminates? Need to try and obtain 
new email address

• Provide initial notice on paper of various rights 
(e.g., right to receive paper copy)
– Probably could use one initial notice to 

satisfy both safe harbors

DOL 2020 Safe Harbor
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• Sponsor needs to email content to individual
– e.g., identify document by name (“Attached is your 

summary plan description”); phone number, etc.
• Document must be in body of email or 

attachment
• Individuals have right to opt out and receive 

paper

DOL 2020 Safe Harbor
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Electronic delivery 
expected to increase 
saving money by 
reducing the 
production and mailing 
costs associated with 
paper disclosures.

DOL eDelivery Savings

• DOL estimates that it costs 
plans approximately $514 
million annually to ail 
seven specific disclosures

• Over 10 years—New rule 
saves approximately $3.2 
billion net annualized to $371 
million per year!
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• Two ways to deliver electronic notices
1. Individual must consent before providing electronic notice, 

using an electronic medium
• Tell individual of right to obtain paper copy; withdraw consent; 

software and hardware required, etc.
2. Individual must have “effective ability to access” electronic 

medium and be told they can obtain paper version at no 
charge

• Process must be reasonable
– Designed to preclude someone else from making election

IRS Rules—Delivering Electronic Notices
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• If a signature must be witnessed by plan 
representative or notary public—Then electronic 
consent must be witnessed “in physical 
presence” of representative or notary
– Examples: Spousal waiver of right to retirement plan 

funds) 
• Some waivers were temporarily allowed due to 

COVID-19

IRS Rules—Witnessing Signatures
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Remote Online Notarization (RON)

Having a state-
licensed notary public 
notarize a document 

remotely using 
electronic signature, 
identity verification, 

audio-visual and 
electronic notarial 
journal and record 

keeping technologies

Having a state-
licensed notary public 
notarize a document 

remotely using 
electronic signature, 
identity verification, 

audio-visual and 
electronic notarial 
journal and record 

keeping technologies
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• What is our goal?
• How many members will likely use it?
• What is the up-front cost? 
• What are the expected savings?
• What documents/transactions will be covered?
• Who will ensure compliance with rules 

– (Legal and IT)?

• What if mistakes occur? Who is liable?

Fund Fiduciaries: Questions to Ask
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Lessons Learned 
and Key Takeaways
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• Signing with a mouse is difficult—Move to type 
in and acknowledge signature

• Use care if manually indexing documents
• Capture email addresses (often and always)!!
• Create brief how-to videos
• Ensure mobile-ready capabilities 
• Communicate constantly to members
• IT should collaborate with benefit teams

Lessons Learned From Fund Offices
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• Your TPA should have 
capabilities for paperless 
engagement with members 
– Ask what they can offer now
– Find out what new capabilities 

will be available
– Examine their security posture 

for DOL compliance

Advice If You Are a Using a TPA

Going out to 
bid for TPA 

(or renewal)
______

Consider adding 
desired digital 

capabilities into 
your bid process 
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Key Takeaways Session 
Evaluation—
Scan this 
QR code.

Session 
eval QR 

code here

 Consider this a member engagement 
opportunity—With an administrative 
savings benefit!

 Varying functionality is available—Pick the 
capabilities most needed now; start slow

 Get advice from your legal, IT teams, 
benefit administrative vendor or TPA

 Keep a security-first mindset, but do not 
let the fear stop you!
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Deck Resources
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Your Fund Officer Should Move From 
Paper-Driven to Digital Processes20 Reasons 
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• Remote Online Notarization (RON)
– https://www.nationalnotary.org/notary-

bulletin/blog/2018/06/remote-notarization-what-you-
need-to-know

• Department of Labor’s (DOL) Best 
Practices Guidance document
– https://www.dol.gov/sites/dolgov/files/ebsa/key-

topics/retirement-benefits/cybersecurity/best-
practices.pdf

Helpful Links
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