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Cybersecurity—
It’s OK to Spend Money to 
Protect Member Data
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Data Security and 
Privacy Overview 
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Similarities and Differences

Data Security vs. Data Privacy?

Data Security Data Privacy
Access Control
Intrusion Detection
Loss Prevention
Security Risk 
Assessment
Physical Security
Disaster Recovery/ 
Business Continuity

Governance
Cross-Border Data Transfers
Notice to Data Subjects
Consent Management
DSARs
Privacy Impact Assessments
Privacy by Design
Retention/Destruction
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Legal Landscape—Data Privacy

International
European Union’s GDPR UK’s GDPR, 

Colombia’s PGPL, China’s PIPL, and more

Federal
Patchwork by industry/data collected 

(CAN-SPAM, COPPA, ECPA, FCRA/FACTA, FERPA, 
FTC Act, GLBA, HIPAA/HITECH, TCPA, VPPA, 
and others, along with updated regulations)

State
CCPA/CPRA, VCDPA, CPA, and other state 
privacy, biometrics, and data broker bills 
making their way through the committee 

process in 2022
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Legal Landscape—Data Security

No overarching federal 
data notification law

Federal Statutes

Focuses on unfair or 
deceptive trade practices

 FTC Enforcement 

Now states adding into 
their laws data security 

requirements. 
e.g., New York: 

“Stop Hacks and Improve 
Electronic Data Security” 

(SHIELD) Act 

All 50 States Have 
Data Breach Laws 
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The U.S. Department of Labor announced guidance in 2021 for plan sponsors, 
plan fiduciaries, record keepers and plan participants on best practices for 
maintaining cybersecurity, including tips on how to protect the retirement 
benefits of America’s workers.

Legal Landscape—DOL Guidance

1. Tips for Hiring a Service Provider: Helps plan sponsors and fiduciaries 
prudently select a service provider with strong cybersecurity practices and 
monitor their activities, as ERISA requires.

2. Online Security Tips: Offers plan participants and beneficiaries who check 
their retirement accounts online basic rules to reduce the risk of fraud and loss.

3. Cybersecurity Program Best Practices: Assists plan fiduciaries and 
record-keepers in their responsibilities to manage cybersecurity risks.

Source: Employee Benefits Security Administration, United States 
Department of Labor
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DOL Online Security Tips

Register, Set Up 
and Routinely 
Monitor Your 

Online Account

Use Strong and 
Unique Passwords

Use Multi-Factor 
Authentication

Keep Personal 
Contact 

Information 
Current

Close or delete 
unused accounts

Be Wary of 
Free Wi-Fi

Use Antivirus 
software and 

keep apps and 
software current

Know How to 
Report Identity 

Theft and 
Cybersecurity 

Incidents

Beware of 
Phishing Attacks
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Have a formal, well-
documented cybersecurity 
program.

Perform prudent annual 
risk assessments.

Have a reliable annual 
third-party audit of security 
controls.

Clearly define and assign 
information security roles 
and responsibilities.

Have strong access control 
procedures.

Perform appropriate security 
reviews and independent security 
assessments on assets data stored 
in a cloud or managed by third-
party service providers.

Conduct an updated 
cybersecurity awareness 
training at least annually 
for all personnel. 

Secure System Development 
Life Cycle Program (SDLC).

Have a business resiliency 
program which effectively 
addresses business continuity, 
disaster recovery, and incident 
response.

Encrypt sensitive data 
stored and in transit.

Implement strong technical 
controls in accordance with 
bests security practices

Be responsiveness to 
cybersecurity incidents or 
breaches.

DOL Cybersecurity Program Best Practices
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Implementing DOL Best Practices

Information
Privacy

Information 
Security

Third-Party 
Risk 

Management

Incident 
Response 

Management

Policies and 
Training 

Programs
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All 50 States Have Data Breach 
Notification Laws 
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State Privacy Laws to Watch Out For
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Cybersecurity Threat Landscape 
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Cyber Threat Landscape

Email 
Compromise

Ransomware
Attacks and Data Shaming

Weak 
Passwords

Unauthorized Access 
Poorly Managed 
Admin Credentials 

Vendor System 
Compromise

Hacking or 
Computer 
Intrusion

IoT Network
Attacks

Phishing and Spear 
Phishing

Data on 
the Move

Employee Error
Negligence
Improper Disposal
Lost Devices

Properly managed 
onboarding and 
offboarding of employees.

95% of 
Cybersecurity 
Breaches
Stem From Some 
Type of Human Error
-Forbes, 2021

Rogue 
Employees

Denial-of-
Service Attacks
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Common Themes

Malware: Software designed to overtake or disrupt a system. It can 
various names—Viruses, worms, trojan horses, ransomware, spyware, 
adware.

Phishing: Criminal email activity that attempts to obtain your username 
and password or sensitive information such as social numbers, driver's 
license, credit card information security, or bank account information. 
Often criminals will use your username and password to login to your 
email to obtain personal information about you.

Vishing: The telephone version of “phishing” to trick you into providing 
sensitive information to steal your identity or commit fraud. Sometimes 
they also try to get you to install malicious software.
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Reasonable administrative safeguards such as the 
following, in which the person or business:  

Reasonable Security Requirement: 
Remember your A, T and Ps. 

Designates employees 
to coordinate the 
security program.

Identifies reasonably 
foreseeable internal and 

external risks.

Assesses the sufficiency 
of safeguards in place 

to control the identified 
risks.

Trains and manages 
employees in the 
security program 

practices and 
procedures.

Selects service providers 
capable of maintaining 
appropriate safeguards 

and requires those 
safeguards by contract.

Adjusts the security 
program considering 
business changes or 
new circumstances. 
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Reasonable technical safeguards such as the 
following, in which the person or business:   

Assesses risks in 
network and software 

design.

Reduces risks in 
information processing, 

transmission, and 
storage (e.g., 
encryption).

Detects, prevents, and 
responds to attacks or 

system failures.

Regularly tests and 
monitors the 

effectiveness of key 
controls, systems, and 

procedures.

Reasonable physical safeguards such as the 
following, in which the person or business:   

Assesses risks of physical 
information storage and 

disposal.
Detects, prevents, and 
responds to intrusions.

Protects against 
unauthorized access to 

or use of private 
information.

Disposes of private 
information within a 

reasonable amount of 
time after it is no longer 

needed for business 
purposes.
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Is Ransomware Still an Issue? 

Source: https://www.ibm.com/downloads/cas/OJDVQGRY—IBM Cost of a Data Breach Report 2021
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What Is the Cost of Ransomware and 
Other Breaches to Victims?

10%

Increase in average total 
cost of a breach, 2020-
2021

Cost difference where 
remote work was a factor 
in causing the breach

11

Consecutive years 
healthcare had the highest 
industry cost of a breach.

$1.07m

Source: https://www.ibm.com/downloads/cas/OJDVQGRY—IBM Cost of a Data Breach Report 2021
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Defend Your Digital Assets: 
A Defense-in-Depth Strategy
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What Does This Mean? What Is to Be Done?

Recognizing the above noted regulatory 
risks and criminal threats associated 
with securing and managing your 
confidential, sensitive, non-public 
data and information . . . What is 
to be done?

Consider employing a 
defense-in-depth strategy.
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The Assumptions of Defense-in-Depth

• Vulnerabilities can exist anywhere on your 
physical premises and in your logical IT 
systems (workstations, laptops, mobile 
devices, thin clients, etc.)—On premises or 
in your “cloud” environment.

• Threats are a result of unmanaged 
vulnerabilities.

• Threats, and those who initiate them may 
be criminal and malicious, accidental, or a 
result of chance.

• Threats can be both external and internal 
in their source.

Proactive cybersecurity is hard; Do it anyway.

Defense in depth is a security strategy in which 
multiple security techniques are employed. If one 
fails, the others are expected to hold.

Assumes that any individual dimension of your 
cybersecurity defenses cannot be counted on to 
succeed in its assigned task. 

It assumes that you need Administrative, 
Technical and Physical controls in place.

Technology alone cannot save you; 
Technology is not magic.
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The Layers of Defense-in-Depth

Addressing one or two dimensions is not enough. You should seek to address them all.

Application 
and 

Data Security

Administrative

Technical

Technical 

Physical

Technical 

Third-Party 
Vendor Risk 
Management

Administrative
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Illustrating Each Dimension
Policy—Accountability through the attribution of actions, such as recording who enters and exits a building or 
specific restricted areas (e.g., who can go into the claims payment area).

Procedure—Each person must enter the facility one at a time. No tailgating. You should have the ability to 
prove this procedure is followed (key card log files with video monitoring of key access points, etc.).

Training and Awareness—Employees should, given their role, know who they typically work with. Observing 
unknown people in unexpected locations or at unexpected times comes across as suspicious and is reported to 
managers or designated personnel. They should be trained and have a policy to follow that supports this.

Physical—Configuring physical premises to restrict access to the area as well as restricting hardware to 
prevent connecting unauthorized USB drives to computing devices of any type (in that area or elsewhere).

Network—Leveraging tools and technologies to block direct internet access to key sensitive systems—
Either at all—Without appropriate architectural and other safeguards in place (e.g., DMZ, MFA, IPS/IDS, XDR 
(with anti-virus), etc.)
Servers/workstations/laptops, etc. (aka, “Hosts”)—Redundant power backed up by Uninterruptable 
Power Supplies (UPS) or generators to extend uptime in the event of a power loss. Extended detection and 
response (XDR) with anti-virus should be deployed. 

Applications—Restricting access to certain application functions via role-based security and per user accounts 
and passwords, again with MFA deployed. Tracking access to and changes of key data and information via log 
files and reporting—Sent to SIEM tools, or not.

Data—Encrypting data at rest and in transit, and only enabling specific roles or accounts to decrypt that data.

Defense
-in-

Depth
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Illustrating Some Key Elements 
(Not the Only Elements)

• Segment your network.
• Use demilitarized zones to buffer 

access to/from sensitive devices.
• Encrypt data at rest and in transit 

whenever possible.
• Track access to key data and 

information using security and 
information management tools.

• Create and enforce access control 
lists (ACL).

• “Harden” your devices.

• Perform a comprehensive 
cybersecurity annual risk assessment 
to identify and track your risks and 
threats (and mitigation efforts). 

• Maintain an asset inventory.
• Have living and viable:

– Disaster recovery;
– Business continuity;
– Incidence response plans.
– Test and train on them.

• Maintain cyber liability insurance.

• Ensure only authorized staff have 
access to equipment that houses your 
confidential, sensitive, private or non-
public data and information.

• Ensure only authorized staff have 
access to key areas of your facilities 
where this information is managed, 
stored and/or interacted with.

• Deploy intrusion protection and 
detection (IPS/IDS) systems.

• Deploy data loss prevention (DLP) 
systems.

• Geo-block Internet traffic (Do you 
need to allow traffic from Asia?)

• Deploy multi-factor authentication
• Use mobile device management 

systems.
• Use remote access management 

systems.
• Use anti-malware email filter systems.

Network-
Architecture 
(Technical)

Network-
Perimeter 

(Technical)

Governance 
(Administrative) Physical
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Illustrating Some Key Elements 
(Not the Only Elements)

• Deploy a security information and 
event management systems to 
aggregate and analyze system 
information (SIEM).

• Ensure you track physical access to 
key areas of your facilities—You 
know who access physical areas, 
when, and for how long.

• Encrypt key data at rest whenever 
possible.

• Patch all your systems systematically 
and regularly.

• Deploy extended detection and 
response (XDR) with anti-virus.

• Backup all key systems:
– Encrypt the backups; Password 

protect them; 
– Test restoring from them;
– Ensure they are “air gapped.”

• Regularly survey (annually) vendors 
that have access to, manage or 
manipulate confidential, sensitive, 
non-public Trust, Plan or participant 
data (PII or ePHI) about their 
cybersecurity stance.

• Ensure Agreements (old and new) 
have appropriate terms related to 
cybersecurity (and privacy).
– Similar to the HIPAA business 

associate agreement.

• Produce a suite of relevant and 
appropriate policies and procedures—
Follow them.

• Ensure procedures are “real” (actual 
implementation) and you can prove 
they are followed.

• Regularly provide staff cybersecurity 
awareness updates and training.

• Train leaders on their responsibilities.
• Train IT staff on key tools and 

technologies.

Monitoring
(Technical and 

Physical)

Policies, 
Procedures 

and Training
(Administrative)

Servers/ 
Workstations/
Laptops/ Other 

(Technical)

Third Party 
Vendor Risk 
Management

(Administrative)
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Defense-in-Depth . . . For (Most) Everything, 
(Most) Everywhere, (Most) All the Time

Deployed inside your network (firewall) as well 
as Extended outside your network to remote 
access points (outside your network) as 
relevant.

Extended—As appropriate—To any public cloud 
you may use (Microsoft’s Azure, Amazon’s Web 
Services or Google’s Cloud Platform, for 
example).

Deployed to workstations, laptops, mobile 
devices (including tablets), servers (physical or 
virtual, on premises or in the cloud) as well as 
storage devices (physical or virtual, on premises 
or in the cloud). In short, any "host".

1

2

3

In illustrating 
some key 
elements 
(above) it is 
important to 
note that 
they—And 
others—
Should be: 
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Defending Your Digital Assets: 
Use Guiding Frameworks
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Use a Guiding Framework(s) to Assist

Approaches promoted by the 
Cybersecurity Act of 2015

Department of Labor’s (DOL) Cybersecurity 
Guidance (published by the Employee 
Benefits Security Administration 
(EBSA) in 2021)

International Organization for 
Standardization (ISO)/IEC 27001

Service Organization Controls 
(e.g., SOC for Cybersecurity)

HIPAA Security Rule 
(and HITECH)

National Institutes of Standards and 
Technology (NIST) Cybersecurity 

Framework (CSF)

One or more
of these can—And should—
Be used in conjunction to 

support your defense in depth 
cybersecurity strategy.

(And there are others!)
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Defending Your Digital Assets: 
Third-Party Vendor Risk Management
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Third-Party Vendor Risk Management

Regulatory and 
fiduciary 
responsibilities are 
met by managing 
your third-party 
vendors and you 
are reducing the 
risk associated 
with their 
services.
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Extend Your Defenses

Your 
Organization

Third-Party 
Vendors

PII/ePHI Include vendors or 
partners that have 
access to your 
confidential, sensitive, 
non-public or 
regulated data and 
information in your 
third-party vendor risk 
management efforts.Financial/Governance/Other 
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Extend Your Defenses—Surveys and Contracts

Survey Agreed Upon Vendors
• Inquire about information security 

standards, practices and policies, and 
audit results, and compare that 
information to industry standards 
adopted by other service providers.

• Ask how the service provider validates 
its cybersecurity practices and what 
levels of security standards are in place.

• Evaluate the service provider’s “track 
record” in the industry.

• Ask about past security breaches and 
how the service provider responded to 
them.

• Find out if the service provider has any 
insurance policies that cover losses from 
cybersecurity and identity theft breaches.

Contracting
• Ensure that your Agreements have 

appropriate legal terms in place 
related to cybersecurity protection, 
right to audit, (breach) 
notification, etc.

• Work with your legal counsel to 
update existing agreements and 
insert model language into 
future agreements.

• Ask about cybersecurity 
in request for proposals 
(RFPs).
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Everyone Can Improve
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No Organization Is Too Small

1
No organization—Be it trust fund 
office, third-party administrator, public 
entity, nonprofit or corporation—
Is too small (or too big) for 
improvement.

2
Regular cybersecurity risk 
assessment(s) using an organization’s 
framework(s) (NIST, ISO, etc.) of 
choice can help track improvement—
And prevent backsliding—From year 
to year.

3
Additionally, these efforts can help 
meet ever tightening cybersecurity 
insurance standards for underwriting.

Cybersecurity M
aturity
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Key Takeaways Session 
Evaluation—
Scan this 
QR code.

Session 
eval QR 

code here

1. Proactive is more cost-effective than reactive
2. Create layers to your defense
3. Understand your place in the chain, and select strong, 

secure vendors
4. Laws and regulations are evolving; Create an effective 

and flexible approach that can evolve as needed
5. What was good enough before, is not now, considering 

the many amplified risks and threats you face
6. Use a “defense-in-depth” strategy combined with one 

(or more) cybersecurity frameworks to guide you
7. Continuous, incremental, improvement is necessary 

(and what you should expect)
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