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• Background and fiduciary obligations
• Agency guidance
• Elements of a data protection program
• Vendor review process
• Cyber liability insurance
• Next steps

Today’s Agenda
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FBI Internet Crime Report 2021—
Cyber Crime Continues to Grow
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• As a result of the pandemic:
– Training shifted to remote locations
– New devices on JAC networks
– JAC data being stored on more remote devices
– Increase in transmission of confidential information
– Information being shared over new video platforms

• Exponential increase in risk to apprenticeship 
and training programs

Impact of COVID on Apprenticeship Plans
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Legal Duty to Secure
Your Program’s Data
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• ERISA Standard of Care: You must exercise 
the level of care, diligence, and prudence to 
protect data other directors/coordinators in the 
same or similar circumstances
– Ensure confidentiality and integrity of data
– Protect against reasonably anticipated threats
– Protect against unauthorized use or disclosure
– Ensure compliance by workforce

Apprenticeship Program Staff Are Not
Expected to Be Cybersecurity Experts
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• Most Trustees and Committee Members are not 
involved in day-to-day operation of JAC and 
delegate “ministerial” duties. However . . .
– They retain a duty of oversight
– Must remain diligent, involved and monitor program
– This includes data protection efforts

Trustees and Committees Also Not
Expected to Be Cybersecurity Experts

ATE13-7



“Educational institutions should take appropriate 
steps to safeguard student records. Breaches of 
educational data are common and can lead to a 
violation of FERPA, as well as to a host of negative 
consequences for students such as identity theft, 
fraud, and extortion.”

– U.S. Department of Education

Family Educational Rights 
and Privacy Act of 1974 (“FERPA”)

ATE13-8



• ERISA may not preempt state data laws
• As of May 2018, all 50 states have data breach 

notification laws that may include:
– Notification to state agencies/law enforcement
– Notification to credit reporting agencies
– Provision of credit monitoring services 
– Assistance remediating any problems 

Apprenticeship Data and State Laws
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Who Sets the Ground Rules?
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• Don’t go it alone
– Retain a quality data security vendor

• The RA is the base of your security program
– Requires accurate and thorough assessment of risks 

and vulnerabilities of ePHI
– Identify and prioritize all risks
– Document your work!

Start With Detailed Risk Assessment (RA)
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• The RA identifies and prioritizes the issues facing 
your program

Risk Assessment (continued)
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• Overlooked Physical Threats
– Fire, flooding, theft, etc.

• Unpatched Machines/Missing Anti-Virus
• Unpatched Infrastructure
• Unnecessary Services Enabled
• Unsupported Operating Systems
• Widespread Access to Program Data
• Poor Training and Security Programs

Common Internal Threats 
Identified in Risk Assessments
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• Programs liable for “bootleg” software
– Unlicensed copies very common
– Significant penalties can apply
– Can force litigation anywhere in U.S.

• Privacy Prevention Departments
– Actively search for violations
– Agreements may grant access to JAC facility
– Educator “Fair Use” may not apply

Unlicensed Software—
Common Problem for JACs
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• Steps your programs should take:
– Use professional I.T. consultant
– Block unauthorized downloads
– Annual audit of program computers
– Keep log of active licenses
– Consult with insurance broker—Does your cyber 

policy cover these issues?

Unlicensed Software (continued)
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Programs Should Have:
Documented and Updated Risk Assessments

Written Information Security Policy*
Incident Response Plan

Data Backup, Disaster Recovery 
and Emergency Operation Plans

Hard Copies of all Policies and Cyber Insurance

Cybersecurity—Advance Preparation Is Key

*A sample WISP has been provided in the meeting material 

ATE13-17



Implement Multi-Factor Authentication
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• Sensitive data should be encrypted at rest and 
in transit
– Lack of encryption is cited as regular operational 

failure in HIPAA context
– HIPAA corrective action plans have required 

encryption on all devices
– Loss of encrypted phone, thumb drive, laptop, etc., 

would not trigger reporting requirements

Data Encryption Can Help
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• Topics should include:
– End-User Security Responsibility
– Wi-Fi Access
– Malware
– Passwords 
– Social Media 
– Web Browsing
– Incident Response
– Removable Media
– Phishing and Social Engineering

Train Your Staff
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Microsoft Data Center (Azure and Office 365)

Typical Apprenticeship Office

Consider Shift to Cloud Computing 
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But Our Budget Is Limited . . .
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The DOL Is Warning Plans to
Get Their Act Together
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• April 2021 Guidance from DOL addressed 
Cybersecurity
– Cybersecurity Best Practices
– Tips for Hiring a Service Provider
– Online Security Tips (for participants/beneficiaries)

• Clarified duties regarding data protection
– Extensive vendor due diligence obligations

DOL Guidance on Cybersecurity
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“If you’re responsible for plan administration and 
you’re hiring somebody to run your systems, keep 
that data, be your recordkeeper, you need to be 
attentive to whether or not they’re observing good 
cybersecurity practices.”

– Tim Hauser, Deputy Assistant Secretary for 
National Office Operations, DOL/EBSA

DOL Guidance on Cybersecurity
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• DOL’s April Guidance:
– You must monitor data protection programs of all 

vendors with access to confidential information
• Review process must be thorough and documented
• Reports need to be regularly updated and reviewed 
• Some vendors may need to be put out to bid

– Third party provider breach is ongoing problem
• Fiduciaries may be found liable if oversight was lax 

DOL Guidance—Monitor Plan Vendors
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• ERISA requires written agreements 
between JAC and all service providers
– But many contracts designed to protect interests of the vendor, 

not the plan participants
• Gross negligence standard of care
• No duty to notify plan/participants of security incidents
• Indemnity/hold-harmless clauses that deflect responsibility
• Unreasonable liability limitations or limited insurance

– Can you obtain services elsewhere on more favorable terms and 
conditions?

Prevention—Vendor Contracts
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DOL Is Already Auditing Cyber Practices . . .

ATE13-28



DOL Cyber Audits (continued)
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DOL Cyber Audits (continued)
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Cybersecurity Insurance—
A Lifeline for Your Program 
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• Free piece of legal advice . . .
– Work with experienced, knowledgeable 

Insurance Professionals who understand your industry 
and your benefit plans and related organizations

• Cyber liability insurance and enhanced fidelity 
bonds can be a lifeline if you suffer a security 
incident

Insurance Considerations
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• Fidelity bond
– Move beyond the minimum requirements
– Evaluate more expansive bonds with additional 

coverage for crimes involving fraud/security incidents
• Cyber liability insurance

– Would a prudent person operate without cyber 
insurance coverage at this point?

– Do you understand what is and is not covered by 
your existing policy?

Insurance Considerations
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• What does cyber liability coverage offer?

Cyber Liability Insurance 
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• 24 hr. notification
• Expert legal advice
• Expert I.T. assistance
• Expert response team
• Immediate action

Cyber Insurance Response Team
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• Errors or misrepresentations on applications may leave 
your program without coverage

• Travelers v. Integrated Control Services, Inc.
– Dispute over alleged misrepresentation in application
– Travelers successfully obtained judgment to rescind coverage 

during ransomware incident
• Lesson learned:

– If you are not sure how to answer a question on the cyber 
application, seek help from your I.T. vendor!

Beware the Cyber Insurance Application!
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Closing Thoughts
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• Engage a quality cybersecurity vendor
– Conduct the risk assessment
– Develop an action plan and budget 

• Adopt policies/procedures and train staff
• Review vendors with access to confidential data
• Demand regular reports
• Evaluate insurance options
• Document your efforts

Realistic Cybersecurity Goals for 2023
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Your Feedback 
Is Important. 
Please Scan 

This QR Code.

Session Evaluation

Key Takeaways

• JAC program must demonstrate due 
diligence and oversight
– How do you compare to your peers?
– Have vendors been reviewed?
– Carrying proper insurance coverage?
– Prepared to respond to incident?

• Perfection is not realistic, but you 
must lower the program’s risk profile
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Plan Name 

Written Information Security Program (WISP) 

Overview 

Fiduciaries have an on-going obligation to ensure proper mitigation of cybersecurity risks and to 
safeguard Personal or Sensitive Information belonging to the Plan. This WISP is intended to 
serve as a statement of policy and document the expectations of the Board of Trustees with 
respect to the security, confidentiality, integrity and availability of Personal or Sensitive 
Information collected, created, used and maintained by the Plan, the Trustees and/or Service 
Providers on behalf of the Plan. This WISP is designed to operate in conjunction with existing 
information security programs adopted by Service Providers. Security measures are scalable 
and reasonable variation between the WISP and the information security programs adopted by 
Service Providers is anticipated. Such variations are acceptable provided they do not 
compromise the security, confidentiality, integrity and availability of Personal or Sensitive 
Information collected, created, used and maintained on behalf of the Plan. 

Objective 

The objective of this written information security program ("WISP") is to define, document, and 
support the implementation and maintenance of the administrative, technical, and physical 
safeguards used to protect Personal or Sensitive Information collected, used, created and/or 
maintained by or on behalf of the [Plan Name] (“Plan”). This WISP has been developed in 
accordance with the requirements of the Employee Retirement Income Security Act (ERISA) and 
the Health Insurance Portability and Accountability Act (HIPAA), as well as guidance from the 
United States Department of Labor.  

Scalable Compliance Requirements 

An organization’s approach to compliance with an information security program is scalable. The 
relevant guidance allows organizations to analyze their needs and implement appropriate 
solutions to safeguard Personal or Sensitive Information. For example, some plans have no 
employees, host no data and utilize a third party administrator or record keeper to collect, use, 
create and maintain records necessary for the Plan’s operation. In such circumstances the duty 
to mitigate cybersecurity risks and safeguard Personal or Sensitive Information will rest 
primarily with the Service Providers.  

In deciding what security measures are appropriate as part of an information security program, 
organizations should consider: 

• The Plan’s size, complexity and capabilities;
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• Current technical, hardware, and software infrastructure;

• The costs of additional security measures; and

• The likelihood and possible impact of potential risks to Personal or Sensitive
Information.

Role of Service Providers 

All Service Providers are expected to maintain their own information security program and take 
actions reasonably necessary to protect the security, confidentiality, integrity and availability of 
Personal or other Sensitive Information collected, created, used or maintained on behalf of the 
Plan. This WISP is intended as a statement of policy and designed to operate in conjunction 
with, and not to supplant, the information security programs adopted by the Plan’s Service 
Providers. 

If this WISP conflicts with any legal or contractual obligations, or otherwise interferes with the 
with the information security program of a Service Provider, then such Service Provider must 
provide written notice to the Information Security Coordinator for review and resolution (see 
section 3).  

Information Security Policy and Procedures 

1. Purpose. Regardless of whether the information is held by the Plan, a Trustee or
Service Provider, the purpose of this WISP is to: 

(a) Ensure the security, confidentiality, integrity, and availability of Personal
and other Sensitive Information collected, created, used, and maintained by or on behalf 
of the Plan;  

(b) Protect against any reasonably anticipated threats or hazards to the
security, confidentiality, integrity, or availability of such information; 

(c) Protect against unauthorized access to or use of Personal and other
Sensitive Information that could result in substantial harm or inconvenience to any 
participant, beneficiary, labor organization, contributing employer or affiliated entity; 
and 

(d) Define an information security program that is appropriate to the
organization’s size, scope and its available resources, and the amount of Personal and 
other Sensitive Information that is maintained by or on behalf of the Plan.  

2. Scope. This WISP applies to all Plan Employees, Trustees and Service Providers. It
applies to any records that contain Personal or other Sensitive Information in any format and 
on any media, whether in electronic or paper form, as set forth in Attachment A.  
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3. Information Security Coordinator. The Board of Trustees has designated [TITLE]
to implement, coordinate, and maintain this WISP (the "Information Security Coordinator"), as 
set forth in Attachment B.  

4. Risk Assessment. As a part of developing and implementing this WISP, if the Plan
or any Service Provider hosts any Personal or other Sensitive Information, it will conduct and 
document periodic risk assessments. The assessments will be updated regularly, including any 
time there is a material change in operations that may implicate the security, confidentiality, 
integrity, or availability of records containing Personal or other Sensitive Information, as set 
forth in Attachment C.  

5. Information Security Policies and Procedures. As part of this WISP, the Plan may
develop, maintain, and distribute information security policies and procedures in accordance 
with applicable laws and standards to relevant Plan Employees, Trustees, and (as applicable) to 
other Service Providers, as set forth in Attachment D. 

6. Safeguards. The Plan and Service Providers will develop, implement, and
maintain reasonable administrative, technical, and physical safeguards in accordance with 
applicable laws and standards to protect the security, confidentiality, integrity, and availability 
of Personal or other Sensitive Information hosted, owned or maintained on behalf of the Plan, 
as set forth in Attachment E. 

7. Service Provider Oversight. The Board of Trustees will monitor each of its Service
Providers that may have access to or otherwise create, collect, use, or maintain Personal or 
other Sensitive Information on its behalf. Likewise, Service Providers must exercise due 
diligence prior to sharing any of the Plan’s confidential information with third parties in 
connection with services performed for the Plan. Such due diligence shall include:   

(a) Evaluating the entity’s ability to implement and maintain appropriate
security measures, consistent with this WISP, any applicable contractual obligations and 
all applicable laws and the Plan’s obligations; 

(b) Requiring the entity by contract to implement and maintain reasonable
security measures, consistent with this WISP and all applicable laws and the Plan's 
obligations; 

(c) Monitoring and auditing the entity’s performance to verify compliance
with this WISP and all applicable laws and the Plan’s obligations; and 

(d) Consider requiring cyber liability or similar insurance coverage to help
protect the Plan against a risk of loss associated with an unauthorized disclosure of 
Personal or Sensitive Information or an electronic security incident.  

8. Monitoring. The Board of Trustees will work with the Information Security
Officer and regularly review the effectiveness of its information security program to ensure that  
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it is operating in a manner reasonably calculated to prevent unauthorized access to or use of 
Personal or other Sensitive Information. The Board of Trustees shall reasonably and 
appropriately address any identified gaps. 

9. Incident Response. The Plan (where applicable) and Service Providers shall
establish and maintain policies and procedures regarding information security incident 
response (see Section 5). Such procedures shall include: 

(a) Documenting the response to any security incident or event that involves
a breach of security; 

(b) Performing a post-incident review of events and actions taken; and

(c) Reasonably and appropriately addressing any identified gaps.

10. Enforcement. Violations of this WISP may result in disciplinary action of the
Plan’s Employees, if applicable, or termination of Service Providers. 

11. Program Review. The Board of Trustees will review this WISP and the security
measures defined herein at least annually, or whenever there is a material change in Plan 
operations that may reasonably implicate the security, confidentiality, integrity, or availability 
of records containing Personal or other Sensitive Information. The Plan shall retain 
documentation regarding any such program review.  

12. Effective Date. This WISP is effective as of [DATE]. The policies, procedures and
protocols outlined herein should implemented by the Plan and Service Providers as soon as 
administratively feasible. 

In Witness Whereof, the Board of Trustees has adopted this Written Information Security 
Program effective as of ______________.  

Union Trustees Employer Trustees 

________________________  ________________________ 

________________________  ________________________ 

________________________  ________________________ 
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Plan Name 
Written Information Security Program 

Attachments  

The WISP document, procedures and following Attachments are intended as a statement of 
policy and designed to operate in conjunction with the information security programs adopted 
by the Plan’s Service Providers. Security measures are scalable and reasonable variation 
between the WISP and the information security programs adopted by Service Providers is 
anticipated. Such variations are acceptable provided they do not compromise the security, 
confidentiality, integrity and availability of Personal or Sensitive Information collected, created, 
used and maintained on behalf of the Plan. 

If this WISP or any of the following Attachments conflicts with any legal or contractual 
obligations, or otherwise interferes with the with the information security program of a Service 
Provider, then such Service Provider must provide written notice to the Information Security 
Coordinator for review and resolution (see section 3).  
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Attachment A 

Scope 

For purposes of this WISP, "Personal information" means either a participant or beneficiary's 
first and last name or first initial and last name in combination with any one or more of the following 
data elements, or any of the following data elements standing alone or in combination, if such data 
elements could be used to commit identity theft against the individual: 

Social Security number; 

Driver's license number, other government-issued identification number, including 
passport number, or tribal identification number; 

Account number, or credit or debit card number, with or without any required security 
code, access code, Personal identification number, or password that would permit access to 
the individual's financial account;  

Information concerning benefits accrued under the Plan; 

Health information which identifies or for which there is a reasonable basis to believe 
the information can be used to identify the individual and which relates to the past, present, or 
future physical or mental health or condition of the individual, the provision of health care to 
the individual, or payment for the provision of health care to the individual; 

Health insurance identification number, subscriber identification number, or other 
unique identifier used by a health insurer;  

Biometric data collected from the individual and used to authenticate the individual 
during a transaction, such as an image of a fingerprint, retina, or iris; or 

Email address with any required security code, access code, or password that would 
permit access to an individual's Personal, medical, insurance, or financial account.  

Personal information does not include lawfully obtained information that is available to the 
general public, including publicly available information from federal, state, or local government records. 

For purposes of this WISP, "Sensitive Information" means data that: 

Plan reasonably considers to be confidential information; or 

If accessed by or disclosed to unauthorized parties, could cause significant or material 
harm to Plan, its affiliates, or participants/beneficiaries.  
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Sensitive Information includes, but is not limited to, Personal information. 
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Attachment B 

Information Security Coordinator 

The Information Security Coordinator shall work in conjunction with the Board of Trustees and 
Service Providers to collectively be responsible for: 

(a) Initial implementation of this WISP, including:

To the extent the Plan hosts or maintains its own Personal or other Sensitive
Information: 

Assessing internal and external risks to Personal and other Sensitive Information 
and maintaining related documentation, including risk assessment reports and 
remediation plans (see Section 4); 

Coordinating the design of reasonable and appropriate administrative, 
technical, and physical safeguards to protect Personal and other Sensitive Information 
(see Section 6); 

Ensuring that the safeguards are implemented and maintained to protect 
Personal and other Sensitive Information (see Section 6); 

Defining and managing incident response procedures (see Section 9); 

Establishing and managing enforcement policies and procedures for this WISP, 
in collaboration with the Board of Trustees (see Section 10); and 

 Overseeing the monitoring and testing the information security program's 
implementation and effectiveness on an ongoing basis (see Section 8). 

Coordinating the development, distribution, and maintenance of information security 
policies and procedures (see Section 5); 

Assisting the Board of Trustees in monitoring Service Providers that access or maintain 
Personal and other Sensitive Information on behalf of the Plan (see Section 7); 

Coordination of training (as applicable); 

Coordination with the Board of Trustees to review this WISP and the security measures defined 
here at least annually, or whenever there is a material change in the Plan’s operations that may 
reasonably implicate the security, confidentiality, integrity, or availability of records containing Personal 
or other Sensitive Information (see Section 11); 

Defining and managing an exceptions process to review, approve or deny, document, monitor, 
and periodically reassess any necessary and appropriate, business-driven requests for deviations from 
this WISP or Plan's information security policies and procedures; and 
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Periodically reporting to the Board of Trustees regarding the status of the information security 
program and Plan's safeguards to protect Personal and other Sensitive Information. 
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Attachment C 

Risk Assessments 

(a) The Plan (where applicable) and any Service Provider that hosts Personal or Sensitive

Information belonging to the Plan must conduct and document periodic risk assessments. The scope of 

an organization’s risk assessment may vary, but should: 

Identify reasonably foreseeable internal and external risks to the security, 
confidentiality, integrity, or availability of any electronic, paper, or other records containing 
Personal or other Sensitive Information; 

Assess the likelihood and potential damage that could result from such risks, taking into 
consideration the sensitivity of the Personal and other Sensitive Information; and 

Evaluate the sufficiency of relevant policies, procedures, systems, and safeguards in 
place to control such risks, in areas that include, but may not be limited to: 

Education, training and management; 

Workforce compliance with this WISP and related policies and procedures; 

Information systems, including network, computer, and software acquisition, 
design, implementation, operations, and maintenance, as well as data processing, 
storage, transmission, retention, and disposal; and 

The ability to prevent, detect, and respond to attacks, intrusions, and other 
security incidents or system failures. 

Following each risk assessment, the Plan and/or Service Provider will (if applicable): 

Design, implement, and maintain reasonable and appropriate safeguards to minimize 
identified risks; 

Reasonably and appropriately address any identified gaps; and 

Regularly monitor the effectiveness of the safeguards, as specified in this WISP (see 
Section 8). 
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Attachment D 

Information Security Policies and Procedures 

(a) The Plan (where applicable) and any Service Provider that hosts Personal or Sensitive

Information belonging to the Plan must adopt written policies regarding information security. The scope 

and detail of such policies is subject to the discretion of the Service Provider, but should include: 

Information classification; 

Information handling practices for Personal and other Sensitive Information, including 
the storage, access, disposal, and external transfer or transportation of Personal and other 
Sensitive Information; 

User access management, including identification and authentication (using passwords 
or other appropriate means); 

Encryption; 

Computer and network security; 

Physical security; 

Incident reporting and response; 

Use of technology, including Acceptable Use and Bring Your Own Device to Work 
(BYOD); and 

Information systems acquisition, development, operations, and maintenance. 

Detail the implementation and maintenance of the organization’s administrative, technical, and 
physical safeguards (see Section 6). 
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Attachment E 

Administrative and Technical Safeguards 

(a) Safeguards shall be appropriate to the Plan's or Service Provider’s size, scope,

and business, its available resources, and the amount of Personal and other Sensitive 

Information that the Plan owns or maintains on behalf of others. 

The Plan (where applicable) and Service Providers shall document administrative, technical, and 
physical safeguards in its information security policies and procedures (see Section 5). 

Administrative safeguards should include, at a minimum: 

Designating one or more representatives to coordinate the organization’s information 
security program (see Section 3); 

Identifying reasonably foreseeable internal and external risks, and assessing whether 
existing safeguards adequately control the identified risks (see Section 4); 

Where applicable, training Employees in security program practices and procedures, 
with management oversight (see Section 3); 

Selecting Service Providers and subcontractors that are capable of maintaining 
appropriate safeguards, and requiring such organizations to maintain safeguards by contract 
(see Section 7); and 

Adjusting the information security program in response to operational changes or new 
circumstances (see Section 11). 

The Plan (where applicable) and any Service Provider’s technical safeguards should include 
maintenance of a security system covering its network (including wireless capabilities) and computers 
that, at a minimum, and to the extent technically feasible, supports: 

Secure user authentication protocols, including: 

Controlling user identification and authentication with a reasonably secure 
method of assigning and selecting passwords (ensuring that passwords are kept in a 
location or format that does not compromise security) or by using other technologies, 
such as biometrics or token devices; 

Restricting access to active users and active user accounts only and preventing 
terminated Employees or contractors from accessing systems or records; and 

Blocking a particular user identifier's access after multiple unsuccessful 
attempts to gain access or placing limitations on access for the particular system; 

Secure access control measures, including: 

Restricting access to records and files containing Personal or other Sensitive 
Information to those with a need to know to perform their duties; and 
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Assigning to each individual with computer or network access unique identifiers 
and passwords (or other authentication means, but not vendor-supplied default 
passwords) that are reasonably designed to maintain security; 

Encryption of all Personal or other Sensitive Information traveling wirelessly or across 
public networks; 

Encryption of all Personal or other Sensitive Information stored on laptops or other 
portable or mobile devices and to the extent technically feasible, Personal or other Sensitive 
Information stored on any other device or media (data-at-rest); 

Reasonable system monitoring for preventing, detecting, and responding to 
unauthorized use of or access to Personal or other Sensitive Information or other attacks or 
system failures; 

Reasonably current firewall protection and software patches for systems that contain 
(or may provide access to systems that contain) Personal or other Sensitive Information; and 

Reasonably current system security software (or a version that can still be supported 
with reasonably current patches and malicious software ("malware") definitions) that (1) 
includes malware protection with reasonably current patches and malware definitions, and (2) is 
configured to receive updates on a regular basis. 

The Plan (where applicable) and any Service Provider’s physical safeguards shall, at a minimum, 
provide for: 

Defining and implementing reasonable physical security measures to protect areas 
where Personal or other Sensitive Information may be accessed, including reasonably restricting 
physical access and storing records containing Personal or other Sensitive Information in locked 
facilities, areas, or containers;  

Preventing, detecting, and responding to intrusions or unauthorized access to Personal 
or other Sensitive Information, including during or after data collection, transportation, or 
disposal; and 

Secure disposal or destruction of Personal or other Sensitive Information, whether in 
paper or electronic form, when it is no longer to be retained in accordance with applicable laws 
or accepted standards. 
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